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import sys
import os
import gmpy2
def shuchu(mingwenstr):
if mingwenstr[len(mingwenstr)-1]=="L":
mingwenstr=mingwenstr[2:1len(mingwenstr)-1]
else:
mingwenstr=mingwenstr[2:1len(mingwenstr)]
if not len(mingwenstr)%2==0:
mingwenstr="'0"'+mingwenstr
i=len(mingwenstr)
mingwen=""
while i>=1:
strl=mingwenstr[i-2:i]
if int(str1,16)>33 and int(strl,16)<126:
mingwen=chr(int(strl,16))+mingwen
else :
mingwen=" "+mingwen
i=i-2
print mingwen
p=302825536744096741518546212761194311477
g=325045504186436346209877301320131277983
e=65537
n=p*q
d=int(gmpy2.invert(e, (p-1)*(g-1)))
with open("encrypted.messagel” , "rb") as f:
s=f.read()
miwen=long(s.encode( 'hex'),16)
mingwenint=pow(miwen,d,n)
mingwenstr=hex(mingwenint)
shuchu(mingwenstr)
with open("encrypted.message2" , "rb") as f:
s=f.read()
miwen=long(s.encode( 'hex'),16)
mingwenint=pow(miwen,d,n)
mingwenstr=hex(mingwenint)
shuchu(mingwenstr)
with open("encrypted.message3" , "rb") as f:
s=f.read()
miwen=long(s.encode( 'hex'),16)
mingwenint=pow(miwen,d,n)
mingwenstr=hex(mingwenint)
shuchu(mingwenstr)
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import gmpy2
def shuchu(mingwenstr):
if mingwenstr[len(mingwenstr)-1]=="L":
mingwenstr=mingwenstr[2:1len(mingwenstr)-1]
else:
mingwenstr=mingwenstr[2:1len(mingwenstr)]
if not len(mingwenstr)%2==0:
mingwenstr="'0"'+mingwenstr
i=len(mingwenstr)
mingwen=""
while i>=1:
strl=mingwenstr[i-2:i]
if int(str1,16)>33 and int(strl,16)<126:
mingwen=chr(int(strl,16))+mingwen
else :

mingwen=" "+mingwen
i=i-2

print mingwen
p=310935513029228809998830208036655366162721470228774287453148308675193510132489142448801010943658159980501
g=310935513029228809998830208036655366162721470228774287453148308675193510132489142448801010943658159980501
e=65537
n=p*q
d=int(gmpy2.invert(e, (p-1)*(g-1)))
c=168502910088858295634315070244377409556567637139736308082186369003227771936407321783557795624279162162305
mingwenint=pow(c,d,n)
mingwenstr=hex(mingwenint)
shuchu(mingwenstr)
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import gmpy2
def shuchu(mingwenstr):
if mingwenstr[len(mingwenstr)-1]=="L":
mingwenstr=mingwenstr[2:1len(mingwenstr)-1]
else:
mingwenstr=mingwenstr[2:1len(mingwenstr)]
if not len(mingwenstr)%2==0:
mingwenstr="'0"'+mingwenstr
i=len(mingwenstr)
mingwen=""
while i>=1:
strl=mingwenstr[i-2:i]
if int(str1,16)>33 and int(strl,16)<126:
mingwen=chr(int(strl,16))+mingwen
else :

mingwen=" "+mingwen
i=i-2

print mingwen
p=57970027
g=518629368090170828331048663550229634444384299751272939077168648935075604180676006392464524953128293842996
e=65537
n=p*q
d=int(gmpy2.invert(e, (p-1)*(g-1)))
c="'0x3dbf00av21924a70f44bdd69e73c46241e9f036bfad9a0c92659d8eb0fed7e42068eaf156a9b3ee81651bc0576a91ffed48610
miwen=int(c,16)
mingwenint=pow(miwen,d,n)
mingwenstr=hex(mingwenint)
shuchu(mingwenstr)
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import sys
import os
import gmpy2
def shuchu(mingwenstr):
if mingwenstr[len(mingwenstr)-1]=="L":
mingwenstr=mingwenstr[2:len(mingwenstr)-1]
else:
mingwenstr=mingwenstr[2:1len(mingwenstr) ]
if not len(mingwenstr)%2==0:
mingwenstr='0"'+mingwenstr
i=len(mingwenstr)
mingwen=""
while i>=1:
strl=mingwenstr[i-2:i]
if int(str1,16)>33 and int(strl,16)<126:
mingwen=chr(int(strl,16))+mingwen
else :
mingwen=" "+mingwen
i=i-2
print mingwen
p=275127860351348928173285174381581152299
g=319576316814478949870590164193048041239
e=65537
n=p*q
d=int(gmpy2.invert(e, (p-1)*(q-1)))
with open("flag.enc" , "rb") as f:
s=f.read()
miwen=1long(s.encode('hex"'),16)
mingwenint=pow(miwen,d,n)
mingwenstr=hex(mingwenint)
shuchu(mingwenstr)

7.hard RSA
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import gmpy2
import libnum
def shuchu(mingwenstr):
mingwenstr=mingwenstr[2:1len(mingwenstr)-1]
if not len(mingwenstr)%2==0:
mingwenstr="'0"'+mingwenstr
i=len(mingwenstr)
mingwen=""
while i>=1:
strl=mingwenstr[i-2:i]
if int(str1,16)>33 and int(strl,16)<126:
mingwen=chr(int(strl,16))+mingwen
else :
mingwen=" "+mingwen
i=i-2
print mingwen

p=275127860351348928173285174381581152299
g=319576316814478949870590164193048041239
n=p*q
f=open("flag.enc","r")
s=f.read()

f.close()
c=long(s.encode('hex'),16)
#3218 (1/2)modp, qHIfE
r=pow(c, (p+1)/4,p)
s=pow(c, (q+1)/4,q)

#48 F o s A A R
pni=int(gmpy2.invert(p,q))
gni=int(gmpy2.invert(q,p))
a=(s*p*pni+r*q*qni)%n
al=n-a
b=(s*p*pni-r*q*qni)%n
bl=n-b

shuchu(hex(a))
shuchu(hex(al))
shuchu(hex(b))
shuchu(hex(bl))

8.very hard RSA
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import gmpy2
#7Ea, bEU/NE A A XA R LAY R
def egcd(a, b):
if a ==
return (b, 0, 1)
else:
g, ¥, x = egcd(b % a, a)
return (g, x - (b // a) * vy, y)
def shuchu(mingwenstr):
if mingwenstr[len(mingwenstr)-1]=="L":
mingwenstr=mingwenstr[2:1len(mingwenstr)-1]
else:
mingwenstr=mingwenstr[2:len(mingwenstr) ]
if not len(mingwenstr)%2==0:
mingwenstr="'0"'+mingwenstr
i=len(mingwenstr)
mingwen=""
while i>=1:
strl=mingwenstr[i-2:i]
if int(str1,16)>33 and int(strl,16)<126:
mingwen=chr(int(strl,16))+mingwen
else :

mingwen=" "+mingwen
i=i-2

print mingwen

n=0x00bObee5e3e9e5a7e8d0Ob493355c618fc8c7d7d03b82e409951c1821398dee3104580e7ba70d383ae5311475656e8a964d380c
el=17

e2=65537

g,s1,s2=egcd(el, e2)

fol = open('flag.encl','rb")

fo2 = open('flag.enc2','rb")
datal = fol.read()

data2 = fo2.read()

fol.close()

fo2.close()

cl = int(datal.encode('hex'),16)
c2 = int(data2.encode('hex'),16)

if si<o:
cl=int(gmpy2.invert(ci,n))
sl=-s1

if s2<0:
c2=int(gmpy2.invert(c2,n))
$2=-52

miwenint=(pow(cl,sl,n)*pow(c2,s2,n))%n
shuchu(hex(miwenint))

9.Round Rabins!



SRS Zrabinf#® (fEhard RSAC LR B WA , KInBK, BiEyafut s, ZEREANR—AFF
#, XFFEIEEKrabinf % LEME LS (PERREHEERSBEINEFELER) , B i SRR T e KE
m=(cN1/2))%(p"2)(FHn=p"2). AT AR HEToelli-shanksH i (fEhard RSACZ#23]) RKiHm=
(cN1/2))mod(p), A ) B13S A dn A 3@ i m=(c(1/2))mod(p )78 Bix=(c(1/2))mod(p”2), AR Em+ps=
(cN1/2))mod(p”2), FB-A(M+ps)2=cmod(p”2), BIm"2+2*m*p*s+(p”2)*(s"2)=cmod(p”2), FTLA
m2+2*m*p*s=cmod(p”2), 2*m*p*s=(c-m"2)mod(p”2). EAIEEmM2=cmod(p), Blc-m"2n]%Exp, ATLhs=((c-
m"2)/(2*m*p))modp(f& # BB : Zmp=npmod(p”2), M((m-n)*p)%(p"2)=0, ERZERL, —&Hmn=kp, EP
m=nmodp), HB-4m+ps=(m+p*((c-m"2)/(2*m*p))), BIm+ps=(m+((c-m"2)/(2*m))), BF(c(1/2))mod(p”2)HIfE lx=
(m+(c-m*2/(2*m)))mod(p”2) (X B R BB 5 T Hensel's lemma 1%, a3 TAEREH) Bk
JE B2 AT A 25 5L

import gmpy2
import libnum
def legendre_symbol(a, p):
1s = pow(a, (p - 1)/2, p)
if 1s == p - 1:
return -1
return 1ls
def prime_mod_sqrt(a, p):
a %=p
if a ==
return [0]
if p == 2:
return [a]
if legendre_symbol(a, p) != 1:
return []
if p% 4 ==3:
x = pow(a, (p + 1)/4, p)
return [x, p-x]
g, s=p -1, 0
while q % 2 == @:
s += 1
q//=2
z =1
while legendre_symbol(z, p) != -1:
z += 1
pow(z, q, p)
pow(a, (q + 1)/2, p)
pow(a, g, p)
=s
while t != 1:
i, e =0, 2

S t X 0
1

for i in xrange(1, m):
if pow(t, e, p) == 1:
break
e *= 2
= pow(c, 2**(m - i - 1), p)
= (x *b) %p
(t*b *b) % p
=(b*b) %p

=1

S 0 t X o
]

return [x, p-x]
def egcd(a, b):
if a ==
return (b, 0, 1)
else:



g, ¥, X = egcd(b % a, a)
return (g, x - (b // a) *vy, y)
def modinv(a, m):
g, X, y = egcd(a, m)
if g 1= 1:
raise Exception('modular inverse does not exist')
else:
return x % m
# This finds a solution for c¢ = x*2 (mod p~2)
def find_solution(c, p):
n=p **2
r = prime_mod_sqrt(c,p)[0]
inverse_2 _mod_n = modinv(2, n)
inverse_r_mod_n = modinv(r, n)

new_r = r - inverse_2 mod_n * (r - c * inverse_r_mod_n)

return new_r % n

if __name__ == "__main__":
n = Ox6b612825bd7972986b4cOccb8ccb2fbcd25fffbadd57350d713f73ble51ba9fc4abae862475efa3c9fe7dfbac89baf92e
p @xa5cc6d4e9f6a893c148c6993e1956968c93d9609ed70d8366e3bdf300b78d712e79c5425Ffd8d480afcefc71b50d85e09
c = 0xd9d6345f41961790abb7830d367bede431f91112d11aabeled311c7710F43b9b0d5331f71alfccbfca71f739ee5bed2cl
solution = find_solution(c, p)
print hex(solution)[2:-1].decode("hex")

10.RSA-5

n=0x78e2e04bdc50ealb297{e9228f82554 3f2ee0ed4c0ad94b6198b672c3b005408fd8330c36f55d36fb129d30¢
e=0x10001

nextprime(p)*nextprime(q)=0x78e2e04bdc50ealb297fe9228f82554 3f2ee0ed4c0ad94b6198b672¢c3b005408fd8
c=0x1c3588ac81ec3d1b439cfd2d5e6e8a5a95c8f95aaeff1b0bad9276ade80435323f307a17006ae2ffb4cal321e!
1E3X B AR W nextprime(p)*nextprime(q)=(p+x)*(q+y), Fi&nextprime(p)*nextprime(q)=n1, p*q=n2, ¥ q#&#k
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KRGEDAI & Elp, RBWT
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import gmpy2
n2=0x78e2e04bdc50eadb297fe92281825543f2eeBed4cPad94b6198b672c3b0054081d8330c36155d36Fb129d308c23e5ch8f4d61a
e=0x10001
n1=0x78e2e04bdc50eadb297fe92281825543f2eePed4c0ad94b6198b672c3b0054081d8330c36155d36Fb129d308c23e5ch8f4d61a
c=0x1c3588ac8lec3d1b439cfd2d5e6e8a5a95c8f95aaeff1bObad9276ade804353231307a17006ae2ffb4ca321e54387d9b33ed7cc
p=114791494681514143990268371423282183138226784645868909558224024738011633713833580549522009721245299751435
g=132940802289018336261987415312533953042764596984032548157327529495089307889127354914528507277209940457450

def qiugen(a,b,c):
ga=gmpy2.mpz(a)
gb=gmpy2.mpz(b)
gc=gmpy2.mpz(c)
delat=gb**2-4*ga*gc
if delat<=0 or ga==0:
return 0
de=gmpy2.iroot(delat,2)
if de[1]:
x1=(de[@]-gb)/(2*ga)
x2=(-de[@]-gb)/(2*ga)
if x1>0 and n2%x1==0:
return x1
if x2>0 and n2%x2==0:
return x2
return 0
for x in xrange(0,1500):
for y in xrange(1,1500):
a=y
b=x*y+n2-nl
c=n2*x
if not qiugen(a,b,c)==0:
p=qiugen(a,b,c)
q=n2/p
print p,q
def shuchu(mingwenstr):
if mingwenstr[len(mingwenstr)-1]=="L":
mingwenstr=mingwenstr[2:len(mingwenstr)-1]
else:
mingwenstr=mingwenstr[2:1len(mingwenstr)]
if not len(mingwenstr)%2==0:
mingwenstr="'0"'+mingwenstr
i=len(mingwenstr)
mingwen=""
while i>=1:
strl=mingwenstr[i-2:1i]
if int(str1,16)>33 and int(strl,16)<126:
mingwen=chr(int(strl,16))+mingwen
else :
mingwen=" "+mingwen
i=i-2
print mingwen
d=gmpy2.invert(e, (p-1)*(q-1))
mingwen=pow(c,d,nl)
mingwenhex=hex(mingwen)
print mingwenhex
shuchu(mingwenhex)



11.HCTF2016-Crypto so interesting

BEH A, WAL RIX BEYLARRSAKIP, q, REFEHAR—NHE/DRU, Kuxfphi_nKi#EE2t, H
Rixfbt:RiFEKBe, &j5Rextphi_nRiFEFEId, FHeXfHIINE, MXEHIFAHE, THe, n, SLHextbtRiY
K5, HTFutb®/D, X EAMEAwienerB i3k Bu, phi_nbAkp, q, B PRI ZESCHITHE, XE
) E A2 B A wiener B B ARIS A F] T AT F X rsaf wiener B i

import libnum

import gmpy2

def pi_b(x):
bt = 53638095835061605724269141863488059450219210633231722805196706432764209129768763017418363628837823
return libnum.invmod(x, bt)

def isqgrt(n):

X =n
y=(x+1)// 2
while y < x:
X =Yy
y=(x+n//x)// 2
if pow(x, 2) == n:
return x
else:

return False
def con_fra(a, b):
r =[]
while True:
if a ==
break
tmp = a/b
if tmp != @:
r.append(tmp)
a, b = b, (a-tmp*b)
return r

def wiener_attack(e, n):
cf = con_fra(e, n)
for x in xrange(len(cf)):
k, d =9, 1
while x >= 0:
k, d =d, d*cf[x] + k
X -=1
# print "k: %s\nd: %s\n" %(k, d)
phi_n = (e*d - 1)/k
B=n-phin+1
C=n
dt = pow(B, 2) - 4*C # b”r2 - 4*a*c
if dt >= @ and isqrt(dt) and (B+isqrt(dt)) % 2 == @:
print "phi n: ", hex(phi_n)
print "p",hex((B+isqrt(dt)) / 2)
print "q",hex((B-isqrt(dt)) / 2)
return phi_n
print "wiener attack faill"

n=0x763b60d8a9bc44d609847cf9ccb2642d519e9699113d0242767b30ec151552a4daaf02929a606cb9ad6e974ff38ea33a54ecofl
e=0x38df4b9719a20d237ea83a24394cd54b0470a22ed2705b4b8b74adc67a8302fdf89296d7daa2b02163bac22384bdf0d396406a9
flag=0x2df4647e8a965e64defe9a4746827d467ab439330641bb98ccd6300ad2c7566763Fb19f40eb0122a216b6868216F8e8ec362
t=pi _b(e)

wiener_attack(t,n)



12.HCTF2016-Crypto so cool

BHBENAER T pfg_t, MRFESN t, Bn tH A L1024/1658 4 F4124(5*1024)/858 - 1E AN ££1411024/163
S RAIL(5%1024)/1658 4, FHiEFEPpHI A i8(5%1024)/165R 4> fidesin®s, MAnKIAFIE, g=n/p, WqAEEM
q+1, HAPREHK RE—MKAN1024/16FENL BT B, BEEQZRARE, n=p*q, FENLAERe2%t B3N
. BAIKREN, e, €2, co BATATLASKEnHE RpiIEBa Bt , 4 HCoppersmith partial information attack
HERREp, HRiEn, e, pEVEXFcHET M

from Crypto.Util.number import getPrime, long_to_bytes, bytes_to_long, isPrime, size
from Crypto.Cipher import DES
from libnum import gcd, invmod
from hashlib import sha512
import signal
import random
import gmpy2
key = "abcdefgl"
k = 2048
def get_bit(number, n_bit, dire):
dire:
1: left
0: right

if dire:
sn = size(number)
if sn % 8 = 0:
sn += (8 - sn % 8)
return number >> (sn-n_bit)
else:
return number & (pow(2, n_bit) - 1)

def pi_b(x, m):

m:

1: encrypt

0: decrypt

enc = DES.new(key,DES.MODE_ECB)

if m:

method = enc.encrypt

else:

method = enc.decrypt

s = long_to_bytes(x)

sp = [s[a:a+8] for a in xrange(@, len(s), 8)]

poo e

for a in sp:

r += method(a)

return bytes_to_long(r)
k = 2048
n=0x78861bb9529cd40d3e29f8ebed4b697d2132a3ecb25904cac591f379828a263818e507d28c02c2eaadbd723c44733e36e€0c522b3
e=0x10001
e2=0x999d
flag=0x73907b2828a84e6af79d748464ec23471db575bd101e203f63bd6c28bea®60bc48bbladf4b72e8b234557232e75ade97006¢e
c1=21342536467
ml= Ox2e72c47a71ce9186aa3474e243457364491504260e2712ba9340325f62elfcb0731bb7a9e35c42d03730b8c1884dlac4fccda

u=get_bit(get_bit(n,3*k/8,1),5*k/16,0)



p4=pi_b(u,0)

print hex(p4)

#p, q VT B TH B A 5K
p=0xdfdféba55b2elde773a3b5c2f041380bd3ac13974cedebd8f726d7a771acc73097f9670ceb47be920a3a556ac27cf82286a8c0b
q=0x89d1e21689e49a7d6388ea7438ea9563b7b6a37467d8a419e0f7fael420628f63dd6fd238f7ecd537fal47c04530d943f7bl2cb
d=gmpy2.invert(e2, (p-1)*(q-1))

flag=pow(flag,d,n)

print flag

print long_to_bytes(flag)

segafii A :

p4=0xdfdf6ba55b2elde773a3b5c2f041380bd3ac13974cedebd8f726d7a771acc73097f9670ceb47be920a3a556ac27cf82286a8c0O
n=0x78861bb9529cd40d3e29f8ebed4b697d2132a3ecb25904cac59f379828a2638f8e507d28cB2c2eaadbd723c44733e36e0c522b3

pbits 1024

kbits = pbits - p4.nbits()
print p4.nbits()

p4 = p4 << kbits

PR.<x> = PolynomialRing(Zmod(n))

f=x+ p4

x0 = f.small roots(X=2"kbits, beta=0.4)[0]
print "x: %s" %hex(int(x0))

p = p4+x0
print "p: ", hex(int(p))
assert n % p ==

g = n/int(p)

print "q: ", hex(int(q))

12.HCTF2016-Crypto so amazing

M E—EEM, RERXBEHFEHK — 9 2EED-HREAERK, FURNE AEEE &= pk—H59,
Fi{# F Coppersmith partial information attack&.i%iE Hp, ##En, e, pBIAIXtci#fTMEEE, Hibpi sit xBHER
f§F T hashg %, BHFEMFE(HFyu = F_hash(H_hash(xu) *xl) *xu; yl =H_hash(xu) *xl, FAFLE
H_hash(xu)=yl"d, Blyu = F_hash(H_hash(xu) A xl) * xur] #748 gyu = F_hash(yl) * xu, xu=yu’F_hash(yl);
X=yI"H_hash(yu’F_hash(yl)); ZRFHIxuiEBIE RN IER, BHETRENNRZE2560I, FAF, FrUistsd R
20D

from Crypto.Util.number import size, long_to_bytes, bytes_to_long, getRandomNBitInteger
from hashlib import sha512

import itertools

import random

import time

k = 2048

e = 0x10001
o = 1024

m = 256

def get_bit(number, n_bit, dire):
dire:

1: left

0: right



if dire:
sn = size(number)
if sn % 8 = 0:
sn += (8 - sn % 8)
return number >> (sn-n_bit)
else:
return number & (pow(2, n_bit) - 1)

def int_add(x1, x2):

bit plus

return bytes_to_long(long_to_bytes(x1l) + long_to_bytes(x2))

def H_hash(x):
h = sha512(long_to_bytes(x)).hexdigest()
return int(h, 16)

def F_hash(x):
h = sha512(long_to_bytes(x/4)).hexdigest()
return int(h, 16)

def pi_sit x2(sit, z):

inverse operation

zu = get_bit(z, sit/2, 1)

z1l = get_bit(z, sit/2, @)

xu = zu A F_hash(zl)

x1l = z1 ~ H_hash(zu ~ F_hash(zl))
return int_add(xu, x1)

def sha512_proof(fuzz, prefix, verify):
y = len(verify)

while True:
try:
padd = "".join(fuzz.next())
except StopIteration:
break
r = sha512(prefix + padd).hexdigest()
if verify in r:
return padd

def verify(r):

r.readuntil("Prefix: ")

prefix = r.readline()

prefix = prefix.decode('base64')

tl = time.time()

proof = sha512 proof(fuzz, prefix, "fffffff")
print time.time() - t1
r.send(proof.encode('base64'))

def main():
P=0xe49614ad3alle66bfbe847e477e1b283630790dd5975d478b8e75c56c89571d9
b=9223372036854775808
n=0x8b4abedfc8ldlac4e027edad51960f668120921698f1310e60ffa754falb730dbb19bal®cc916b338a80ad1d8536c132
e=0x10001

e2=0x840d
flag=0x80dc303e2ed66eaa76c5bleledatd68641df4a6e27401e2d5699e6d13974335e152396401625df590a8bf325da96



cipher=1234567890
Plaintext=0x4356b108d0a28cdlced4aa23cl47da6c2d3ddcdbc38244464211f75Fd624e341053a691b96a58fd4e9d16cf45

print "n:",n

print "e:",e
print "e2:",e2
print "flag:",flag
t=get_bit(n,1024,1)
print "t:",hex(t)
s=pi_sit_x2(o,t)
print "s:",hex(s)
attack_spub=get_bit(s,m,0)
attack_spriv=pow(attack_spub,b,P)
print "spub:",hex(attack_spub)
print "spriv:",hex(attack_spriv)
if _name__ == '__main__"':
main()

sage3.py

import random

spriv = Oxbc100f24304ac73a357877cele57500521d1b0429591d75d931bca82f94f2fea
T =512 + 64

PRF = random.Random()
PRF.seed(spriv)

def get_p4():
while True:
U = PRF.randint(2**(T-1), 2**T)
yield u

f=get_p4()
print get_p4().next()

sagefi 4



from sage3 import get_p4

n=0x8b4abedfc8ldlac4e027eda®5196016681a0921698ff310e60ffa754falb730dbb19badcc916b338a80ad1d8536¢132d922022F
pbits = 1024

g_p = get_p4()
while True:
p4 = g p.next()
# p4 = 0x8la722c9fc2b2ed@61fdab737e3893506eae71cab415fcel4cOf9a45f8e2300711119fa0a5135a053e654fead@10b9
kbits = pbits - 576
p4 = p4 << kbits

PR.<x> = PolynomialRing(Zmod(n))
f=x+ p4
x0 = f.small _roots(X=2~kbits, beta=0.4)
if len(x@) == 0:

continue
print "x: %s" %hex(int(xe[0]))

p = p4+x0[0]

print "p: ", hex(int(p))
assert n % p == 0

q = n/int(p)

print "q: ", hex(int(q))
print "p4: ", hex(p4)
break

+
4

from Crypto.Util.number import size, getPrime, long_to_bytes, bytes_to _long, isPrime, getRandomNBitInteger
from libnum import invmod, gcd

from hashlib import sha512

import random
p=0x851f7cd8fe49730a7a481e19e6afe52b9191261735854e310d75622199d7bad447a92cf257583fb34342e78a5e32decPa34cael
gq=0x10bdcf5be7479deafce95c7eef5cdd721a585fdc9a3b524afa20eaf35666267bd6228f6e5ef46029d1d67b6b83badcf8b3e327a
n=0x8b4abedfc8ldlac4e027edad51960f66812a0921698ff310e60ffa754falb730dbb19ba@cc916b338a80ad1d8536c132d922022F
e2=0x840d
flag=0x80dc303e2ed66eaa76c5bleledatd68641df4a6e27401e2d5699e6df3974335e15239640F625df590a8bf325da96c719d6chb
phi_n=(p-1)*(q-1)

d = invmod(e2,phi_n)

enc_flag = pow(flag, d, n)

flag = long_to_bytes(enc_flag)

print enc_flag

print flag
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