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Cryptography:

1.Some martian message
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2.File recovery
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def shuchu(mingwenstr):
if mingwenstr[len(mingwenstr)-1]=="L":
mingwenstr=mingwenstr[2:len(mingwenstr)-1]
else:
mingwenstr=mingwenstr[2:1len(mingwenstr)]
if not len(mingwenstr)%2==0:
mingwenstr="0"'+mingwenstr
i=len(mingwenstr)
mingwen=""
while i>=1:
strl=mingwenstr[i-2:i]
if int(str1,16)>33 and int(strl,16)<126:
mingwen=chr(int(strl,16))+mingwen
else :
mingwen=" "+mingwen
i=i-2
print mingwen
n=0xc50flacbcff94169ba3f26b46f28de3b211cd4826fcbcc6f736e7de@f073273c8a72e193857e18db96f61c88d78531b5080c04f
e=65537
p=0xe5b7df49730ec987519d4cccbc710ec404813660179d44fe529cObf4fec08881cb0199b0013ba5b009e4b50558e889c7feasdfo8
q=0xdb9ab04440a59e6fb6a880512da97ea46f2def16651326beleb957de881385fffd1b26df226cca6506a06e€89b7b0@39914debba3
d=0x5f54274a6199db23228e5a52ff536dee7cde4d8fac3592187787042e4523efdf41bac1957406c44fb680553a7dc8597b9220fe6
fi=open("flag.enc","rb")
s=fi.read()
fi.close()
miwen=long(s.encode( 'hex'),16)
mingwenint=pow(miwen,d,n)
mingwenstr=hex(mingwenint)
shuchu(mingwenstr)

3.You're drunk!
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from PIL import Image
lenalist=[]
for i in xrange(©,20):
im=Image.open("tv-"+str(i)+".jpg")
lenalist.append(im.load())
width=im.size[0]
height=im.size[1]
imnew=Image.new("L", (width,height))
i=0
j=0
while i<19:
j=i+1
while j<2@:
for x in xrange(width):
for y in xrange(height):
r=lenalist[i][x,y]
rl=lenalist[j][x,y]
imnew.putpixel((x,y), (r~r1))
imnew.save(str(i)+"-"+str(j)+".jpg")
j=j+1
i=i+l

5.Public key recovery
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import hashlib
s="MIGTMABGCSqGSIb3DQEBAQUAAAGNADCBiQKBgQDWkrxVrZ+KC11cX27SHDI7EfgnFIZOqTHUD6UEeS0ZsiVkcu@/XOPbz1RtpK7xxpKM
tmp = hashlib.md5(s).hexdigest()

print tmp

6.1 Lost my password can you find it?
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import base64

from Crypto.Cipher import AES

miwen="PCXrmCkYWyRRx3bf+zqEydW9/trbFToMDx6fAvmeCDw"

miwen=miwen+(4-len(miwen)%4)*"="

miwens=base64.b64decode(miwen)
key="4e9906e8fcb66cc9faf49310620ffee8f496e806cc057990209b09a433b66c1b" .decode("hex")
iiv="\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0"

cipher = AES.new(key,AES.MODE_CBC,iiv)

mingwen=cipher.decrypt(miwens)

print mingwen

7.Martian message part 3
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import base64
miwen=base64.b64decode("RUICRCA3aWdXxNDsxaWtiNTFpYk9PMDs6NDFS" )
#miwen="EOBD.7igq4;1ikb51ib00@; : 41R"
mingwen=""
for i in xrange(©0,256):
sign=True
for j in miwen:
mingwenint=(ord(j)~1i)
if mingwenint>32 and mingwenint<128:
mingwen+=chr(mingwenint)
else:
sign=False
break
if sign:
print mingwen

mingwen=

8.Hangovers and more: Bacon
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codebookl = {
'A':"aaaaa",

:"aaaab",

:"aaaba",

:"aaabb",

:"aabaa",

:"aabab",

:"aabba",
:"aabbb",
:"abaaa",

:"abaab",

:"ababa",
:"ababb",
:"abbaa",
:"abbab",
:"abbba",
:"abbbb",
:"baaaa",

:"baaab",

:"baaba",
:"baabb",
:"babaa",
:"babab",
:"babba",
:"babbb",
:"bbaaa",
:"bbaab",

N <X =< CHd4wx-xO Vo =z=Z3r AJdHIOGO TmOUOAN®

def zhuanhua(s):
stp1=""
j=e



for i in s:
if ord(i)>64 and ord(i)<91:
strl=stril+"b"
j=3+1
elif ord(i)>96 and ord(i)<123:
strl=stri+'a’
j=3+1
if j==5:
stri+=" "
j=0
return stril
def decode(s):
cipher=""
ss = s.split(" ")
for c in ss:
sign=True
for k in codebookl.keys():
if codebookl[k] == c:
cipher+=k
sign=False
break
if sign:
#cipher+=c
pass
return(cipher)

a=zhuanhua(s)
b=decode(a)
print b
mingwen=""

8.Crypto object

Baar v L FE R E TR, REFER$H“GMODCDOOKCDBIOYDRMKDPQLDPVWYOIVRVSEOVY, #4781
s, WRFERBETFR, |, a, g7 “WCETSTEEASTRYEOTHCATFGBTFLMOEYLHLIUEL® . £
o SR R X B 6 4% R 384T Columnar transpositionfilnes, % Hfig s R A 35453 25 %

9.Is it a secure strings?
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$Flag="76492d1116743f0423413b16050a5345MgBSAEEAYQBNAHEAZQAXAFEAVABIAEEACABtAE4ATEBVAFOAMWBOAFIAagBIAGCAPQA9
$key = (3,4,2,3,56,34,254,222,205,34,2,23,42,64,33,223,1,34,2,7,6,5,35,12)

$SecureFlag = ConvertTo-SecureString -String $Flag -Key $key
[Runtime.InteropServices.Marshal]::PtrToStringAuto([Runtime.InteropServices.Marshal]::SecureStringToBSTR($S

Steganography:

1.You're lost? Use the map
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2.Victor you're hidding me something
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3.Missing Pieces
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from PIL import Image
im=Image.open("aa.jpeg")
lena=im.load()
width=im.size[0]
height=im.size[1]
imnew=Image.new("1", ((width-1600), (height-1600)))
for x in xrange(1600,width):
for y in xrange(1600,height):
r,g,b=lena[x,y]
if r==0 and g==0 and b==0:
imnew.putpixel((x-1600,y-1600),0)
else:
imnew.putpixel((x-1600,y-1600),1)

imnew.save("aaa.jpg")

4 Brainsick
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5.Look inside the house

f i steghidefift 2 &1 Fr,  3R15 —/MXUCCHE, STIFRITAT SRS 4R


https://29a.ch/photo-forensics/#forensic-magnifier

	ctf-Ringzer0ctf

