ctf-SEE B -crypto

W R N A F 2018-07-27 11:5135 kA 2749 e

FRER: cf LWL crypto LEAREE:  ctf SELIE ctypto

AR . ASCAE R A E, HIE CC4.0 BY-SA AN, HHiEH EECH M AsEn,
ASCEERE:  hittpsy/blog.csdn.net/zhang1491 6/article/details/81205834

30 RMXE
20 g =

2RXE0ITH
TSR

CIyI!tO
20 B3CE 1T
TR B
1.trivial

THCHRE, B3 —ApyXff, BN —MNEREE, XR—AKBAINE, NEEERkey N 2 &K%
XEH, RENGANUSERRTEENETRAME, EREEE

#!/usr/bin/env python
import sys

alphal = "abcdefghijklnmopgrstuvqgxyz"
alphau "ABCDEFGHIJKLMNOPQRSTUVQXYZ"
num "0123456789"

keychars = num+alphal+alphaUl

key="TOpS3cre7key"
plaintext="Bot kmws mikferuigmzf rmfrxrwge abs perudsf! Nvm kda ut ab8bv_w4ued® ab8v_DDU"
ciphertext=""
for i in range(len(plaintext)):
rotate_amount = keychars.index(key[i%len(key)])
if plaintext[i] in alphal:
enc_char = ord('a') + (ord(plaintext[i])-ord('a')-rotate_amount)%26
elif plaintext[i] in alphaU:
enc_char = ord('A"') + (ord(plaintext[i])-ord('A')-rotate_amount)%26
elif plaintext[i] in num:
enc_char = ord('0"') + (ord(plaintext[i])-ord('©"')-rotate_amount)%10
else:
enc_char = ord(plaintext[i])
ciphertext = ciphertext + chr(enc_char)
print ciphertext
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import gmpy2
p=964842302901051567659055174001042653494573763923573980064398935203985250729849139956103500916342705037010
q=118748438379802970320924058486536568527609101545433809076500401907042833589092085782510630477324439922306
e=65537
c=832082989951746041747735902982036393605400248712561268928896613457424033149298619391004926666056473166465
n=p*q

d=int(gmpy2.invert(e, (p-1)*(g-1)))

mingwenint=pow(c,d,n)

print mingwenint
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def txt(istr):
return int(istr.encode("hex"),16)
x1 = txt("Marvin is")
yl 71164450240897430648972143714791734771985061339722673162401654668605658194656
y2 12951693517100633909800921421096074083332346613461419370069191654560064909824
p = OxXA9FB57DBA1EEASBC3E660A909D838D726E3BF623D52620282013481D1F6E5377
A ©x7D5A0975FC2C3057EEF67530417AFFE7FB8055C126DC5C6CE94A4B44F330B5D9
B ©x26DC5C6CE94A4B44F330B5D9BBD77CBF958416295CF7E1CE6BCCDC18FF8CO7B6
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def modular_sqrt(a, p):

if legendre_symbol(a, p) != 1:
return 0
elif a == 0:
return 0
elif p == 2:
return p
elif p % 4 ==
return pow(a, (p + 1) / 4, p)
s=p-1
e =20
while s % 2 == 0:
s /=2
e +=1
n=2
while legendre_symbol(n, p) != -1:
n+=1
pow(a, (s + 1) / 2, p)
pow(a, s, p)
pow(n, s, p)
=e
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while True:
t=>b
m=0
for m in xrange(r):



if t ==
break
t = pOW(t, 2, P)

if m ==
return x

gs = pow(g, 2 ** (r - m - 1), p)
= (gs * gs) %p
= (x *gs)%p
(b*g)%p
=m
#XBMfHEuler's criterion®fl R EAEEHXHFa=(x"2)modpEiL
def legendre_symbol(a, p):
ls = pow(a, (p - 1) / 2, p)
return -1 if 1s == p - 1 else 1s
def egcd(a, b):
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if a == 0:
return (b, 0, 1)
else:

g, Yy, X = egcd(b % a, a)
return (g, x - (b // a) *vy, y)
def modinv(a, m):
g, X, y = egcd(a, m)
if g 1= 1:
raise Exception('modular inverse does not exist')
else:
return x % m
def gety(x):
y = modular_sqrt(x**3 + A * x + B, p) % p
y2=-y%p
return y,y2
def hextotext(nbr):
s = hex(nbr)[2:-1]
if len(s) % 2 ==1:
s = "0"+s
return s.decode("hex")
x1_inv = modinv(x1, p)
cl = (yl1 * x1_inv) % p
c2_1, c2_2 = gety(cl)
print repr(hextotext(y2*modinv(c2_1, p) % p))
print repr(hextotext(y2*modinv(c2_2, p) % p))
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import gmpy2
n=920139713
p=18443
q=49891
e=19
d=int(gmpy2.invert(e, (p-1)*(q-1)))
c=[704796792,752211152,274704164,18414022,368270835,483295235,263072905,459788476,483295235,459788476,66355
ch=""
for i in c:
m=pow(i,d,n)
ch+=chr(m)
print ch
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from numpy import *
a=mat([[1,2],[0,1]])
a=a.l
mistr="dloguszijluswogany"
i=0
mingstr=""
while i<len(mistr):
b=mat([[ord(mistr[i])-ord('a"')+1],[ord(mistr[i+1])-ord('a"')+1]])
i=i+2
c=(a*b).tolist()
for j in xrange(-2,2):
ch=26*j+c[0][0]
if ch>@ and ch<=26:
mingstr+=chr(int(ch)+ord('a"')-1)
for j in xrange(-2,2):
ch=26*j+c[1][0]
if ch>=0 and ch<26:
mingstr+=chr(int(ch)+ord('a"')-1)

print mingstr
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#encode=utf-8
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codebook = {

o o R R T ¢
}
codebook3 = {

'A':"ccccc",

'B':"CCCCD",

'c':"ccenc”,

'D':"CCCDD",

'E':"CCDCC",

'F':"CCDCD",

'G':"ccppe”,

'H':"CcDDD",



:"cpeec”,
:"cDCCD",
:"cDepe”,
:"CDCDD",
:"cpbec”,
:"CDDCD",
:"cDpDbDC”,
:"CDDDD",
:"Dpccee”,
:"DCCCD",
:"DCCDC",
:"DCCDD",
:"DCDCC”,
:"DCDCD",
:"DCDDC",
:"DCDDD",
:"DDCcC”,
:"DDCCD",

N<X=Z<C-HdWn=OTO===r =x g H

def decode(s):
cipher=""
i=0
while i<len(s):
c=s[i:i+5]
sign=True
for k in codebook3.keys():
if codebook3[k] == c:
cipher+=k
sign=False
break
if sign:
#cipher+=c
pass
i=i+5
return(cipher)
cipher=""
ss = s.split(" ")
for c in ss:
for k in codebook.keys():
if codebook[k] == c:
cipher+=k
break
else:
cipher+=c
ch=cipher[34:]
list2=ch.split("/")
mingwen=""
for i in list2:
mingwen+=decode (i)
mingwen+=" "
print mingwen
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import gmpy2
def egcd(a, b):
if a ==
return (b, 0, 1)
else:
g, ¥, X = egcd(b % a, a)
return (g, x - (b // a) * vy, y)

def shuchu(mingwenstr):
if mingwenstr[len(mingwenstr)-1]=="L":
mingwenstr=mingwenstr[2:len(mingwenstr)-1]
else:
mingwenstr=mingwenstr[2:1len(mingwenstr) ]
if not len(mingwenstr)%2==0:
mingwenstr="'0"'+mingwenstr
i=len(mingwenstr)
mingwen=""
while i>=1:
strl=mingwenstr[i-2:i]
if int(str1,16)>33 and int(strl,16)<126:
mingwen=chr(int(strl,16))+mingwen
else :

mingwen=" "+mingwen
i=i-2
print mingwen

listl=[{'e"':0x1614984a0df, 'c':0x7ded5789929000e4d7799f910fdbe615824d04b055336de784e88ba2d119f0c708c3b21e9d5
{'e':0x15ef25e10f54a3, 'c' :0x7c5b756b500801e3ad68bd4f2d4ela3ff94d049774bc9c37a05d4c18d212c5b223545444e7015a7

'e':0x1da@ca25f5a8d, 'c' :0x65af8559c93cO5efecb6a3029dce7e831787878d5539F7b20fc7645ef4892cee23153384377180a8
':0xc2eacdc2b, 'c':0x711892a29a738e3ac3b996427e4188123d1c63d9d9c962bfd65b675698e432F27f0ceded2101576dacaf
Ox1a6c23, 'c':0x57ab8d4c79a58718c0dbOdd62a8ba97883e03cd7d14cc3366108a37e8998fc55abd555¢ca54f81fc975ch64el
Ox2beccafd, 'c':0x6630d2faf104547351da66f760fde920203a041b82f07c0db9034148f9dd17c1f14c2c8ec95ae64e8dOb5
0x280554063943, 'c ' :0x5bcc5f5435fd087c9615bf04864a82a8fed19576fd311cfde565ca340303cd72d3842ad7a8de9c712
0x23b0d, 'c' :0x48bd06Tba0691da8883286c21cd49e02eb65d0e3b6eel2b2113940cc64d9f6b921fcb6a8aa82aac592e6a955
Ox6b8a5ae7, 'c' :0x6fdcbfb5cd2cacd@32ef7200fd49b9+304a6dbd839914a91a72d1d9150f97b3b513f44dfc56f6f7c8ecdl
0x360f1c91fed, 'c':0xal49bb3969479d5b9eff15099ce863d36899d1146c731a91db91ef15869358df4dbe82eacal28d5cd9
Oxefe30ec7dabb, 'c' :0x6fce7de911abe59864e01b9b306c167bddel7da28dfcfb7b3c768ec47d0aed160cebedae9e482468¢c
©x753fdb5, 'c':0xa2403b99c19c2a882bbca51ee414486e1d60db003d16+df8f30290bae586aaa5500c74b6e8dfe7a3081092
0x12546aff963f4b6b35fL, 'c':0x7293cec4d46c8073ce78b4ec8d97c086124376cf75fbccd4c0a57159b02e9c7a8545d4fa73
©x11d2843e693, 'c' :0x9d96bc542c7afeld5b6415d7f0f6d55114d81761f46bfaebbfbf36188f9fbc3759c4693645f4605d17
0x9d540226f, 'c' :0x4c17528a0d1e360301882d9c1060cct974e48178cb7c4c8630968846ca668773881e41a780ba686315cc
Oxeedc39dfdedd4cof, 'c' :0x9fdf693d41e020a9eff786F87f12dc2e2b518ecaal78c8991do6a3ef2e8el36aba94441bc8dbd5
0x213901ef4052b8b251c3L, "'c ' :0xefaldd35d75b629673e8d98311253134e4584ef16fd13618b23eade281f775942d370b38
0xe93f, 'c':0x2e1622191a5d6092ef23dabb82bdbfof5+f9eb018+27184c05512679a38bed6fc23ca57c1bd4129720e5d562Ff
0x4042c3955, 'c' :0x8caeaa’7d272f9606fee9222efd1d922143db738b95bd64746b27bc4cOfd979a2c57b4735131a4391a81b
{'e':0x61553816b407935, 'c' :0x9eade5cb88d453b00OcO558f76ab78dc76537588ed1212ffdfdcdecff98c55457a4b581d1579011
n=0xa5f7f8aaa82921f70aad9%ecedeb77b62112f51ac2be75910b3137a28d22d7ef3be3d734dabb9d853221f1al17blafb956a50236a
gcdlist=[]
for i in xrange(©,len(listl)):

{'e
{'e
{'e
{'e
{'e
{'e
{'e
{'e
{'e’
{'e
{'e
{'e
{'e
{'e
{'e
{'e
{'e

j=i+1
while j<len(listl):
g,X,y=egcd(listi[i]['e'],list1[j]['e"])
if g==1:
gcdlist.append(x)
gcdlist.append(y)
cl = 1list1[i]['c"]
c?2 = list1l417"'¢c"1



if gcdlist[0@]<0:

cl=int(gmpy2.invert(ci,n))

gcdlist[@]=-gcdlist[0]
if gcdlist[1]<0@:

c2=int(gmpy2.invert(c2,n))

gcdlist[1]=-gcdlist[1]
miwenint=(pow(cl,gcdlist[0],n)*pow(c2,gcdlist[1],n))%n
shuchu(hex(miwenint))
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import hashlib
def gcd(a,b):

if bra:
temp=a
a=b
b=temp

c=1

while not c==0:
c=a%b
a=b
b=c

return a

listi=[]

file = open("ciphertext.txt")
line = file.readline()
n=file.readline()
n=int(n)
while 1:
line = file.readline()
if not line:
break
elif line[@]>='0"' and line[@]<='9"':
listl.append(line)
file.close()
for i in listl:
b=int(i)
if not gcd(n,b)==1:
g=gcd(n,b)
break
ga=n/g
if ga>g:
print (hashlib.md5(str(g)).hexdigest()).upper()[:6]
else:
print (hashlib.md5(str(ga)).hexdigest()).upper()[:6]
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import sys
import os
import gmpy2
def shuchu(mingwenstr):
if mingwenstr[len(mingwenstr)-1]=="L":
mingwenstr=mingwenstr[2:len(mingwenstr)-1]
else:
mingwenstr=mingwenstr[2:len(mingwenstr) ]
if not len(mingwenstr)%2==0:
mingwenstr="'0"'+mingwenstr
i=len(mingwenstr)
mingwen=""
while i>=1:
strl=mingwenstr[i-2:i]
if int(str1,16)>33 and int(strl,16)<126:
mingwen=chr(int(strl,16))+mingwen
else :
mingwen=" "+mingwen
i=i-2
print mingwen
p=258631601377848992211685134376492365269
(=286924040788547268861394901519826758027
e=65537
n=p*q
d=int(gmpy2.invert(e, (p-1)*(g-1)))
with open("flag.enc" , "rb") as f:
s=f.read()
miwen=long(s.encode( 'hex'),16)
mingwenint=pow(miwen,d,n)
mingwenstr=hex(mingwenint)
shuchu(mingwenstr)
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from hashlib import shal

shalObj = shal()

with open("##M#ABy K Flove.txt", 'rb') as f:
shalObj.update(f.read())

print shalObj.hexdigest()[:8]
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