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HRER: #CTF

FRALE B : AR SORTE E RIS E, #4E CC 4.0 BY-SA AN, HEEM LR SCH a0 .
A EEHE: https://blog.csdn.net/qq_44108455/article/details/108179086
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01 HEBER

tBEE R A W R BlE R wireshark{T JFHE H S MR B B E R BR EHE, T EFR:

M findtheflag.cap

- O X
MHF) R MEN)  BKEG)  RBERO HA) S&HHS) O EBIEY)  BEW)  IEM  BEH)
dma® TRERe>EF L S = QaQqxE
(M emezmss - <ol 3 -] =22 | 4
No. Time Source Destination Protocol Length Text item Info
I 1 0.000000 172.16.0.29 91.189.89.198 NTP 9 v NTP Version 4, client
2 0.3151e7 91.189.89.198 172.16.0.29 NTP 2 v NTP Version 4, server
3 0.353186 127.0.0.1 127.0.1.1 DNS 72 / Standard query @x348b A www.bing.com
4 9.353242 127.90.0.1 127.0.1.1 DNS 72 v Standard query @x348b A www.bing.com
5 9.353613 172.16.0.29 172.16.0.1 DNS 72 / Standard query @x1b9f A www.bing.com
6 ©.385069 172.16.0.1 172.16.0.29 DNS 140 / Standard query response @x1bSf A www.bing.com CNAME cn.a-@@01.a-
7 ©.385263 127.0.1.1 127.0.0.1 DNS 148 v Standard query response ©x348b A www.bing.com CNAME cn.a-8081.a-
R A WWEIAR 127 &6 1 1 17 nea Av2ARh A uwuna hinog ram CNAME rn 2-0001 ad
< M Wireshark X >

Frame 1: 90 bytes on wire (720 bits), 9@ byt
Ethernet II, Src: Vmware_7f:23:d4 (00:0c:29
Internet Protocol Version 4, Src: 172.16.0.2
User Datagram Protocol, Src Port: 56768, Dst
Network Time Protocol (NTP Version 4, client

The capture file appears to be damaged or corrupt.
(pcap: File has 3138333535-byte packet, bigger than maximum of 262144)

v v vV Vv

2000 1c 5f 2b of bb 50 @@ @c 29 7f 23 d4 08 @0 45 10 s+ P )-# - -E-
0016 @@ 4c 97 df 40 00 40 11 41 081 ac 1@ 80 1d 5b bd L@@ A--cc- [-

fipe 5L JB B

SR B narnfu i E T BikiT i E .


https://blog.csdn.net/qq_44108455
https://blog.csdn.net/qq_44108455/category_9459445.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_44108455/article/details/108179086
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https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=qq_44108455&utm_content=108179086

BEZE, BXITH
Fitcp contains “flag”, ##| T T HIXA)E:

A mge BB} &= =
[ [ teo contains “flae” [X¥] -] meke |+
No. Time Source Destination Protocol Length Text item Info ”~

987 5.933360 172.16.0.29 202.89.233.103 HTTP 826 v GET /AS/Suggestions?pt=page.home&mkt=zh-cn&qry=where%201is%20mys%

[ 1160 18.234945 172.16.0.29 172.16.0.29 TCP ’ [TCP Out-Of-Order] 999 - 2222 [SYN] Seq=0 Win=8192 Len=18
1161 18.236163 172.16.0. 172.16.0.29 442

Frame 1159: 72 bytes on wire (576 bits), 72 bytes captured (576 bits)
Ethernet II, Src: ©0:00:00_00:00:00 (00:00:00:00:00:00), Dst: Broadcast (ff:ff:ff:.ff:ff:ff)
Internet Protocol Version 4, Src: 172.16.0.29, Dst: 172.16.0.29

Transmission Control Protocol, Src Port: 999, Dst Port: 2222, Seq: @, Len: 18
v Data (18 bytes)

Data: 77686572652069732074686520666c61673F . s .
EXMEERI T X OREAE

[Length: 18] v
o000 ff ff ff ff ff ff 00 00 00 00 00 00 08 00 45 00 so © E
00 3a 6C 66 00 00 40 6 b5 fd ac 10 @0 1d ac 10 1f--@
00 1d 03 e7 98 ae 0D OO ©O 0O OO PO PO V0 50 02 P
20 00 92 92 00 0@ 77 68 65 72 65 20 69 73 20 74 wh ere is t

68 65 20 66 6c 61 67 3f he flag? ——

TRYF, flagstse T+ /L tepBiiE B2

18.234852 .16.0.29 172.16.0.29 999 + 2222 [SYN] Seq=@ Win=8192 Len=18
18.234945 . 172.16.0. [TCP Out-Of-Order] 2222 [SYN] Seq=@ Win=8192 Len=18
18.236163 E 44247 - 2222 [SYN] Win=8192 Len=18
18.236166 . [TCP Out-Of-Order] + 2222 [SYN] Seq=0 Win=8192
18.237200 E 62457 » 2222 [SYN] Win=8192 Len=18
18.237202 . 2 [TCP Out-Of-Order] - 2222 [SYN] Seq=0 Win=8192
18.238256 E 20828 - 2222 [SYN] Win=8192 Len=18
18.238259 c 2 [TCP Out-Of-Order] = 2222 [SYN] Seq=0 Win=8192 Len=18
18.239363 .16.0.29 26374 » 2222 [SYN] Win=8192 Len=18
18.239365 . [TCP Out-Of-Order] = 2222 [SYN] Seq=0 Win=8192 Len=18
18.240542 . 46016 » 2222 [SYN] Win=8192 Len=18
18.240545 . [TCP Out-Of-Order] 46016 - 2222 [SYN] Seq=0 Win=8192
18.241728 .16.0.29 7989 - 2222 [SYN] Seq=@ Win=8192 Len=18
18.24173e . [TCP Out-Of-Order] 7989 2222 [SYN] Seq=@ Win=8192 Len=18
18.243199 E 43322 -+ 2222 [SYN] Seq=@ Win=8192 Len=18
18.243202 c [TCP Out-Of-Order] 43322 + 2222 [SYN] Seq=@ Win=8192 Len=18
18.244501 E 5661 » 2222 [SYN] Seq=@ Win=8192 Len=18
18.244504 c 2 [TCP Out-Of-Order] 5661 -» 2222 [SYN] Seq=0 Win=8192 Len=18
18.245711 E 1658 » 2222 [SYN] Seq=@ Win=8192 Len=18
18.245714 c 2 [TCP Out-Of-Order] 1658 -» 2222 [SYN] Seq=0 Win=8192 Len=18
18.247424 . 10975 - 2222 [SYN] Seq=@ Win=8192 Len=18
18.247428 . [TCP Out-Of-Order] 10975 = 2222 [SYN] Seq=0 Win=8192 Len=18
18.248581 .16.6.29 32649 - 2222 [SYN] Seq=@ Win=8192 Len=18
18.248584 . 172.16.0. [TCP Out-Of-Order] 32649 - 2222 [SYN] Seq=0 Win=8192
1183 18.250081 172.16.0.29 172.16.0.29 43986 - 2222 [SYN] Sea=@ Win=8192 Len=18 )
< b4
BB HER SR B ipkF Kid 7B
A
ami® REBI] &=
J(W ] ter contains f1as” [X] v] mER- |+
No. Time ‘
987 5.933360 a \%2emy7%z

1159 18.234852 B A 3
Frame 1162: 72 bytes on wire (576 bits), 72 bytes captured (576 bits) A

2404
12'222;;; Ethernet II, Src: ©0:00:00_00:00:00 (©0:00:00:00:00:00), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
- v Internet Protocol Version 4, Src: 172.16.0.29, Dst: 172.16.0.29
18.236166 - 18
18237200 0160 .... = Version: 4
1842““20’ .... 0101 = Header Length: 2@ bytes (5)
e Differentiated Services Field: exee@ (DSCP: CS@, ECN: Not-ECT)
18.238256

T e Total Length: 58
a1 Z

e Identification: @x6761 (26465)
1sz~m65 Flags: oxeeee \ 18
e Time to live: 64 _

18.248542 Protocol: TCP (6)

18.240545 - - . . . S v i

18.241728 eeee ff ff ff ff ff ff 00 00 ©0 00 00 00 08 B8 45 00 cc © E

18.241730 90 3a 67 61 @0 @0 40 @6 bb ©2 ac 1@ 00 1d ac 18 ga- @ 3
00 1d ac d7 ©8 ae 00 00 ©O 0O 00 0O 0O 00 50 02 P

20 00 59 al @0 00 77 68 65 72 65 20 69 73 20 74 Y---wh ere is t

18.243199


http://f00l.de/hacking/pcapfix.php

©0e40 68 65 20 66 6C 61 67 3f he flag?

= ( (@) =] - = hygs o \.\19.1"\;.;744 10755
Bk —WHE TR
B EX PR B RidF BRI R 2 5 #ZIsb ) 77 A & ilE Rt 2 flag:

XEE, REEBET —Tlsb&H4, REESREEEEENZR, 2SN ENIdNERE — M EEH KRG BHEE—&
wtAflag!

R

LSB, #:3 least significant bit, 3T PR H (&4 2fi.

PR S CEED , R EI1001 80 ik H1351, HE A Al A R/ A BHE I — Az, thin—
HH1001 f0mA —AL, MEEE, FZBEPRERRIEA, ZMEWT SRR a8 O1) BB Ch0) o i3
BN

—MRlsbgil —MEHHIERA L, ATV A2 R (AR LEAAH5, REFmoGE AT ER IR, R
—fiisglsb, FTLAETHEAIEE 1 E A R AR R AL DA 6 i B R iE R 2

(LSB: Least Significant Byte)f (& & 2+

HAE U MIsbZEpl, HEF EIEATY, DT i/ i ki N .
pacp 3 fEHbhE:  https://static2.ichungiu.com/icg/resources/fileupload/CTF/BSRC/2017/BSRC3-1/findtheflag.cap

02 WEB# & 8.5 #r

WEB¥#E 84 8 H FE B IWEBKEHT AR £, BMABKWEBLEHITAE: WEBHH. EEEFEW. FEkKSE
. WEBSHELL Ef£. SQLIEAZE,

001 WEBH # 4

XA T ZE/N\AARRESTHXESR, XEERET —Dwriteup, EFIEHIR
¥¥: https://www.cnblogs.com/snlper/p/12553064.html , RWHEHRB T HEHEE .

J=IRicE
i 4 KB BRI A WEB TR

52 R B B -

# WEWEBH #i%5H Awvs, Netsparker, Appscan, Webinspect, Rsas (£t8#%) , Nessus, WebReaver, Sqlmap%. %
WA B B R — R R 2, Al wireshark i 1% 45 1 B4R E R 15 50

%4 : http contains “JAFB4FIEME” .

HILEKAMBISMES®E: https://www. freebuf.com/column/156291 . html

H -

zZE)\AARRES: BEMHRG2AH#R?

pacp3C bk :

BE#E: https://pan.baidu.com/s/1bGEIPeXDCbhybmWOyGr8Og #REi%: g6ro
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A .
CAT il B R F BRI T M fE 6 ERIK S, HEd s HRERRRERNIKSER.

R RS R
WEB¥ 5% [ 7 11 38 K Flpost i i%iE R, BEIREUAEEFIEFHIK S5 B 8T wireshark ik H POS TiF KAk 5 o ) < 4
F'admin’.

FXA4: http.request.method=="POST" & http contains == "J&gF".
HLGF:

ZiE)\A A RES: BEHEHATHAKSEHEER Tweb/5H?

003 WEBSHELL k1%

RRA

BB B T ERwebshel SO, KBS H L E AR R 1 B3 EA% fiwebshll A 2 .
fift 8L S Bt -

WebshellSC 4 _E4% % K Fpost7 &R, XHNEE WK#EFeval, system, assertE. FREEEFicFFIwebshell 7] it
wireshark i i tH POS T R fl e =

HHXAr4: http.request.method=="POST" && http contains == "cfE"
HA5TF:

ZiE)\A AFREST: BE LiLHwebshelXCh &2 ? AERHA?

03 USBi & .4 tr

USBi BRI RUSBHR A EOKMRE, WdiH i@l irusbiE R BRI A MR, Rir#ah5 md. FRMBREINE s
@5, USBEL&M kM4 EMANAS%. ECTFH, USBREMT EEUEEMBAARENE.

001 E

USB #X #i#& #8 2> 7ELeftover Capture Datats, HHEKEN/\A71. Kb @fhRESETER =171+,
B

Flagi T-usbfi &, it USB B HE Hh i B £ B A % e Bl B oz

fift 8L 18 -

1.4 Fkali linuxe Ktshark fir41Ecap datai2BU 3k tshark -r usb.pcap -T fields -e usb.capdata > usbdata.txt, 3F=FEREIT.
2. 4R (usSBREA ML F L) FHIHID Usage IDXs $#E iE JR BB A .

BT
Z eI REXN FRIT REGMARATEENRK, BIRT —BiEUSBRAMAHTFENNRE, HhhadT L&
HM T RKIUSBR A HIRE, IREEMNPIRE KoM 7 HELG? RARZKAaghk X Hflag.

i Ftshark 41t cap datat® B H K-

tshark -r usb.pcap -T fields -e usb.capdata > usbdata.txt



apdata > usbdata.txt

Running u ot" and g

*usbhdata.txt
~{liuliangfenxi/keyboard

fI#0) ~ [ #e(s) = = r

00:00:02:00:00:00:00:00
00:00:02:00:00:00:00:00
00:00:01:00:00:00:00:00
00:00:02:00:00:00:00:00
00:00:03:00:00:00:00:00
00:00:05:00:00:00:00:00
00:00:06:00:00:00:00:00
00:00:09:00:00:00:00:00
00:00:02:00:00:00:00:00
EBREAT:

Jit%: Mnotepad++iTJT, B >1THRIESBERZT

un. bat k4 E f2¥config. vaml kA E ushdata. txt 4

00:00:02:00:00:00:00:00
00:00:02:00:00:00:00:00
00:00:01:00:00:00:00:00
00:00:02:00:00:00:00:00
00:00:03:00:00:00:00:00
00:00:05:00:00:00:00:00
00:00:06:00:00:00:00:00
00:00:09:00:00:00:00:00
E 00:00:02:00:00:00:00:00
1C 00:00:0c:00:00:00:00:00
11 00:00:0d4:00:01:00:00:00
12 00:00:0d:00:02:00:00:00
13 00:00:04:00:00:00:00:00
1 00:00:0c:00:01:00:00:00
00:00:02:00:00:00:00:00
[ 00:00:0b:00:01:00:00:00
17 00:00:09:00:00:00:00:00
18 00:00:08:00:00:00:00:00
19 00:00:07:00:00:00:00:00
00:00:06:00:00:00:00:00
00:00:04:00:01:00:00:00
00:00:04:00:00:00:00:00
00:00:02:00:00:00:00:00
00:00:01:00:00:00:00:00
00:00:01:00:00:00:00:00
00:00:02:00:00:00:00:00
00:00:05:00:00:00:00:00
00:00:04:00:00:00:00:00
00:00:06:00:00:00:00:00
00:00:09:00:00:00:00:00
00:00:08:00:00:00:00:00
00:00:07:00:00:00:00:00
00:00:06:00:00:00:00:00
00:00:04:00:00:00:00:00
00:00:03:00:00:00:00:00
00:00:02:00:00:00:00:00
01:00:00:00:00:00:00:00
00:00:00:00:00:00:00:00
00:00:24:00:00:00:00:00
g 00:00:00:00:00:00:00:00
41 00:00:1£:00:00:00:00:00
42 00:00:00:00:00:00:00:00
A2 AN -NN=2T7 NN 00 00N=-Nn-nn
5/ pythonfil 4R 32 L RARF 3h A4 b -
keyboard1.py

]
e

Eo s T Y S W T AN I

[ax)




normalKeys = {"e4":"a", "@5":"b", "e@6":"c", "@7":"d", "@8":"e", "0@9":"f", "@a":"g", "Ob":"h", "Oc":"i", "ed":"j"
, "@e":"k", "ef":"1", "10":"m", "11":"n", "12":"o", "13":"p", "14":"g", "15":"r", "16":"s", "17":"t", "18":"u",
"19":"v", "1a":"w", "1b":"x", "1c":"y", "1d":"z","le":"1", "1f":"2", "20":"3", "21":"4", "22":"5", "23":"6","24"
SM7M L M25M N8 26" M9 27" "M, " 28" i "<RET>", "29" : "<ESC>", "2a" : "<DEL>", "2b":"\t","2c":"<SPACE>","2d":"-","2e":"
=t T2, 30 ], 3L T\, 32" s TGNONS T, 33T, 34 Y 35 I TeGAS ", 36T, L, 37 L, 38 /", 39" "KCAP>
"oM3a" i MCFL>", "3b" "<F2>", "3c":iU"<F3>","3d" 1 "<F4>", "3e" i "<F5>", "3 F " KF6>", "40" 1 "<F7>", 41" 1 "<F8>", "42" : "<F9>", "
43" :"<F10>","44" :"<F11>","45":"<F12>"}
shiftkeys = {"@4":"A", "@5":"B", "@6":"C", "@7":"D", "@8":"E", "@9":"F", "@a":"G"
"Kt, "ef":UL", "10":"M", "11":"N", "12":"O", "13":"P", "14":"Q", "15":"R",
19":"V", "1a":"W", "1b":"X", "1c":"Y", "1d":"z","1e":"!", "1f":"@", "20":"#", "21":"$"
MM, 25 AN MG (D7 ) 28" i "CRET>", "29" : "<ESC>", "2a" : "<DEL>", "2b":"\t","2c":"<SPACE>","2d":" ","
M2, M3, B, 32" s NONS ", 33 M\, 34 M35 T eGAS ", 36 1 Mk, 37 S, 38 2", 39" 1 "< CAP> "
,"3a" i "CF1>", "3b" i <F25", "3c":"<F3>","3d " "<F4>", "3e " "<F5>", "3 KF6>", 40" "<F7>", 41" "<F8>", 42" "<F9>", "4
3" "<F10>","44" : "<F11>","45" : "<F12>"}
output = []
keys = open('usbdata.txt"')
for line in keys:
try:

if line[@]!='0"' or (line[1]!='@"' and line[1]!="'2") or line[3]!='@"' or line[4]!="'0"' or line[9]!='0"' or 1li

ne[10]!='0" or line[12]!='0"' or line[13]!='0"' or line[15]!='0"' or line[16]!='0"' or line[18]!='0"' or line[19]!='9
or line[21]!="'0" or 1line[22]!='0@"' or line[6:8]=="00":
continue
if line[6:8] in normalKeys.keys():
output += [[normalKeys[line[6:8]]],[shiftKeys[line[6:8]]]][1line[1]=="2"]
else:
output += ['[unknown]']
except:

print("".join(output))
for i in range(len(output)):
try:
a=output.index('<DEL>")
del output[a]
del output[a-1]
except:
pass

for i in range(len(output)):

try:
if output[i]=="<CAP>":
flag+=1
output.pop(i)
if flag==2:
flag=0
if flag!=0:
output[i]=output[i].upper()
except:
pass

print ('output :' + .join(output))




BITRBIM T4 R:
12 output += [’ [unknown]’ ]
13 except:
14 pass

15 keys. close ()

Run: keyboard o —
C:\Users\asus\PycharmProjects\resin\venv\Seripts\python. exe D:/¥LRESM T 21/ Bk SOl FJe/CTRIAE M7 2545 8 1l /usb B it i 1 43 H7 /kevboard. py

[unknown] [unknown] [unknown] [unknown] [unknown] befei jefedea unknown] [unknown] [unknown] [unknown]bacfedca lunknown] [unknown]7200¢DEL> 53<DEL>93 [unknown] [unknown] [unknown] <RET>

output : [unknown] [unknown] [unknown] [unknown] [unknown]bcfgi jgfedcalunknown] [unknown] [unknown] [unknown]bacfedca [unknown] [unkndwn ] 0593 Miknown] [unknown] [unknown] <RET>

* 2: Favorites
v

o| = 5

E e Process finished with exit code 0

E

Et s

I

) i

@ Python Console Terminal = » 4Run = 6:TODO €l Event Log

7200[DELJ53[DEL]93

I A[DEL] 2 MiBx%E, Frbh, flag720593
002R Ar i &
USBH Y B AR SR &4 7E Leftover Capture Datalfi, $iEK & AN FT.

R — N7 AR RE, LE0x00r, RFKGILE. ROX01H, RFILALE, HOX020, RELATRBANGR. £ 4T
T LLE g —osigned byte kMY, HEmAARF SO, HXMENER, RRBIFKFEBZDER, N, KRKFEE
ZLBR. BEATHEREFHRM, RREELTBIHNME . HHEOTEHFR:

AN LWL Lo sl e [Py S U Liwr L 8 A

| 17 1.e83866 2.3.1 host UsE 31 URB_INTERRUPT in
| | 18 1.092498 2.3.1 host UsSE 31 URB_INTERRUPT in
191.899498 2.3.1 host UsE 31 URB_INTERRUPT in

¢
[+ Frame 18: 31 bytes on wire (248 bits), 31 bytes captured (248 bits)
LUSE _LIER
Leftover Capture Data: eeeo28ee |

j-aa'ae 1b 88 10 c@ 48 4f 87 a3 ff ff @@ €0 08 88 &2 o8 R R
| ee1e o1 ez ee o3 ee 51 o1 FLNIEEICEIEE oo ¢e 20 ee EREERE] - - - - B

n b B FTREEE (S B 80x00002000, R RArEE M EB3)20.
iR
Flagil Tusbifii &, EiTUSB P EHE i) RAREE 3 T # i Flag »

fift 8L 18t -

ali linux shark g < iEcap data : tshark -r usb.pcap -T fields -e usb.capdata > usbdata.txt,

{8 Filkali linux fjtshark #ir4-cap data$ B H 3k hark b field b.capdat bdata.txt
% 1T tshark -r usb.pcapng -T fields -e usb.capdata sed '/"\s ' > usbdata.txt .

FHEBRZAT tshark b field b.capd d '/~\s*$/d bd

HRIEusb P AR EIEIE IR RAR B BT

HG5TF:
XR—ERTRES .
7.:/‘}%_‘

S¢F tshark fir 4 cap data# B Hi sk

tshark -r usb.pcap -T fields -e usb.capdata > usbdata.txt

FIXFELBH R usb.pcapix B

BRI AIE AR B R, pythonfilA:



[]
open('usb.txt','r")
0
0
for line in keys:
if len(line) != 12 :
continue
X int(line[3:5],16)
y = int(line[6:8],16)
if x > 127 :
-= 256
ify > 127 :
-= 256
posx += X
posy +=y
btn_flag = int(line[0:2],16) # 1 for left , 2 for right , @ for nothing
if btn_flag == 1 :
print posx , posy

keys.close()

mouse# python mouse.py > xy.txt
x/mouse# cat xy.txt

hitp 0g.csdn.net/ag_441
T e 2.1 MB 12.167.948 =11, OIFH==18l: 48.6 GIB

BT REHERTE, gnuplot
WERBRAE T, LS TH: apt install gnuplot
RIEHN:

gunplot
plot “xy.txt”



ﬁ%ﬁZ}ﬁjifmlz/l\l’%HEﬁfé L %%{@mouier.rpuyﬁ? Eﬁ{ﬁ%ii%@i%‘ﬁ%ﬂﬁﬁ’l‘iﬁ? FENT—T, M2 5EHBIT

root@kali: ~/llfx/mouse

fHF) WIB(E) EE(V) B3(S) &m(T) MENH)

Gnuplot window 0

T T
"xy2.txt” +
last modifie

t window: hit 'h')

el ME&E&W}

¥

s I o

1 1 1 1
1200 1400 1600 1800 2000

https:/iblog.csdn.net/qq_44108455

okk, FE 8 T LT EL B % — T 3o LA !
& flag.png - HE

n  BAF

|_H.

B dwn | [ = /A K I% NVOOOLA - P#S- 2
o =4 ;‘a L AR AN _ : DO ad| | REE- | "
s 2 - e/R|Z | T AROOD- g

AR

T000 I500 00 T200 1800 3000

-100 T T T T T T T T
0 -
T0O0
300 | 1 B
[ WU |
+
EVERY | |
200 - M}
200 - -
AQO - -
800 - 1
HAS g,
aoo 1 1 1 1 1 1 Y 1 1 1
o o

HE:
T — KRR AR G B BIE /TR A



python UsbMiceDataHacker.py usb2.pcap RIGHT

SHEE:

CTFHE 2 Z R IR i
B—JE HEN EERZEWP BRI & Lk
https:/mwww.cnblogs.com/sn1per/p/12553064.html



https://www.freebuf.com/column/201830.html
https://bbs.ichunqiu.com/forum.php?mod=viewthread&tid=20807
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