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1. WebGoatigif % > i&

https://github.com/WebGoat/WebGoat
https://github.com/WWebGoat/WebGoat-Legacy
https://github.com/RandomStorm/DVWA

2. DoraBox, & hi & - 48 % WIRTH B
https://github.com/ghOstkey/DoraBox

3. =M UIRIRECTFES
https://github.conmv/zjlywjh001/PhrackCT F-Platform-Team
4. %txtPentestsi# CTFH—4Muzz payloadTi H -
https://github.com/zerOyu/Berserker

5. Web%&Li: HR4e-WebZEMPI /MK T WebZ &K RN EFZEMHTBEEY,
https://github.comvhongriSec/Web-Security-Attack

6. upload-labsfR 4 b4& A& IR IEE
https://github.com/cOny1/upload-labs

7. BREFE SRR R M
https://github.com/yaofeifly/Vub_ENV

8. HIBEIENLIFE
https://github.convAudi-1/sqli-labs

9. Hnodefw EHIRIAZ ¥ &, like OWASP Node Goat
https://github.com/crOhn/vulnerable-node

10. % T https://www.exploit-db.com/ K3 % 5 1T )&

https://github.com/havysec/vulnerable-scene


https://yongshengcao.blog.csdn.net
https://blog.csdn.net/wasefadg/category_10693993.html
https://blog.csdn.net/weixin_39866487/article/details/110310418
https://blog.csdn.net/wasefadg/category_10693993.html

11, Ruby# B —KLTEHE, £ IRIEREDL
https://github.convcliffe/secgen

12. metasploitable3
https://github.com/rapid7/metasploitable3/

13. pentesterlabiz & MiA7E £k 25 )
https://pentesterlab.com/exercises/

14, BEweblRIHERF&
https://github.com/stamparm/DSVW

15, docker#& & IR 2 > #F 5%
https://github.com/MyKings/docker-vulnerability-environment
16, RELARINGFE
https://github.com/joe-shenouda/awesome-cyber-skills
17. webKappiBiE)lZF&
https://github.com/OWASP/SecurityShepherd

18. DevSecOps#i b4 E
https://github.com/devsecops/bootcamp

19. injectify A B —MEHE 7 4 b 1A N B i Web £1
https://github.com/samdenty99/injectify

20, EFXfctfeR T RAMEINE (php). ELHHREINES i) TR
https://github.com/wupco/weblogger

21, permeate:—/NH T B ZEZENRELHHIWEBR S, A TR FIR ML §8 77, 7] DU FwebZ & # %
https://github.com/78778443/permeate
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1. Google2019CTF web fi# i /8
https://xz.aliyun.com/t/5503

2. 2018 H—Jm =M B H /D
https://github.com/D0g3-Lab/AXB-CTF

3. google-ctf 35201720184 EBXEME R
https://github.com/google/google-ctf/

4, HCTF2017/% B K f#th
https://github.com/vidar-team/HCTF2017



5. CTF#bRF &
https://github.com/CTFTraining

6. KIETHIELE GIECTF. Hid%¥. Linwdid. USBBE . IR
https://github.com/bt3gl/Gray-Hacker-Resources
7. CTFRIZ&TAKREE
https://github.com/zardus/ctf-tools

8. IEHCTF writeup K4
https://github.com/ctfs/write-ups-2016

9. HITB CTF 2017 Pwn&#f 51
http://0x48.pw/2017/08/29/0x49

10. Ki%CTF#%F & Demo
https://github.com/facebook/fbctf

11, CTFHESR. KFEE. RE. BWHEMEIEIE
https://github.com/apsdehal/awesome-ctf

12. CTFHIBEE
https://github.com/Hcamael/CTF_repo

13. CTF%JR

https://github.convctfs/resources

14. CTFAAINZ T &M THA
https://github.com/SandySekharan/CTF-tool
15. p4RBIB\KICTFfE T &

https://p4.team https://github.com/p4-tearm/ctf
16. ctftools ZEZLCTF{E B ML, BIEHIETH. £L TR, 5 Eblogs%

https://www.ctftools.com
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