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kali L f{jFilefir & file + SUfF4, e SO KA

winhex®Z & SCHFSRRAY, ARHE K SCHF AL H

SCA SR B0 AN [R] R STk
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B X HEE. / iR. EIA AR RETIE L, &
winhex = y =5 Al A 7
1 =N B~ =R ER A rRaval fs ol T3 14 - s
FRHE S ER IR B S S5 =

e file W4

# file stef. png
stef. png: | data

# file misc100f. zip
misc100f. zip: | data

BRR AT AN

binwalk T. &

A

M A binwalk filename

43 B 3L binwalk -e filename

foremost

foremost X144 -o farth H %4 (JETH H-0H: LW IAAD
dd

=30 B 3 e R Oy A R R ok B 3 B, AT B ddSEE S F 340

S

dd if=J1 X fF of= HEp X1F5 % bs=1 skip= 457 B H)7 71 4
ZH Y-

if=file RIAXSFE, BB FIPRERIA -

of=file "I X EE, B8 bniEfin it -

bs=bytes  # /[l (¢ & £ S5HHIL ) Fybytes , AJ{CE ibs Flobs .
skip=blocks #MFA X 1EH L8k blocks 1~H e 45 R #1.

I sEEEe. - Tvpora

FEBATHE
dd if=¥E 3 of= H bR 4% bs=1 skip=TF 452 & i) 7 35

1.txt
1234567890abcdefg
dd if=1.txt of=2.txt bs=5 count=1 i;_'t:ﬁls dd if=1.txt of=4.txt bs=5 count=3 skip=1 | 4 txt:
67890abcdefg
dd if=1.txt of=3.txt bs=5 count=2 3.t 5 g
1234567890 2 EY-EIX

WDOOME SEC



skipFF 467 &, BURBE AT K A%, EEBUE i HE D
bsTEEUHIR/AS, SARILSAL, countIXFERIbsHI%H, WM Askip, #R2XH Bk bs-—-bsA5hL

DECIMAL HEXADECIMAL DESCRIPTION

JPEG image data, JFIF
OX596F Zip archive data, at
5, uncompressed size: 23, name: key.txt

decimal: +##%l, hexadecimal: 75k

AT BAER B33 B2 ) FEwinhex:Z 28 BLTH] Az B 2 4T 38 iE

JPEG image data, JFIF standard 1.01

) Ox596F Zip archive data, at least v2.0 to extract, compressed :
uncompressed size: 23, name: key.txt -

Ox5A06 End of Zip archive ‘&

"

$ dd if=sim.jpg of=11111.zip bs=1 count=23046 skip=228¢

Efizip, & M22895-23046, EIERIHEE—3£2304607, skipBkidAiE228950r, B8 Fzip o
010Editor

fEbinwalk /& FIEXT B HIZip AR HE 2 A 60, REM6#EHI X M B, EXBERARE, #1TEE, REERE, REAZp, H
EHER

select All Lri+A
Select Range... Ctrl+Shift+A R
Selection ; « Mark Selection Start

Jump To Template Variable Ctrl+) « Mark Selection End
Read Only Goto Selection Start

Keep File Time Goto Selection End

Properties

Customize...




RR—LERY, FTHR— 1684, FTH010editorik AT TN, F4H % BL ) SO KA

g
C

Spe&ial ’

= Import Hex..
ﬂ :{ Export Hex. '

ﬂ = Print.. Ctrl+P

-l | Print Preview... Ctrl+Shift+P

X A& I B1E
1.Linux NI A&
[FH g, linux FEE S 2RO SO TICE S SEEMERAN: linux FiH&E3CfFmds:
Bz cat B IFISCE > HiH 0 SCfF mdSsum X /EE

- $ mdSsum sim.jpg
do9e8ak7bbdedb@633aa3c432f931362 sim.jpg

flcat# cat chapter01 chapter02 chapter03 > book

/ctfl/cat# cat chapter* > book1

2.Windows F ] X 45 3F

7

{EH 5t windows I, 38 % E X SO ARBUAI SO AT b &5

West: copy /B 2 IFIISCHE Bt SCHE A . e
D:\CTF\copy>copy /B chapter@l+chapter02+chapter®3 book SEREPER I . Wln(:jOWS MRS mdS:
certutil -hashfile X#£E# mds

certutil -hashfile éim.jpg md5
MDS ] sim.jpg " A:

do9e8a®7bededb®633aa3c4321931362
CertUtil: -hashfile 2 IhFEK -

cat gif01 gif02 >1.gif

A RFTRIgIf, SE5ER, W REIEER Nk
XHARRE

HEMRERBRW: key. flag

A] BAYEZ T fafind Hex Bytes #5 B 3 4R 2 75 5

BArkS



>> H R IRE W E LIRS 7 ik

1. ULt 2 )
2. GIFE 2 i &t

1. EEEE

2. AR R
3. A S
E)(lf{%. a%\ ﬁ%ﬁ

4. FHpER
1. HAEER
2. BAhHEER
3. CRCIZRIER
4. K. 7. BEELS

5. mIRAMILSBFES
6. EHn

1. Stegdetect
2. outguess
3. Iphide

4. F5

o

1.Firework (£ E T R)

BERSWE R, Bidfirework™] LA BB EE H (FRERE)
2.Exif

Googlefhxk, EFHgpsHiiE

Linux#1{E: exiftool 1.jpg

3.StegSlove

analyse 5 MR AR A HATRE CRaR, TIN) . S7EPIIKAHEAR 10 A3 70 e

I Image Combiner:#E, ER#E

FEIX BB, R—RARK, BARKRAR

4.LSB



zsteg TR

Installation
root@kali:/# gem install zsteg

fiLSBR& 5

zsteg xxx.png

ERFEWRKNXARFER, Ed2HHF
wbstego4: fi# % &g Isbin i & F

FH i AT I A e

pythonfii & & Bk 5

5.TweakPNG

AR SUESRIEHE ATIEST 30, FIH TweakPNGECRC

1. 9PNG S S IE T AR JGiEAT H 30, I RE e CROR B H B, Al BLZ2iid i TweakPNGHT HPNG, 23t AR B A 2 1 H2
7, IX B 7RCRCEfela5ab6, (EffifY/&b0a7aofl. FHwinhexfiZfe1a5ab6ls 4 Nb0a7a9f1,

(81 1HOR png (DACTRY-BS-\) - TweakPNG ole=

file Edit Insert Options Tools Help W SEW TN =UTE) SR0) E0W ESH)

e e s = DS 2=8Y  “RRERY  HALGY | 2se- [ ozomp
IHOR Lgng IHDRpeg |

7
e T SRR ek 66 feaebe i Sheild belbos7aot) ugﬁﬁﬁgﬁn ag % nz: .3 nﬁ n: Lz o ng uz ng ug qg qg 45 52 1PNG IHDR |
00000010 0D 00 02 5C 0D 00 0L DD 0806 0D 00D FEIASA | ¥ b2
00000020 B 00 00 00 04 73 42 49 54 08 0B 08 06 7C 0B 64 §  sBIT | d
00000030 800 00 00 09 70 46 59 730000 0B 12 000D 0B 1  piYs
1 = » HOR Lpng [ 1105 o0a | Entsund]
NG SO 2t Offset |0 1 2 3 4 5 6 7 8 9 AB CDESF

1 import os

2 import binascii

3  1import struct

4 crcbp = open("2.png","rb").read()

5 afor i in range(1024):

6 F for j in range(1024):

7 data = crcbp[12:16] + struct.pack%'>i',i) + struct.pack('>i',j) +
crcbp[24:29]

8 crc32 = binascii.crc32(data) & oxffffffff

9 o if crc32 == BXcbdedfsa :
10 print i,j
. print "hex",hex(i),hex(j)

pythonfil A 15 %



fEwindoesfiecmd T, X hnas i BB Fr SO AT R

i 7
Bftools.exe decode braincopter Z4
Bftools.exe run _£—2F%7 1 T X 1F

Lr Thy 8 tly b £
Z Fk—output #iH X 1FHE

D:\CTF\bftools\bftools>bftools.exe decode braincopter zzzzzzyu.png --output 123.
Png

D:\CTF\bftools\bftools>bftools.exe run 123.png
XDCTF()1910-dad3)q0-10puno) ) §/Je

silenteyes& — 3 AT LA S0 7B IH Rl R B A R l.iio
5v: windows [ f] Fsilenteye T R, XIN%E§E 1T %

{E
fii]
1.{# Hsilenteyef2F3THF BFrE . Sidiimage->decode, S iidecode, VB &S L, Sdr{RFER AT

g: = — — & Decode message DUCTT/V NEARENE (A8 ) beg G| [ Oente mevamge DUCTI RN RN () it A |
“0 a1 IX :
y {NEWDDONE SECURITY
L = @ Cw D

RO AR
1 -




Stegdetect Iﬁi‘ﬂ:flﬂmﬂ 2 it‘,

Stegdetect‘ JiEa

stegdetect xxx.jpg
stegdetect —s #/#/Z xxx.jpgexi

thinking@ubuntu: pS stegdetect 123456.7jpg
123456.jpg : f

thinking@ubun /Desktop$ stegdetect angrybird.jpg
angrybird.jpg : tguess(old)( )

thinking@ubuntu p$ stegdetect Pcat.jpg
= negatlve

thinking@ubuntu top$ stegdetect -s 10.0 Pcat.jpg
Pcat.jpg : jphide(*)
thinking@ubuntu:~/ ps I

2)Jphide
Jphide &£ T KA 27 LSBHIIPEGH: T EG Fa & i,

51

StegdetectfitzRjphide I I, A LLHIphs 1,,\11|,1Tfﬁ?£ FTHjphswin.exe, {#H]open jpegdT 15}y,

’ﬁ)\ﬁﬁ AN ERS, T I{”rﬂf'#liﬁﬁcf%fﬁ’lﬁﬂ' S ERIT, 55 RO A Rt S

Input jpeg
Director D: \CTF\Tvtnel\)phnde
Filenane Pcat. jpi

Enter the pass phrase and confirmation

Filesi: kb

|| This jpeg €ile has not been modified

3) Outguess
outguess— X TR % X5 .-
{75 Stegdetectif Al H KRB @ B 175 /& outguess il %5 i & A
% LR %1% . Jconfigure && make && make install
% X: outguess—r EHMEEHIXFE 15 RN E

/ctf# outguess - r angrybird. jpg angry. txt
Reading angrybird. jpg...
Extracting usable bits: 36252 bits

Steg retrieve: seed: 152, len: 14
.~/ ctf# cat angry. txt
flag{ Out_Gas}

4) F5
Fs—Mx T % LHEE.

5 StegdetectiA 7| HRAZFS I BB 80 B 2~ AFSINE B A

Bt A\F5-steganography_F5H %, BERAFXHENEZZERXT, U\CMDI&)\@E%

%3 Java Exrtact ﬁ%# = Y/#g —p % 17‘.7

9. 4ng b H
CQR.exe

BUw, #ATREOEE

SHTIPEG X 1. Pl ffiStegdetect A7 LU f2 0l #iE/]Steg . JPHide. OutGuess. Invisible Secrets. F5. appendX fllCamouflage

Hiliseek,

A

T

a2 TH R EHATATLLE A B T F Moutputtxt P& 2
%%o




HEzRE

FRELN_E08EA,

TATLAEE, FRMTARERR

BtA8—13H95 7

—ANEFERNTHR, EXRER

J 45 SCAF A 2R
1.0 0%

1.5

SEEER b IniEH

IR A R—RINE R, SOk IEFRERERE R, GhREWAFRBANNE. 2ipXIFEEMmE

AEITRAFFRERN, EEAN XX A RFEAE LM RRT XHREME, KHE
o WS T e R s SO AR I

ZX R INE

AR AnE 0

BAE T ik

1.8 A winhex¥T FF X At+1% & 1613 #1504B0102, ] LLFE 3|4

LI B N00K 7

1 SRR A R SCPE LI

fE FwinhexdT =46 300, REBIXALB BT DF7/F, HH
A INE S B S R T B

B M °~0000.

o WMo - Labe sip) CRE-RE- CRUTS R ____
B =m0 _smn _aEs sen 286 DA YRIAD B8O SOW N 185 5m0e (o x T —
“menz 03 & AR nd]‘v ~4a csompre AP 6832 50480102
ESTO L T) [scsp | e

Of et 0 1 2 3 48 & 7 Offset { 1=

00000000 50 4B 03 04 14 00 00 00 08 00 0B 8D 73 49 DS 00006720 |00 GO

00000010 C1 EF 46 67 00 00 00 00 20 00 04 00 1C 00 31 00006730 00 00

00000020 70 79 55 54 09 00 03 05 1E 30 56 14 2F 31 58 00006740 00 00

00000030 | 78 08 00 01 04 00 00 00_00 04 00 00 00 00 EC 00006750 00 00

00000040 e 00006760 00 00

00000050 00006770 00 00

SEonteth 00006780 FE BF

00000070 00006790 73 47

beiaratof 00006740  1C 00

00006780 03 1A

05000080 000067C0 00 00

000000C0 00006700 75 79

possead 000067E0 61 E

00000020 000067FD 00 0O

00000070 00006800 00 00

00000100 00006810  F6 81

00000110 00006820 1E 30

00000120 00006830 00 00

00000130  9E 79 F6 E7 2 SA BO BB 95 D& C1 C6 68 02 Ad 00006840 73 47

1 SE 79 E6 99 67 9E 79 00006850 18 00

000 79 E6 99 67 9E 79 E6 00006860 72 65

00000160 67 9E 79 E6 99 67 9 79 E6 99 67 7F D6 AE 38 00006870 43 4D

aon RABR_AR_A% &1 00 AD_AE DT or NE_CN_10 k0 S 00006880 00 00

vy avn r = o, 00006890 00 00

360fRE, HEHITME, % FI504B0101, HHABEHIENE A EH

75 79 61

gjl_gtga
%@20

e ls [l

P00 Q000

V=YK
RAR

6F
61
0o
oo
oo

> r

&7
&F
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04
oo
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5 C D
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00
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00
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00

oo
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oo
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E
00
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readme . txtUT
SXux
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OXux
PR 7~
=G™s @
&
Feadme . txEUT

PE '
o8

fﬂg\ jl==RY B 2 By Cv




3. RARMMF T A kB, (A AINER T 0= RS, A winhex 2 SUbR A7 f5 indk 45 1 < B
IEH 4, RN ﬁﬁﬁwmhexﬂﬁRARIﬁ: KA H24NTT, ZTHRIOVAERINE, 0K
%%bu%‘”, %E%ﬁﬂﬁﬁoﬂﬂﬂ&ﬁ%@m

lmmmmmmmmmm
¢ DSHZES n20RhD  RALSE  de- | SSompl
B0 850 01 fysar |readmesar | mmaip | 600540ffa8ecd5053ab56d0.. | Lrar |

“Offset 0 1 2 3 4 5 6 7 B8/ 9 ABCDEF -
00000000 52 61 72 21 1A 07 00 CE 90 73,00 00 0D 00 00 00 Rar! I @
00000010 00 00 00 00 F9 81 74 80 | 0 2D 00 3D 05 08 00 86 atil-= 1
00000020 22 OF 00 02 25 20 ED F1 09 5C 59 46 1D 35 08 00 " %-ifi \YF 5
00000030 20 00 0O 00 66 6C 61 67 2E 74 78 74 00 FO 79 03 flag.tat 3y
00000040 4C 18 1E 15 150C 89 15 DC 16 IDEFA3 724890 L 1 U ifrk
00000050 BO 90 08 24 3A 52 23 05 22 02 C8 41 C4 B4 82 40 ° S:R# " EAAll@

00000060 9D 04 3A EC 24 87 44 3A 58 Al 18 08 81 92 6F 60  :iSID:Xi ‘o’
aNANANZA 2R NN 83 27 90 AR FS 33 10 99 S (F 30 FA RA 88 + I 1F33 1ATcan

SO, R AR BERIA? ? 2
% A AT BE Aflag
Egaiar, wTCLEFEA R R4 A%

BON0X74, BINKSCHEMRIE LR, =4, SRBBTHKSRE. &5 FXBESUER Kkt

WEBGE (&, WAFRGE)
RSB



CTF LEggeh, WiEEiIPGIE A 7y — W E Z A5 57 1
EEHBEFRAA— T EETELIEI PCAP XY, BRRIESE

ISV € ati
. PHLS
- IRSit
3 JE I %
o JTIEIEE
» Host, Protocol, contains, $F{E{E
KIS
N
- UCETE
« flag frF AR+
B F
o IR
- SCHRER
AR L L e UL B4 B ol EARESRS 9 A R —=AN 5 e
iR
NG
<B4 SRR

http (PO

wireshark T B ) fi F§

AF e TR BN e, A T8

T ctfEAERfE md- - Typora
SIHEE) SRER(E) BEERP) B(0)



1 SMTRIAERES

> Bl mEs
3_FHiZlgetshell B lag

4 FiEdlrar asefEE

5 PHP#gzcompress T2
6 —RIEFE/ ISP ERCIE

7 50 FEEREF
8 sgqliE AT

9 HIFEassqEiFa,. ASERE
10 = E8958E Momedia=iEEirar

11 _usbifiEoth

12 s D

5

1238 KM AR
BEFA, BWRWIFIZEG

wiresharkid J& 8%

=
Scurce Destination
192.163.1.182 115.231.236.116
115.231.236.116 192.168.1.182
192.168.1.162 115.231.236.116
. B

1.3 3EIP, WiRipE&E mubiaox.x.x.X.



L D 2

1. EIP, tniREIPEE B #F X.X.X.X

ip.src eq x.x.x.x or ip.dst eqg x.x.x.x B{# ip.addr eq x.x.x.X

2.3 Y8 ¥ 1

tcp.port eq 80 or udp.port eq 80
tcp.dstport == 80 R Rtepthil /Y B #5¥m 0 480
tcp.srcport == 80 R Rtcpihil AR %R 480
tcp.port >= 1 and tcp.port <= 80

SO X L ) 3 1

3. I s
tcp/udp/arp/icmp/http/ftp/dns/ip*=*--*

4.1 EMAC
eth.dst == A0:00:00:04:C5:84 11 J€ Hrmac

58 KRR

udp.length == 26 Z‘lz”l\ﬁfj#_%?gl.ldpj:%@%ﬁEBDHiUdeﬁﬁﬂﬁﬁﬁ@Zﬂm o
tcp.len >= 7 1R ZipEdE tl(tep F i AR EEUEE), A ihtep A &

ip.len == 94 & | KM Sk € K14, H B AR H Zip.len, B Mip A & 2| 5 Jn
frame.len == 119 BN AKE, Neth 635 )5

6.http 5 30T

http.request.method == "GET"
http.request.method == "POST"
http.request.uri == "/img/logo-edu.gif"

http contains "GET"

http contains "HTTP/1."

http.request.method == "GET" && http contains "User-Agent:"
http contains "flag”

http containsb"key“

tcp contains "flag"®

FEhttp, FERKEIA
containsiE# 2 & A & X A7 B



WireShark N33 ¥T

_/___
WIRESHARK

ZBYHE: Statistics 2 Protocol Hierarchy &) BEY W TRO =80
e > SR AR Ctrl+Alt+Shift+C
EREtTaditit
NURFE
No. Time Source Destination Protocol Length Leftover Info
50.000673 192.168.179.. 192.168.179.2.. HTTP 834 POST /uploads/security.php HTTP/1.1 (application/x-www-form-urlencoded)
10 4.259582 192.168.179.. 192.168.179.2.. HTTP 830 POST /uploads/security.php HTTP/1.1 (application/x-www-form-urlencoded)
15 8.437282 192.168.179.. 192.168.179.2.. HTTP 834 POST /uploads/security.php HTTP/1.1 (application/x-www-form-urlencoded)
25 11.293778 192.168.179.. 192.168.179.2.. HTTP 906 POST /uploads/security.php HTTP/1.1 (application/x-www-form-urlencoded)
29 11.372710 192.168.179.. 192.168.179.2.. HTTP 854 POST /uploads/security.php HTTP/1.1 (application/x-www-form-urlencoded)
M Wireshark - S FE - backdoor - O X
i - EHEESAL £ BFHES ¥T S/ End Packets End Bytes End Bits/s
v Frame 100.0 37 100.0 12200 1272 0 0 0
v Ethernet 100.0 37 4.2 518 54 1] 0 0
v Internet Protocol Version 4 946 35 5.7 700 73 1] 0 0
v Transmission Control Protocol 94.6 35 89.0 10860 1132 25 4763 496
v Hypertext Transfer Protocol 27.0 10 83.1 10136 1057 0 0 0
Line-based text data 135 5 8.1 984 102 5 984 102
HTML Form URL Encaded Il 135 s ISE 6655 694 5 8227 858
Address Resolution Protocol [ srer. i - 56 5 2 56 5
AR > iEES
=i ..and Selected
BT
Giit-th il &
B
EHRRECH RS X

IR EFIEA TR

WIRESHARK

EC U Hs I i, AT MR AT EFRAIE, B A4 http(80) . il T LAGH i HY JX FRRFAIE H 2K -
A > N B AR R > ik

No. Time Source

21 11.292465 192.168.179..
22 11.293421 192.168.179..
23 11.293422 192.168.179..

Destination
192.168.179.2.. TCP
192.168.179.2.. TCP
192.168.179.2.. TCP

Protocol

Length Leftoves Info

54 http(88) - 58007 [ACK] Seq=1030 Ack

1514
642

[TCP segment of a reassembled PDU]
[TCP segment of a reassembled PDU]

> Frame 21: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @

> Ethernet II, Src: Vmware_d@:f5:50 (80:0c:29:d0:f5:50), Dst: Vmware_7c:73:6¢c (00:8c:29:7c:73:6¢)

> Internet Protocol Version 4, Src: 192.168.179.245 (192.168.179.245), Dst: 192.168.179.246 (192.168.179.246)
v Transmission Control Protocol, Src Port:

[grce Port: http (80) |
Destination Port: 50007 (
[Stream index: @]

[TCP Segment Len: @]

Sequence number: 1030

Acknowledgment number: 4:

Header Length: 2@ bytes
> Flags: 0x018 (ACK)

WILE

BT

Shift+Right
Ctrl+Right
Ctrl+Left

»

E =l ()]

http (80), Dst Port: 50007 (50007), Seq: 1030, Ack: 4207, Len: ©



EZ T ity E01E 8l cp EE EIFHHETL 2K, BILARFHTTP BT CP i a5t
15, E L B, - WIRESHARK

HTTP i :
No. Time Source Destination Frotocol  Length Leftover Info
o 5 0.000673 192.168.179.. 192.168.179.2.. HTTP 834 POST /uploads/security.php HTTP/1.1 (application/x-www-form-urlencoded)
|- 7 ©.002823 192.168.179.. 192.168.179.2.. HTTP 397 HT1 HE/EEEE SEM) Ctrl+M
\aseee 12181 Wl Ao We s m  TNAMSNSED oo licstiofecfrmuriacdd
. £ - 5 a - .2 H -
15 8.437282 192.168.179.. 192.168.179.2.. HTTP 834 PO mm (C::z:hihﬂ application/x-www-form-urlencoded)
17 8.441246 192.168.179.. 192.168.179.2.. HTTP 397 HT1
25 11.293778 192.168.179.. 192.168.179.2.. HTTP 906 poc  AEER. Curl+Alt+C o pplication/x-wi-form-urlencoded)
26 11.312370 192.168.179.. 192.168.179.2.. HTTP 397 HT1 WEEROES
29 11.372710 192.168.179.. 192.168.179.2.. HTTP 854 PO application/x-www-form-urlencoded)
31 11.375794 192.168.179.. 192.168.179.2.. HTTP 591 W1 (EREEAEEA
AT
FNELAE
INEES
SCTP

> Frame 5: 834 bytes on wire (6672 bits), 834 bytes captured (6672 bits I IBER

> Ethernet II, Src: Vmware_7c:73:6c (08:0c:29:7c:73:6c), Dst: Vmware_de ==

> Internet Protocol Version 4, Src: 192.168.179.246 (192.168.179.246),

v Transmission Control Protocol, Src Port: 50007 (50007), Dst Port: htt HYEER
Source Port: 50007 (50007) BEEXA)...

66 22494 > 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=4 SACK

) 59 HTTP/1.1 28@ OK (PNG)

R

’ 676 GET /user, @ﬁﬂﬁ@ﬁﬁi‘ﬂm =flag HTTP/1.1

) 74 HTTP/1.1 ﬁ;gmmﬁgﬁgamﬂggg

) 863 POST /user HEFE... ogin HTTP/1.1 (applicati
Ea pEh

bits) EEEHTISTR

inkT a6:82:df (80:89

116 YERITiEEEN A 4
FEEITIEEE 4

1432, Ack: 5286, Le

I . I
WEER

scTe b

IBERR 4 TCP i

= | UDPH
TLS 7

B * HTTPE

ERSa(A)...

EFRELETSEW)

BERL, BT Rflag
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| S —
A hiip 275 5t cp BB TIEFET LR, JLAFHTTP EgET CP i SR
S, PR B, WIRESHARK

Ml Wiceshark - 15 HTTP 3 (tcp.stream eq 0) - backdoor . o X

POST /uploads/security.php HITP/1.1
X-Forwarded-For: 162.168.128.70

Referer: http://192.168.179.245/

Content-Type: application/x-ww-form-urlencoded

User-Agent: Mozilla/5.® (compatible; Baiduspider/2.8; +http://www.baidu.com/search/spider.htal)
Host: 192.168.179.245

Content-Length: 780

Cache-Control: no-cache

cmdcadcad=array_map(®ass®."ert”,array("ev". "AL(\"\\\$x:¥3D\\\"Ba"."SE6"."4_dEc"."0dE\\\";Gev"_"al (\\\

Sxx( " YX1fZXJyb3) z1 dwiMC Ip0BB2zZXRFG1tZVIsak1pdC gwK TtpZihQSFBFVKVSUBLPT junhiSdzL jAn
KXtAc2VeX21hZ21 jX3F153R1 Tik7)E 'uuu\rucﬁxvmzx
FuxNTT4MDEA0DC 1 LnppeC IHAG
118iLiRm021mKChpc19kaXIoIHBaKSkn] inglE 91idiKSVi(Cﬁ.-I'BiLi‘iKSlWKCRNZIM: c3KTtkZigkcGYp031pZ
ihncl’lauleCRuZlkpeBB Dc3Myk RwlDA3Nzcp03

JHARO3: uv..nﬂbm 1661 zdHMo: B1bmx

pb-so]EVpPylxljoutxs:jun:sozv;qac,sonmfsxpoznpzsgmmzb )3\");7));HTTP/1.1 200 OK
Date: Sun, ©3 Jun 2018 10:11:48 GMT

Server: Apache/2.4. 23 (m.nzz) OpenSSL/1.0.2) PHP/S.4.45

X-Powered-By: PHP/S.

Content-Length: 158

Content-Type: text/html

<br />
<brloticec/b>: Use of constant - assumed " * in <b>C:\phpStudy\}
\uploads\security.php</b> on line <b>1</b><br />

XgY1X@YPOST /uploads/security.php HTTP/1.1

X-Forwarded-For: 162.168.128.70

Referer: http://192.168.179.245/

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.8 (compatible; Baiduspider/2.0; +http://ww.baidu.com/search/spider.htal)
Host: 192.168.179.245

Content-Length: 776

Cache-Control: no-cache g

PR LS R S 5 BES S8 ) (s A9EN.

Eative comrersation (10 k8) X BFOEFHEY ST -

| | =)
AN D Swaare | B Coxe || Mlp

—a)iEARLY, BATPOSTIER, BEREERE)E]

iy AT HI 1R 7 Kshell

T WHEHTTPH RN A
1. HIMLHT HEA S EEFLR.

2. EESTHHEAS, BEAUE M4 hash{EZXEBER,
H FPOSTiE R _E1%.

—h)IEARLD, POSTIERK, WAEM Feval, WAl Hbase64l

O R X

NEWDOONE SECURITY

T CHEAEE mds - Tunora

-

tep contains flag |

HRERER, —MR%khttp, )5 Ftep

$15: HEHHcontains B ¥ %1 &flag
wireshark# 35 $#2£ 4%



WireShark EHE{2EY

1. [EBvireshark BTLAE5HEB B Thttp (E5IHI X A Z,
X14> SH4iX5¢> HTTP

XH#O REE NEV FHOQ RO SHO H/HO

7

FIFTRE

AFM)...

M Hex SEESA Q...
=i

FFOQ

STiERA
SHSERTER
BUSEFTHE).
St PDU E2H...
S SSL #EER...

fIRE)...
B

|

Ctrl+0

Ctrl+W

Ctrl+S
Ctrl +Shift+S

»

Ctrl+H

Ctrl+P

Crl+Q

e

/1
WIRESHAL

BEY ZEW IRD 0
Efi=Eaqes
estination Protocol  Length Leftover Info
92.168.179.2.. HTTP 83 POST /uploads/security.php HTTP/1.1 (application/x-www-form-urlencoded)
192.168.179.2.. HTTP 397 HTTP/1.1 200 OK (text/html) ' ' ;
92.168.179.2.. HTTP 830 POST /uploads/security.php HTTP/1.1 (application/x-www-form-urlencoded)
192.168.179.2... HTTP 397 HTTP/1.1 200 OK (text/html)
192.168.179.2.. HTTP 834 POST /uploads/security.php HTTP/1.1 (application/x-www-form-urlencoded)
92.168.179.2.. HTTP 397 HTTP/1.1 200 OK (text/html)
92.168.179.2.. HTTP 906 POST /uploads/security.php HTTP/1.1 (application/x-www-form-urlencoded)
192.168.179.2.. HTTP 397 HTTP/1.1 20@ OK (text/html)
92.168.179.2.. HTTP 854 POST /uploads/security.php HTTP/1.1 (application/x-www-form-urlencoded)
192.168.179.2.. HTTP 591 HTTP/1.1 208 OK (text/html)

: ytes captured (6672 bits) on interface @
c:73:6c), Dst: Vmware_d@:f5:50 (00:0c:29:d0:f5:50)

.246 (192.168.179.246), Dst: 192.168.179.245 (192.168.179.245)
v Transmission Control Protocel, Src Port: 50007 (56007), Dst Port: http (80), Seq: 322, Ack: 1, Len: 780

FRFHWR, FHEEHNHBF SRR RS, SHBSCHR, 54, S

2. wireshark BJL{FZHEX X 1FAE,

R BEREEE, 0T i%EEmedia type I E
At > FHAAT R BN AERERE X RHaATR . RES A Cul+H
FE5 HH AOHE R ST ORAT R — 32 1 31

> [96 Reassembled TCP Segments (132317 bytes): #38(881), 4

v

>

Host: sz.mail.ftn.qq.com\r\n
Connection: keep-alive\r\n

v

Content-Length: 131436\r\n

Origin: http://mail.qq.com\r\n
User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64) Apple  ‘=musSs
Content-Type: application/octet-stream\r\n
Accept: */*\r\n

Referer: http://mail.qq.com/zh_CN/htmledition/swf/upl

Accept-Encoding: gzip,deflate\r\n
Accept-Language: zh-CN,zh;q=0.8\r\n

v

\r\n

Full request URI: http:

[HTTP request 2/6]

sz.mail.ftn.

Prev request in frame: 35

n: fr

Next request in frame: z§g|
File Data: 131436 bytes
v Media Type

—pMedia type: application/octet-stream (131436 bytes)

RN, K H S H

[truncated]Cookie: ssuid=9979881647; ptui_loginuin=-8

.com/ftn_hand

BAFHEN

BRAA..
#EERNSE

TFE0RERCERNGE

Shift+Right
Ctrl +Right
Ctrl+Left

»
L
»
»

I ctfEREmds - Tv



Eewii=a
‘ :

Ho. Time Source Deztination

Protocol  Length Leftover Info

10.200800 Tp-LinkT_5d:d@:ee Broadcast 143 Beacon frame, SN=6, FN=8, Flags=........
2 -9.000042 Tp-LinkT_5d:d@:ee (00:1d:0f:5d:d@:ee) (RA) 1e Clear-to-send, Flags=..

3 0.000002 Tp-LinkT_5d:d@:ee HuaweiTe_f8:4c:54 137 Probe Response, SN=8, FN=0, Flags=......
4 -9.000034 Tp-LinkT_d9:49:7e (5c:63:bf:d9:49:7e) (RA) 10 Acknowledgement, Flags=........

5 0.000000 Tp-LinkT_5d:d@:ee HuaweiTe_f8:4c:54 137 Probe Response, SN=8, FN=0, Flags=....R.
6 -9.000034 Apple_4c:2a:9a (98:f. Tp-LinkT_d9:49:7e (5c:63:bf:d9:49:7e) (RA) 16 Request-to-send, Flags=........

7 -9.0600028 Apple_4c:23:9a (98:fe:94:4c:2a:9a) (RA) 18 Clear-to-send, Flags=........

DV RIIH Bwireless LANIK, 1REAJBEEWPAZLEWEP & 7562005 .

M Wireshark - AUAHEIE - shipin

B EAEESTE
v Frame 100.0
v IEEE 802.11 wireless LAN 100.0

¥ Logical-Link Control 0.0

802.1X Authentication 0.0

IEEE 802.11 wireless LAN management frame 438

Data 0.2

anircrzbcleng T Ri#tTwifi ZRIEME

1. Hlaircrack-ngki#rcapfl: aircrack-ng xxx.cap

:~/Desktop# aircrack-ng shipin.cap
Opening shipin.cap
Read 16664 packets.

# BSSID ESSID Encryption
1 ©6:1D:6F:5D:D0:EE 6719 WPA (1 handshake)
Choosing first network as target.

.cap
a dictionary (option -w).

Quitting aircrack-ng...

1.Haircrack-ngf & capf : aircrack-ng xxx.cap
handshake #&Ff1

bssid :WiFikbik

essid: WiFiZ ¥

B BB AR WIF I B R

aircrack-ng xxx.cap -w +=- it

- (m] X
B BEFTESH == EEtS/#> End Packets End Bytes End Bits/s
16664 100.0 202214 62 k 0 0 0
16664 77.9 227602 48 k 15826 207490 44k
3 0.1 423 89 0 0 0
3 0.1 399 84 3 399 84
802 14 4029 855 802 4029 855
33 1.1 3276 695 33 3276 695

LR

2. Faircrack-ng i 7 TR FEAAME: aircrack-ng xxx.cap —w pass.txt

:~/Desktop# aircrack-ng shipin.cap -w pass.txt
Opening shipin.cap
Read 16664 packets.
# BSSID 333 0] Encryption
1 ©0:1D:8F:5D:DO:EE 0719 WPA (1 handshake)

Choosing first network as target.

Opening shipin.cap
Reading packets, please wait...

Aircrack-ng 1.2 rcd
[00:00:00] 8/2492 keys tested (296.77 k/s)
Time left: 8 seconds
KEY FOUND! [ 88888888 ]

Master Key H 78 57 AC DE
F9 69 D5 B7

Transient Key : 7C 45 28
6C 7C E2

56 DF 1E 58

16 7F

EAPOL HMAC : 23 CA




USB 8 D& B W& E B,

—REELRE L R E T,

PIEIR AT (S5 S, lSBf%M-EW%/?@JWa@m

USB b i3 A 2378 355

SrTE Leftover Capture Datali .z 7

ti it leftover capture data —> N A% .
No. Time Source Destination Prot
30.520044 3.10.1 host uss
953 54.399801 3.10.1 host ussB
947 54.351857 3.10.1 host uss
854 49.111879 3.10.1 host uss
691 36.423471 3.10.1 host uss

Length

ocol

Leftover Capture Data
35| 00fe0000fef {0000
35| eofdffeefdffffff
35| eefdffeefdffffff
35| eofdffeefdffffff
35| eofdffeefdffffff

LLe,fogJ/jﬁmf

Info

URB_INTERRUPT
URB_INTERRUPT
URB_INTERRUPT
URB_INTERRUPT
URB_INTERRUPT

in
in
in
in
in

Frame 3: 35 bytes on wire (280 bits), 35 bytes captured (280 bits)

USB URB

Leftover Capture Data: 00fe0008feff0000

6010 01 03 00 0a 00 81 01 08 00 00 00
0020

1b 00 fO 8a 42 83 @3 97 ff ff 00 00 00

::I!ﬁ

EFFHX Shift+Right f
EF2EE) Ctrl+Right |
BELE(A) Ctrl+Left
R ]

USBH BRI T (—EEEMAAFD

AT DASR B B (37 B

BEFE=ATHNMNKE, BT FHEEXMEFLANESE

USBEEZREIMES

Leftover Capture DataH{E 5

j ELAREENT X B o

http://www.usb.org/developers/hidpage/Hutl_12v2.pdf

Table 12: Keyboard/Keypad Page

Usage ID UsagelD Usage Name

(Dec)

o

© @ N C A W N =

B L 21 B T

(Hex)
00 Reserved (no event indicated)®
01 Keyboard ErrorRollOverS
02 Keyboard POSTFail?
03 Keyboard ErrorUndefined!
04 Keyboard a and A4
05 Keyboard b and B
06 Keyboard ¢ and C4
07 Keyboard d and D
08 Keyboard e and E
09 Keyboard f and F
0A Keyboard g and G
0B Keyboard h and H
(1]od Keyboard i and |
oD Keyboard j and J
0E Keyboard k and K
OF Keyboard | and L
10 Keyboard m and M4
1 Keyboard n and N
12 Keyboard o and 04
13 Keyboard p and P4
14 Keyboard q and Q4

USB# it &R 7 17

Ref: Typical AT-101
Position

N/A
N/A
N/A
N/A
AN
50
48
33
19
34
35
36
24
37
38
39
52
51
25
26
17

PC-Mac UNI
AT

v NN
v 4o
v NN
N Ao
v v o
N Vo
N Vo
v v W
v oy oW
N NN

oA
v NN
N NN
v 4o
v NN
v NN
N Ao
Ny
v |
N NN
Ny

AN ABECEREAE

Boot

4/101/104
4/101/104
4/101/104
4/101/104
4/101/104
4/101/104
4/101/104
4/101/104
4/101/104
4/101/104
4/101/104
4/101/104
4/101/104
4/101/104
4/101/104
4/101/104
4/101/104
4/101/104
4/101/104
4/101/104
4/101/104

] BLRHZI e A
FHR LB, #
B E AR EETS
BERBA N, it
{5 AR PR3
7, HBjikkey stroke
HF=E—A
keyboard event usb
packet .




Leftover Capture Data Ui #2HU , 1 -
i > FHAHBIES R > Rcsv, FHREFR—.csv I fF.

(XA WBE WEV) G WRO) SEA) GHHS) BEV TEW IRM M)
EfszEaqal

177
{IFTRR
EFM)...

M Hex E6FE2A()...

=i

&FEOS)
SFAN)...

MEEs
SHEESE..

Ctrl+0

Ctrl+W

Ctrl+S

Ctrl+Shift+S

Ctrl+H

»

Destination
host
host
host
host
host
host
host
host
REsrE()..

7 CiEESEEE...

73 PSML XML...
7 PDML XML...
As JSON...

Protocol  Length

uUsB
UsB
use
uss
UsB
UsB
USB
uss
UsB
UsB
use
Uss
uss
uss

Leftover Capture Data

35 cooooooocoe000000
35 9000000000000000
35 gooeooooee0000e
35 e0oo0eec000R0000
35 9000000000000000
35 ooeoeeco0eo000e0
35 2000000000000000

Info

URB_INTERRUPT
URB_INTERRUPT
URB_INTERRUPT
URB_INTERRUPT
URB_INTERRUPT
URB_INTERRUPT
URB_INTERRUPT
URB_INTERRUPT
URB_INTERRUPT
URB_INTERRUPT
URB_INTERRUPT
URB_INTERRUPT
URB_INTERRUPT
URB_INTERRUPT

in
in
in
in
in
in
in
in
in
in
in
in
in
in

Japtured (280 bits)

=

i Flwireshark$2 fit i1 6y 447 1 R tshark



Leftover Capture Data (i #2H7

rﬁ
()

{# FHwiresharkf2 it far 217 T E t

rk, T DL Leftover Capture DataZi4iE Bl & | Hi >k

wi
s
sV}

tshark -r usbl.pcap -T fields -e usb.capdata > usbdata.txt

root@kali: ~/Desktop/tmp/usb
File Edit View Search Terminal Help

Desktop/tmp/usb# tshark -r usbl.pcap -T fields -e usb.capdata >usbdata.txt
Running as user "ro and group "root". This could be dangerous.
tshark: Lua: Error during loading:

[string "/usr/share/wireshark/init.lua"]:44: dofile has been disabled due to running Wi
tureSetup/capturePrivileges for help in running Wireshark as an unprivileged user.
:~/Desktop/tmp/usb#

Open ~ || & usbdatatxt Save ||=| ©@ @ ©

W
tshark -rfl;sbl.pcar‘)]-T fields -e usbh.capdata >\usbdata.txt

7}

o > il

USBEZREIMENSHT

Leftover Capture Data ZUEH2HUT A 2 -
python keyborar.py

:~/Desktop/tmp/usb# python keyboard.py
HELLO , I AM WRITING SOMETHING IMPORTANT .
BUT I DO NOT USE PINYIN
I AM OLD .

DDPEIYUJ,Q S GAVCLWBMPYG RUG STK B .
I FPI J ET KKYY[DEL][DEL][DEL][DEL]K YYGY R GAAA LWBMR .

WQ SK C RCN GHDMP QKD YTD R RUUJ WT O PYG RUG STK RJUQ H FCU

Q YI J PYG RUG STK KWKW

OVER
ENJOY MY MISC .

DDPEIYUJ,Q S GAVCLWBMPYG RUG STK B . H 7 B A LT Hi
I FPI J ET KKYY[DEL][DEL][DEL][DELIK YYGY R GAAA LWBMR . <3iT s, BEFLESHIEET.

WQ SK C RCN GHDMP QKD YTD R RUUJ WT O PYG RUG STK RJUQ H FiTEBGSrFEREHET.

FCU PRA] UIIE T EXAIENHEFEAEEBRIZ L E:
R EIETIEIEE

Q YI J PYG RUG STK KWKW

o
pLI g



USBER AR EHMEN ST

RIFAR SRERERR. RITEHRRIGESE, SRENEEBIET . ERERRIFE N E0E

R 7 AFIRERT R SRV ok MR — A b He L

AR L R BER A BN 7, AR L, 2illloxoolt, AURBA LM Hoxorlf
, ARFRILZ/CHE, oxoaft, NI LHTHBEN A5 \

Am7® DREB QesE=TLIZT EQaqQH
(NERSTHES - Ctrl-/>

(P 8BSF gk FEEE(G) Z=(C) BiA 2 FEE(W) 8 #ZEH

" 10 ;im;me ;w;c; :mimm ;r;:m mg; ;efé;;;a;q‘ue = ;.:l; INTERRUPT i R AR A
. =N [=33 in N LY
5 A

111.030784 2.3.1  host uss 31/ 011100 URB_INTERRUPT in SEHAER, RELGBEZDBER.
121.051867 2.3.1  host uss 31| eooe1800 URB_INTERRUPT in LN, RELABZ/MEE.
131.052340 2.3.1  host uss 31| epsd1e00 URB_INTERRUPT in

141.052340 2.3.1  host uss 31| eerb2800 URB_INTERRUPT in -

151.068194 2.3.1  host uss 31| eefe2a00 URB_INTERRUPT in F#E, E=FHIRERL MW,
16 1.083866 2.3.1  host uss 31| ee<d2d00 URB_INTERRUPT in

17 1.683866 2.3.1  host uss 31| eafe2500 URB_INTERRUPT in

18 1.099498 2.3.1  host uss 31| 0002000 URB_INTERRUPT in

191.099498 2.3.1  host uss 31/ ecoeee00 URB_INTERRUPT in

201.330480 2.3.1  host uss 31| 007 fo100 URB_INTERRUPT in

Xt B IA



L“

nums =
keys =
pOSX —
posy =
or line i k
i 1(1ine)

(1ine[3:
(line[6:

btn_ tldo = int(line[0:
btn flag
if btn flag ==
pOSX,
keys. close ()

7 =g NG
[NLA:Jf}[w'AiQ

/Desktop/tmp/usb# python mouse.py
1EZ6N-12
104 268
105 268
108 268
110 269
111 270
L1327
115273
116 274
118 276
120 270

281

top/tmp/usb# python mouse.py > xy.txt
tmp/usb# cat xy.txt




Hignuplot T BB AL brim 5k
gnuplot
plot “xy.txt”

root@kali: ~/Desktop/tmp/usb

File Edit View Search Terminal Help

:~/Desktop/tmp/ush#|gnuplot
; et i [ Gnuplot window 0 @ ® ¢
GNUPLOT H e e @ g
Version 5.2 patchlevel 2 last modified 2017-11-01 e e HHON N NS
Copyright (C) 1986-1993, 1998, 2004, 2007-2017 900 T T T ' ' Tt bt +
Thomas Williams, Colin Kelley and many others
800 - =
gnuplot home: http://www.gnuplot.info
faq, bugs, etc: type "help FAQ" 700 L i
immediate help: type "help" (plot window: hit 'h')
Terminal type is now ‘'qt' 600 [ .
gnuplot> plot "xy.txt"
gnuplot> ﬁ 500
' s‘f&E‘Sﬂkﬂm
400 ¥ 1
+
300 <)ﬂﬁg! ) i
BTy NETUVUNG sevuRinh

USBRRAETE DT
Github A A2t F24- T H.
https://github.com/WangYihang/UsbMiceDataHdeker

Usage :
python UsbKeyboardHacker.py data.pcap

Tips
To use this python script , you must install the tshark first.
You can use “sudo apt-get install tshark®™ to install it

:~/Desktop/tmp/usb# python UsbMiceDataHacker.py -h
python UsbMiceHacker.py data.pcap [LEFT|RIGHT|MOVE|ALL]

To use this python script , you must install the numpy,matplotlib first.
You can use sudo pip install matplotlib numpy to install it

WangYihang <wangyihanger@gmail.com>
If you have any questions , please contact me by email.
Thank you for using.

https://github.com/WangYihang/UsbKeyboardDataHacker

Usage :
python UsbKeyboardHacker.py data.pcap

Tips
To use this python script , you must install the tshark first.
You can use “sudo apt-get install tshark™ to install it

A EL PRV N IUSES=JN VIS A I

:~/Desktop/tmp/usb# python UsbMiceDataHacker.py usb2.pcap RIGHT
tshark -r 'usb2.pcap' -T fields -e usb.capdata > usb.dat
Running as user "root" and group "root". This could be dangerous.

tshark: Lua: Error during loading:
[string "/usr/share/wireshark/init.lua"]:44: dofile has been disabled due to running Wireshark as super




Figure 1 e e 0

[usb2.pcap]-[RIGHT] Author : WangYihang
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HTTPS;REELLTITLSIMITERTH, EEG Akey 7 BEEZFISHHTTP i,
RERETIESE -~ Ctrl-p>

Tine Source Deztination Info

Protocol |Length Leftover Capture Data

3 0.000034 127.0.0. 127.0.0.1 48238 -+ https(443) [ACK] Seq=1 Ack=1 Win=43776 Len=0 TSval=188661282 TSecr..
4 0.000293 127.0.0. 127.0.0.1 Client Hello
50.000321 127.0.0. 127.0.0.1 https(443) - 48238 [ACK] Seq=1 Ack=100 Win=43776 Len=0 TSval=188661282 TSe..
6 0.001013 127.9.0.. 127.9.0.1 Server Hello, Certificate, Server Hello Done
7 0.801023 127.0.0. 127.0.0.1 48238 -+ https(443) [ACK] Seq=100 Ack=1022 Win=45824 Len=8 TSval=188661282 ..
8 0.008761 127.9.0.. 127.9.9.1 Client Key Exchange, Change Cipher Spec, Finished
9 0.011189 127.0.0.. 127.0.0.1 New Session Ticket, Change Cipher Spec, Finished
10 0.049765 127.0.0.. 127.0.0.1 48238 -+ https(443) [ACK] Seq=414 Ack=1276 Win=47872 Len=0 TSval=188661295 ..
11 7.778559 127.0.0.. 127.0.0.1 [ssL of ar bled PDU]

YRR Preferences -> Protocols -> SSL -> Edit RSA keys list

H 3ChE: N

4# -> BT -> Protocols -> SSL -> Edit RSA keys list

rechark

sfow A
$GSAP
SIGCOMP
SIMULCRYF
sip
SKINNY 2
sme
smB2
SMBDirect
SML
sMPP
SMTP
SNA
SNMP
SoulSeek
SoupBinTC
sPDY
SPRT
SRVLCC
sscop
SSH
st ]

/ STANAG 5 7 E &
STANAG 5 ¥ s

< m— f

Secure Sockets Layer |
A kays list | Bdiee |
- |

SSL debug File
M S5 Decrypt

e SSL red
A Beaszeable SSL g
[ Message Authenticl
PreSharedfey ||
(Bre)-Mastar-Sacrat

IP addreszs  Port Protocol Key File
12700 p tep Difforkali/https/server key.insecure

Paz:

E\key J5HHIRAGHIHTTP i,
A5l 38 B> SSLAL/HTTPIL

NEmaTES - cul-/> B3 -] st
No. Time Souree Destination Frotecol  Langth Laftever Capturs Dats Infe
13 10.066900 127.0.0.. 127.0.0.1  TLSv1.2 107 [SSL segment of a reassembled PDU]
14 10.066922 127.0.0.. 127.0.0.1 TCP 66 nttfsé‘mE - 48238 Eu:x! Seq=1276 Ack=503 Win=44800 Len=0 TSval-188663799 ..
15 11.606378 127.0.0.. 127.0.0.1 |ll‘lTP 92 GET .html HTTP/1.1 -
16 11.606401 127.0.0.. 127.0.0.1  TCP 66 https(443) - 48238 [ACK] Seq  'HC/AWANRG M)  CrleM 188664184 ..
. 17 11.606801 127.0.0.. 127.0.0.1  HTTP 370 HTTP/1.1 200 OK (text/html)  SM/AUATE 1)  CulD
18 11.606810 127.0.0. 127.0.8.1  TCP 66 48238 - https(443) [ACK] Seq  RE/RAQEMESY  CuleT ~188664184 .
HilFs... Crl+Shift+ T
20 16.612785 127.0.0.. 127.0.8.1  TLSv1.2 Alert (Level: Warning, Descr  $iiiW.. Ctri+Alt+C
22 16.612810 127.0.0. 127.0.0.1  TCP 66 https(443) - 48238 [ACK] Seq  RRHEER 188665435 .
¥ e — e B : - EHTSNAM el
> Frame 15: 92 bytes on wire (736 bits), 92 bytes captured (736 bits) AESE »
> Ethernet II, Src: ©0:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00) e L »
> Internet Protocol Version 4, Src: www.foo.com (127.0.0.1), Dst: www.foo.com (127.0.0.1) nAGR v
. 4 4 s 1N V1 Fae Necane ADAIO. LADAION. Nete Neetee bodtoae L BAAIN e FAY Aalee AN homma
0000 ©0 00 60 @0 00 00 00 00 00 00 00 00 08 00 45 00  ........ ...... E. e S
0010 0@ de 9 cc 40 00 40 06 42 db 7f 00 00 @1 7f 00  .N..8.@. B....... Tce i
0020 ©0 01 bc Ge 01 bb 75 14 49 dd 11 9f da 73 80 18  ...n..u. I....s5.. — - UDP I
8030 ©1 76 fe 42 00 00 01 01 08 @a @b Je 9 78 @b 3e  .v.B.... ...>.x.>
2040 €7 £7 17 ©3 03 00 15 ¢7 7f 2d 47 1 €9 c7 7d .~6.1..} EED » e
0050 eb 7f @a @5 a7 df ca b5 72 2e B9 f1 iansnane Paaa RERA)...
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