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0x00 easy_math

[Asm] 4ix A& FE E#I1MEint _ cdecl main(int argc, const char **argv, const char **envp)
{

__int64 v3; // rax

__int64 v4; // rdx
unsigned int v5; // ebx
__int64 v6; // rdx

__int64 v7; // rax

__int64 v8; // rax

__int64 v9; // rdx

__int64 v10; // rax

__int64 v11; // rax

__int64 v12; // rdx

__int64 v13; // rax
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__int64 v14; // rdx

__int64 v15; // rax

__int64 v16; // rax

__int64 v17; // rdx

__int64 v18; // rax

unsigned int input; // [rsp-48h] [rbp-48h]

unsigned int v21; // [rsp-44h] [rbp-44h]

__int64 flags; // [rsp-40h] [rbp-40h]

unsigned __int64 v23; // [rsp-18h] [rbp-18h]

v23 = readfsqword(0x28u);

v3 = std::operator<<<:char_traits>>(

(__int64)&std::cout,

(__int64)"to continue, you have to guess the value of my dice first!",
(__int64)envp);

std::ostream::operator<>);

v21 = rolling_dice();

std::operator<<<:char_traits>>(

(__int64)&std::cout,

(__int64)"now the dice have been rolled, guess what it is: ",

v4);

std::istream::operator>>(&std::cin, &input);

v5 = input;

v7 = std::operator<<<:char_traits>>((__int64)&std::cout, (__int64)"expected: ", v6);
v8 = std::ostream::operator<

v10 = std::operator<<<:char_traits>>(v8, (__int64)", guess: ", v9);
v11 = std::ostream::operator<

std::ostream::operator<>);

if (input !=v21)

{

v13 = std::operator<<<:char_traits>>((__int64)&std::cout, (__int64)"you are bad at guessing dice", v12);

std::ostream::operator<>);



exit(0);

}

std::operator<<<:char_traits>>(

(__int64)&std::cout,

(__int64)"wow, you are good at dice-guessing, now give me your flag: ",

v12);

std::_cxx11::basic_string,std::allocator>::basic_string(&flags);
std::operator>>,std::allocator>(&std::cin, &flags);

if (std::__cxx11::basic_string,std::allocator>::length(&flags) != 32 )

{

v15 = std::operator<<<:char_traits>>((__int64)&std::cout, (__int64)"assert len(flag) == 32", v14);
std::ostream::operator<>);

exit(0);

}

v16 = std::operator<<<:char_traits>>((__int64)&std::cout, (__int64)"now the math part...", v14);
std::ostream::operator<>);

if ( (unsigned __int8)math_part((__int64)&flags) )

v18 = std::operator<<<:char_traits>>(

(__int64)&std::cout,

(__int64)"wow, you are good at doing math too, you deserve to have the flag, just submit it!",
v17);

else

v18 = std::operator<<<:char_traits>>((__int64)&std::cout, (__int64)"you are bad at doing math", v17);
std::ostream::operator<>);

std::__cxx11::basic_string,std::allocator>::~basic_string(&flags);

return 0;

}
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[Asm] 4z A FE E#fSsigned _int64 _ fastcall math_part(__int64 flag_s)



{
int v1; // et1

int v2; // edx
int v3; // ecx
int v4; // et1
int v5; // et1
int v6; // et1
int v7; // edx
int v8; // edx
int v9; // et1
int v10; // ecx
int v11; // edx
int v12; // et1
int v13; // edx
int v14; // edx
int v15; // ecx
int v16; // edx
int v17; // et1
int v18; // edx
int v19; // et1
int v20; // ecx
int v21; // edx
int v22; // ecx
int v23; // et1
int v24; // edx
int v25; // edx
int v26; // ecx
int v27; // ecx
int v28; // ecx
int v29; // et1

int v30; // ecx



int v31; // ecx

int v32; // edx

signed __int64 result; // rax
char *flag; // [rsp-8h] [rbp-8h]
flag = (char *)std::__cxx11::basic_string,std::allocator>::c_str(flag_s);
v1 = 76 * flag[21]

+ 31 * flag[9]

+ 87 * flag[28]

+ 54 * flag[2]

+ 74 * flag[5]

+ 99 * flag[26]

+ 94 * flag[3]

+ 84 * flag[19]

+ 32 * flag[15]

+90 * flag[27]

+16 * flag[14]

+19 * flag[8]

+ 33 * flag[20]

+ 35 * flag[31]

+ 65 * flag[29]

+ 47 * flag[12]

+ 3 * flag[1]

+ 57 * flag[7]

+ 5 * flag[17]

+ 70 * flag[13]

+ 28 * flag[24]

+ 79 * flag[11]

+ 63 * flag[23]

+ 66 * flag[30]

+ 28 * flag[10]

+ flag[4];



if (82 * flag[16] + 58 * flag[25] + v1 + 81 * flag[6] + 61 * flag[18] + 31 * flag[22] + 71 * *flag != 0x237F5 )
goto LABEL_37;
v2 = 55 * flag[6]
+ 38 * flag[9]

+ 39 * flag[18]

+ 73 * flag[24]

+ 86 * flag[13]
+18 * flag[11]

+ 40 * flag[21]

+ 40 * flag[26]

+ 54 * flag[14]

+ 81 * flag[10]

+ 71 * flag[27]

+ 20 * flag[8]

+ 16 * flag[28]

+ 65 * flag[30]

+ 87 * flag[3]

+ 14 * flag[16]

+ flag[5]

+ 41 * *flag

+ 58 * flag[15]

+ 73 * flag[2]

+ 46 * flag[23]

+ 7 * flag[19]

+ 89 * flag[17]

+ 65 * flag[25]

+ 43 * flag[7]

+ 6 * flag[20];

if (v2 + 60 * flag[12] + 40 * flag[31] + 57 * flag[29] + 40 * flag[4] + 30 * flag[1] + 63 * flag[22] != Ox1F21D )
goto LABEL_37,

v3 = 53 * flag[10]



+ 82 * flag[14]

+ 70 * flag[5]

+ 84 * flag[2]

+ 57 * flag[19]

+ 92 * flag[27]

+ 57 * flag[11]

+ 77 * flag[4]

+ 49 * flag[8]

+ 62 * flag[29]

+ 97 * flag[22]

+ 47 * flag[1]

+ 30 * flag[16]

+ 45 * flag[30]

+ 94 * flag[28]

+ 6 * flag[9]

+ 83 * flag[20]

+ 18 * flag[23]

+ 97 * flag[15]

+ 11 * flag[12]
+ 35 * flag[7]

+ 81 * flag[26]

+ 67 * flag[13]

+ 11 * flag[31]
+ 84 * flag[24];
if (28 * flag[6] + 17 * flag[21] + 18 * flag[3] + v3 + 63 * flag[25] + 61 * flag[18] != 0x22863 )
goto LABEL_37,
v4 = 14 * flag[24]
+ 46 * flag[6]

+ 56 * flag[7]

+ 13 * flag[2]

+ 82 * flag[11]



+ 49 * flag[30]
+ 97 * flag[18]
+ 50 * flag[14]
+ 83 * flag[27]
+ 38 * flag[13]
+ 49 * flag[29]
+ 9 * flag[4]

+ 91 * flag[20]
+ 33 * flag[25]
+ 4 * flag[22]
+5* flag[17]
+61 * flag[15]
+ 65 * flag[3]

+ 68 * flag[28]
+ 6 * flag[16]

+ (flag[8] << 6)
+ 56 * flag[9]

+ 67 * flag[10]
+ 5 * flag[9]

+ flag[21]

+10 * flag[19];
if (86 * flag[23] + 52 * flag[1] + v4 + 83 * flag[12] + 37 * flag[26] + 85 * *flag != Ox1CA87 )
goto LABEL_37;
v5 = 9 * flag[28]
+ 63 * flag[5]

+ 20 * flag[4]

+ 96 * flag[8]

+ 39 * flag[11]
+ 91 * flag[1]

+ 40 * flag[9]

+ 85 * flag[14]



+ 62 * flag[16]
+ 95 * flag[19]
+ 34 * flag[22]
+ 67 * flag[31]
+ 51 * flag[27]
+ 45 * flag[26]
+ 92 * flag[15]
+ 91 * flag[21]
+ 85 * flag[13]
+12 * flag[7]

+ 26 * flag[23]
+ 56 * flag[30]
+ 82 * flag[18]
+ 72 * flag[17]
+ 54 * flag[6]
+17 * flag[12]
+ 84 * flag[29]
+ 17 * *flag;

if (53 * flag[3] + 91 * flag[2] + 57 * flag[25] + 66 * flag[20] + v5 + 8 * flag[24] + 63 * flag[10] != 0x261F8 )
goto LABEL_37;
v6 = 88 * flag[9]
+ 48 * flag[4]

+ 83 * flag[13]
+ 66 * flag[7]

+ 60 * flag[30]
+ 57 * flag[6]

+ 85 * flag[17]
+ 71 * flag[28]
+ 98 * flag[24]
+ 83 * flag[10]

+ 12 * flag[1]



+ 72 * flag[31]

+ 12 * flag[22]

+ 80 * flag[20]

+ 15 * flag[19]

+ 81 * flag[21]

+ 87 * *flag

+ 37 * flag[16]
+4 * flag[15]

+ 41 * flag[3]

+ 84 * flag[26]

+ 56 * flag[25]

+ 84 * flag[14]

+ 41 * flag[27]

+ 98 * flag[18]

+ 18 * flag[2];

if (55 * flag[23] + v6 + 95 * flag[11] + 33 * flag[29] + 66 * flag[8] != 0x245E3 )
goto LABEL_37;
v7 = 57 * flag[21]
+ 63 * flag[12]
+4 * flag[14]

+ 59 * flag[31]

+ 15 * flag[23]

+ 12 * flag[25]

+ 58 * flag[]

+ 40 * flag[4]

+ 26 * flag[30]

+ 8 * flag[19]

+ 25 * flag[6]

+ 97 * flag[10]

+ 12 * flag[28]

+ 74 * flag[26]



+ 65 * flag[8]
+ 93 * flag[27]
+18 * flag[22]
+ 84 * flag[2]
+ 7 * flag[1]

+ 22 * flag[18]
+9*flag[17]
+ 89 * flag[19]
+ 72 * flag[13]
+ 47 * flag[20]
+ 7 * flag[29];

if (43 * flag[16] + 47 * *flag + 53 * flag[24] + 75 * flag[11] + v7 + 8 * flag[9] + 24 * flag[7] + 75 * flag[3] !=
121517 )

goto LABEL_37;
v8 = 86 * flag[17]
+ 74 * *flag

+ 72 * flag[4]

+ 27 * flag[20]

+ 88 * flag[9]

+ (flag[21] << 6)
+ 52 * flag[15]
+4 * flag[19]

+ 8 * flag[1]

+ 16 * flag[13]

+ 54 * flag[25]

+ 8 * flag[29]

+ 52 * flag[23]

+ 14 * flag[10]

+ 88 * flag[18]

+ 33 * flag[8]

+ 99 * flag[27]



+ 65 * flag[14]
+ 66 * flag[5]

+ 36 * flag[6]

+ 58 * flag[16]
+ 63 * flag[22]
+ 93 * flag[3]

+ 96 * flag[11]
+ 26 * flag[26]
+ 65 * flag[12];
if (77 * flag[30] + 89 * flag[31] + 55 * flag[7] + v8 + 42 * flag[28] + 14 * flag[2] + 57 * flag[24] != 0x24F96 )
goto LABEL_37;
v9 = 51 * flag[7]
+42 * flag[4]

+ 78 * flag[8]

+ 45 * flag[25]
+ 63 * flag[30]
+ 85 * flag[26]
+ 30 * flag[29]
+ 83 * flag[14]
+ 62 * flag[31]
+ 71 * flag[22]
+ 45 * flag[17]
+ (flag[6] << 6)
+ 87 * flag[23]
+ 49 * flag[28]
+ 14 * *flag

+ 4 * flag[21]

+ 63 * flag[5]

+ 53 * flag[13]
+ 19 * flag[19]

+ 44 * flag[16]



+ 5 * flag[3]

+ 74 * flag[195]

+ 19 * flag[18]

+ 89 * flag[11]

+ 11 * flag[20]
+ 34 * flag[12];
if (53 * flag[24] + 95 * flag[27] + vO + 14 * flag[1] + 87 * flag[10] + 63 * flag[9] + 70 * flag[2] != 142830 )
goto LABEL_37;
v10 = 13 * flag[29]
+ 11 * flag[22]
+ 41 * flag[5]

+ 38 * flag[13]

+ 90 * flag[31]

+ 68 * flag[7]

+ 56 * flag[14]

+ 4 * flag[23]

+ 66 * flag[28]

+ 28 * flag[1]
+6 * flag[12]

+ 91 * flag[16]

+ 59 * flag[3]

+ 81 * flag[17]

+ 44 * flag[2]

+ 33 * flag[24]

+ 34 * flag[19]

+ 17 * flag[18]

+ 77 * flag[25]

+ 25 * flag[8]

+ 8 * flag[6]

+ 10 * flag[30]

+ 66 * flag[20];



if (69 * *flag

+ 67 * flag[9]

+ 57 * flag[15]

+ 77 * flag[10]

+ 67 * flag[26]

+ 94 * flag[11]
+v10

+ 41 * flag[27]

+ 29 * flag[21] != Ox1DED9 )
goto LABEL_37;
v11 =23 * flag[25]
+ 32 * flag[3]

+ 72 * flag[15]

+ 41 * flag[26]

+ 33 * flag[30]

+ 82 * flag[13]

+ 20 * *flag

+7 *flag[12]

+ 25 * flag[29]

+ 39 * flag[21]

+ 57 * flag[14]

+ 14 * flag[16]

+ 24 * flag[24]

+ 37 * flag[22]

+ 71 * flag[10]

+ 65 * flag[23]

+ 46 * flag[8]

+ 40 * flag[19]

+ 77 * flag[27]

+ 80 * flag[18]

+ 88 * flag[6]



+ 20 * flag[31]

+ 83 * flag[11]

+ 73 * flag[1]

+ 8 * flag[9]

+ 15 * flag[20];
if (31 * flag[9] + 17 * flag[4] + 6 * flag[28] + v11 + 70 * flag[7] + 24 * flag[17] + 16 * flag[2] != 0x19B4D )
goto LABEL_37;
v12 = 41 * flag[24]
+ 45 * flag[30]

+ 82 * flag[20]

+ 86 * flag[19]
+99 * flag[9]

+ 96 * flag[22]

+ 85 * flag[28]

+ 70 * flag[5]

+ 77 * flag[23]

+ 80 * flag[11]

+ 40 * flag[31]

+ 66 * flag[12]
+12 * flag[2]

+ 77 * flag[15]

+ 72 * flag[4]

+ 42 * flag[26]

+ 81 * flag[27]

+ 90 * flag[13]

+ 37 * flag[16]

+ 29 * flag[17]

+ 20 * flag[29]

+ 85 * flag[6]

+ 6 * flag[7]

+ 2 * *flag



+ 72 * flag[1]

+ 75 * flag[14];
if (25 * flag[21] + 79 * flag[3] + v12 + 40 * flag[25] + 29 * flag[8] + 25 * flag[10] != 0x2519A )
goto LABEL_37;
v13 = 42 * flag[31]
+ 95 * flag[30]

+ 58 * flag[8]

+ 47 * flag[13]

+ 65 * flag[15]

+ 24 * flag[17]

+ 97 * flag[10]

+ 24 * flag[21]

+ 28 * *flag

+ 77 * flag[5]

+ 97 * flag[6]

+ 24 * flag[26]

+ 32 * flag[12]

+ 5 * flag[25]

+ 55 * flag[28]

+ 9 * flag[23]

+ 85 * flag[4]

+ 6 * flag[9]

+ 61 * flag[19]

+ 12 * flag[3]

+ 76 * flag[7]

+ 36 * flag[27]

+ 77 * flag[24]

+ 24 * flag[29]

+ 67 * flag[14]

+ 19 * flag[16];

if (83 * flag[11] + 75 * flag[1] + v13 + 47 * flag[20] + 13 * flag[22] != 125609 )



goto LABEL_37;
v14 = flag[1]

+ 88 * flag[3]

+ 90 * *flag

+ 4 * flag[23]

+ 46 * flag[7]

+ 54 * flag[16]

+ 16 * flag[6]

+ 89 * flag[22]

+ 76 * flag[27]

+ 38 * flag[17]

+ 3 * flag[9]

+ 70 * flag[14]

+ 3 * flag[24]

+ 24 * flag[13]

+ 54 * flag[2]

+ 20 * flag[8]

+ 83 * flag[12]

+ 21 * flag[15]

+ 77 * flag[18]

+ 31 * flag[19]

+ 59 * flag[21]

+ 33 * flag[20]

+ 84 * flag[11]

+ 19 * flag[29]

+ 38 * flag[26]

+ 63 * flag[31];
if (30 * flag[25] + 41 * flag[28] + 65 * flag[10] + v14 + 16 * flag[30] + 15 * flag[4] + 39 * flag[9] != 123069 )
goto LABEL_37,
v15 = 27 * flag[18]

+ 48 * flag[4]



+ 13 * flag[20]

+ 44 * flag[10]
+70 * flag[12]

+ 44 * flag[17]

+ 22 * flag[23]

+ 55 * flag[14]

+ 73 * flag[26]

+ 55 * flag[8]

+ 58 * flag[11]

+ 31 * flag[30]

+ 78 * flag[29]
+19 * flag[25]

+ 52 * flag[31]

+ 27 * flag[21]

+ 38 * flag[27]

+ 40 * flag[28]

+ 35 * flag[1]

+ 48 * flag[22]

+ 71 * flag[15]

+ 24 * flag[6]

+ 89 * flag[16]

+ 37 * flag[3]

+ 78 * flag[2];

if (6™ flag[9] + 19 * flag[19] + v15 + 3 * flag[5] + 52 * flag[24] + 40 * flag[7] != 113842
goto LABEL_37;
v16 = 31 * flag[12]
+ 35 * flag[10]

+ 54 * flag[20]

+ 26 * flag[29]

+ 29 * flag[3]

+ 2 * flag[23]



+ 46 * *flag

+ 30 * flag[26]

+ 56 * flag[27]

+ 100 * flag[11]
+ 43 * flag[1]

+ 15 * flag[4]
+79 * flag[17]
+12 * flag[5]

+ 38 * flag[9]

+ 3 * flag[30]
+16 * flag[21]
+19 * flag[13]

+ 67 * flag[19]

+ 37 * flag[28]

+ flag[7]

+ 73 * flag[16]

+ 85 * flag[6]
+17 * flag[14]

+ 90 * flag[22]

+ 15 * flag[2];

if (95 * flag[8] + 92 * flag[18] + 84 * flag[31] + v16 + 43 * flag[25] + 96 * flag[24] != 119824 )
goto LABEL_37;
v17 = 92 * flag[20]
+ 43 * flag[23]

+ 16 * flag[19]

+ 92 * flag[9]

+ 49 * flag[26]

+ 44 * flag[2]

+ 26 * flag[29]

+ (flag[25] << 6)

+ 45 * flag[24]



+ 99 * flag[11]

+ 43 * flag[4]

+ 75 * flag[21]

+ 53 * flag[31]

+ 18 * flag[18]

+ 11 * flag[13]
+ 52 * *flag
+16 * flag[8]

+ 9 * flag[7]

+ 77 * flag[16]

+ 33 * flag[10]

+ 86 * flag[1]

+ 33 * flag[3]

+ 29 * flag[9]
+6 * flag[12]

+ 91 * flag[14]

+ 36 * flag[15];
if (36 * flag[22] + 69 * flag[28] + 77 * flag[6] + v17 + 94 * flag[27] + 13 * flag[30] + 89 * flag[17] != 135873 )
goto LABEL_37;
v18 = 68 * flag[2]
+ 83 * flag[10]

+ 47 * flag[5]

+ 85 * flag[13]

+ 22 * flag[8]

+ 92 * flag[27]

+ 75 * flag[28]

+ 43 * flag[3]

+ 29 * flag[22]

+ 92 * *flag

+ 54 * flag[16]

+ 17 * flag[30]



+ 78 * flag[18]

+ 7 * flag[23]

+ 69 * flag[21]

+ 63 * flag[31]

+ 71 * flag[4]

+ 10 * flag[6]

+ 66 * flag[14]

+ 25 * flag[26]

+ 32 * flag[1]

+ 48 * flag[19]

+ 86 * flag[11]

+ 20 * flag[25]

+ 78 * flag[20]

+ 25 * flag[17];
if (16 * flag[7] + flag[15] + 82 * flag[9] + 60 * flag[29] + v18 + 76 * flag[12] + 13 * flag[24] != 142509 )
goto LABEL_37;
v19 = 77 * flag[9]
+ 56 * flag[30]
+79 * flag[2]

+ 71 * flag[29]

+ 95 * flag[28]

+ 87 * flag[24]

+ 62 * flag[16]

+ 85 * flag[26]

+ 43 * flag[20]

+ 67 * flag[19]

+ 97 * flag[8]

+ 80 * *flag

+ 23 * flag[3]

+ 95 * flag[25]

+ 82 * flag[21]



+ 66 * flag[31]

+ 5 * flag[4]

+ 66 * flag[27]

+ 25 * flag[12]

+ 4 * flag[9]

+ 12 * flag[7]

+ 85 * flag[1]
+10 * flag[6]

+ 45 * flag[11]

+ 28 * flag[18]

+ 26 * flag[19];
if (88 * flag[22] + 23 * flag[13] + 18 * flag[14] + v19 + 48 * flag[23] + 45 * flag[17] != 148888 )
goto LABEL_37;
v20 = 81 * flag[30]
+ 21 * flag[6]

+ 72 * flag[11]

+ 48 * flag[18]

+ 2 *flag[19]

+ 42 * flag[10]

+ 22 * flag[24]
+99 * flag[2]

+ 78 * flag[22]

+ 83 * flag[12]

+ 60 * flag[9]

+ 59 * flag[13]

+ 15 * flag[5]

+ 25 * flag[20]

+ 43 * flag[15]

+ 56 * flag[28]

+ 33 * flag[25]

+ 71 * flag[23]



+ 31 * *flag

+ 95 * flag[3]

+ 73 * flag[17]

+ 86 * flag[14]
+15 * flag[21]

+ 61 * flag[7]

+ 12 * flag[29]

+ 95 * flag[26];
if (25 * flag[8] + v20 + 13 * flag[1] + 100 * flag[16] + 11 * flag[4] + 79 * flag[27] != 138023 )
goto LABEL_37;
v21 = 53 * flag[27]
+ 52 * flag[29]

+ 70 * flag[22]

+ 35 * flag[30]

+ 50 * flag[16]

+ 59 * flag[8]

+ 75 * flag[10]

+ 55 * flag[20]

+ 23 * *flag

+ 52 * flag[17]

+ 47 * flag[3]

+ 91 * flag[13]

+ 46 * flag[7]

+ 42 * flag[14]

+ 79 * flag[26]

+ 87 * flag[21]

+ 30 * flag[6]

+ 26 * flag[1]

+ 57 * flag[31]

+ 33 * flag[12]

+ 51 * flag[9]



+ 56 * flag[24]

+ 59 * flag[11]

+ 36 * flag[23]

+ 88 * flag[4]

+ 28 * flag[2];

if (37 * flag[28] + 62 * flag[25] + 42 * flag[18] + v21 + 44 * flag[15] + 19 * flag[19] + 74 * flag[5] != 142299 )
goto LABEL_37;
v22 = 80 * flag[21]
+ 43 * flag[31]

+ 67 * flag[16]

+ 55 * flag[13]

+ 95 * flag[24]

+ 46 * flag[28]

+ 93 * flag[5]

+ 75 * flag[20]

+ 14 * flag[25]

+ 24 * flag[26]

+ 50 * flag[29]

+ 70 * flag[15]

+ 63 * flag[30]

+ 77 * flag[23]

+ 96 * flag[19]

+ 66 * flag[11]

+ 72 * flag[27]

+ 94 * flag[4]

+ 63 * flag[22]

+ 69 * flag[3]

+ 73 * flag[1]

+ 60 * flag[7]

+ 9 * flag[2]

+ 39 * flag[17]



+ 25 * *flag

+ 49 * flag[14];
if (v22 + 48 * flag[8] + 86 * flag[9] + 72 * flag[10] + 23 * flag[18] + 21 * flag[6] != 155777 )
goto LABEL_37;
v23 = 27 * flag[11]
+ 40 * flag[8]

+ 53 * flag[15]

+ 40 * flag[18]

+ 56 * flag[3]

+ 2 * flag[2]

+ 32 * flag[4]
+90 * flag[1]

+ 54 * flag[16]

+ 20 * flag[9]

+ 86 * flag[17]

+ 82 * flag[31]

+ 43 * flag[25]

+ 43 * flag[13]

+ 86 * flag[21]

+ 17 * *flag

+ (flag[14] << 6)
+ 6 * flag[30]

+ 86 * flag[9]

+ 15 * flag[7]

+ 46 * flag[12]

+ 21 * flag[26]

+ 90 * flag[20]

+ 19 * flag[6]

+ 93 * flag[23]

+ 31 * flag[27];

if (25 * flag[24] + 11 * flag[22] + v23 + 62 * flag[29] + 21 * flag[19] + 42 * flag[10] != 117687 )



goto LABEL_37;
v24 = flag[27]

+ 66 * flag[18]

+ 40 * flag[17]

+ 17 * *flag

+ 27 * flag[19]

+ 26 * flag[31]

+ 57 * flag[24]

+ 35 * flag[3]

+ 80 * flag[1]

+ 67 * flag[5]

+ 85 * flag[6]
+7 * flag[15]

+ 93 * flag[8]

+ 3 * flag[22]

+ 77 * flag[12]

+ 12 * flag[28]

+ 4 * flag[2]

+ 27 * flag[9]

+ 53 * flag[25]

+ 37 * flag[30]

+ 43 * flag[23]

+ 33 * flag[4]

+ 39 * flag[26]

+ 7 * flag[7]

+ 75 * flag[10]

+ 15 * flag[14];
if (89 * flag[21] + 100 * flag[13] + v24 + 45 * flag[20] + 36 * flag[29] + 78 * flag[11] + 31 * flag[16] != 117383 )
goto LABEL_37,
v25 =71 * flag[16]

+4* flag[1]



+ 77 * flag[31]

+ 83 * flag[2]

+ 11 * flag[30]
+ 53 * flag[19]

+ 85 * flag[12]

+ 67 * flag[13]

+ 39 * flag[8]

+ 45 * flag[24]

+ 84 * flag[22]

+ 99 * flag[14]

+ 38 * flag[3]

+ 29 * flag[4]
+90 * flag[9]
+61 * flag[18]
+40 * flag[7]

+ (flag[17] << 6)
+ 9 * flag[25]

+ 86 * flag[29]

+ 80 * flag[21]

+ 4 * flag[15]

+ 96 * flag[23]

+ 99 * flag[10]

+ 40 * flag[27];
if (73 * flag[20] + 16 * flag[26] + 100 * flag[5] + 71 * flag[28] + v25 + 4 * *flag + 56 * flag[11] != 155741
[| (v26 = 87 * flag[2]
+ 86 * flag[24]

+ 76 * flag[14]

+ 38 * flag[23]

+ 85 * flag[3]

+ 71 * flag[22]

+ 42 * flag[29]



+ 85 * flag[30]
+ 14 * flag[10]
+17 * flag[13]
+ 42 * flag[25]
+ 11 * flag[19]
+ 44 * flag[15]
+ 21 * flag[4]
+ 60 * flag[16]
+ 28 * flag[6]
+ 46 * flag[20]
+ 25 * flag[9]
+ 77 * flag[31]
+ 21 * flag[8]
+ 85 * flag[7]
+ 36 * flag[1]
+ 91 * flag[27]
+ 21 * flag[28]
+ 38 * flag[17],

(flag[12] << B) + 76 * *flag + 5 * flag[11] + v26 + 3 * flag[26] + 61 * flag[21] + 15 * flag[5] + 32 * flag[18] !=
132804)

|| (v27 = 36 * flag[1]
+ 60 * flag[3]

+ 84 * flag[11]

+ 19 * flag[26]

+ 76 * flag[27]

+ 86 * flag[16]

+ 92 * flag[8]

+ 96 * flag[14]

+ 60 * flag[21]

+ 23 * flag[4]

+ 60 * flag[12]



+ 50 * flag[23]
+ 78 * flag[22]
+ 45 * flag[9]
+ 42 * flag[18]
+10 * flag[2]
+ 60 * flag[20]
+ 24 * flag[24]
+ 77 * flag[7]
+ 41 * flag[6]
+ 29 * flag[13]
+ 33 * flag[5]
+ 2 * flag[15]
+ 33 * flag[29]
+ 39 * flag[31],

95 * flag[30] + 75 * flag[28] + 3 * flag[10] + v27 + 41 * flag[25] + 100 * flag[19] + 9 * flag[17] + 79 * *flag !=
145568)

|| (v28 = 25 * flag[26]
+ 98 * flag[24]
+ 15 * flag[6]
+ 50 * flag[18]
+ 88 * flag[20]
+ 74 * flag[11]
+ 83 * flag[1]
+ 86 * flag[21]
+ 52 * flag[7]
+ 39 * flag[10]
+ 40 * flag[13]
+ 82 * flag[28]
+ 37 * flag[3]
+ 45 * *flag

+ 18 * flag[25]



+ 2 * flag[29]

+ 6 *flag[12]

+ 78 * flag[31]
+ 37 * flag[2]

+ 57 * flag[23]
+ 3 * flag[4]

+ 59 * flag[8]

+ 73 * flag[15]
+ flag[22]

+18 * flag[9]

+ 35 * flag[14],
68 * flag[5] + 98 * flag[27] + 98 * flag[16] + 10 * flag[19] + v28 + 20 * flag[17] + 54 * flag[30] != 130175)
|| (v29 = 68 * flag[23]
+ 60 * flag[18]
+ 93 * flag[20]
+100 * flag[11]
+ 98 * flag[14]
+ 32 * flag[3]

+ 15 * flag[21]
+ 79 * *flag

+ 6 * flag[24]

+ 62 * flag[26]
+ 96 * flag[6]

+ 68 * flag[22]
+ 9 * flag[7]

+ 88 * flag[]

+ 18 * flag[27]
+ 70 * flag[9]

+ 96 * flag[25]
+ 89 * flag[4]

+ 14 * flag[31]



+ 83 * flag[17]
+ 19 * flag[15]
+ 44 * flag[1]
+ 96 * flag[8]
+ 87 * flag[16]
+ 48 * flag[2]
+ 95 * flag[13],
60 * flag[10] + 50 * flag[12] + 30 * flag[29] + 90 * flag[19] + v29 + 73 * flag[28] + 92 * flag[30] != 171986)
[| (v30 = 86 * flag[9]
+ 20 * flag[7]
+ 29 * flag[16]
+ 31 * flag[14]
+ 83 * flag[26]
+ 11 * flag[4]
+ 29 * flag[19]
+ 82 * flag[13]
+ 84 * flag[10]
+ 70 * flag[1]
+ 52 * flag[12]
+ 40 * flag[6]
+ 91 * flag[8]
+6 * flag[17]
+ 77 * flag[28]
+ 56 * flag[5]
+ 86 * flag[23]
+ 63 * flag[31]
+ 26 * flag[27]
+ 19 * flag[22]
+ 50 * flag[3]
+ 15 * flag[15]

+ 67 *flag[2]



+ 37 * flag[24]

+ 84 * flag[18],

53 * flag[30] + 87 * flag[25] + 23 * flag[29] + 80 * flag[20] + v30 + 81 * flag[21] + 93 * *flag != 151676)
| (v31 = 12 * flag[11]

+ 82 * flag[24]

+ 100 * flag[8]

+ 29 * flag[26]

+ 97 * flag[12]

+ 32 * flag[6]

+ 26 * flag[27]

+46 * flag[19]

+ 8 * (flag[25] + 9 * *flag + 2 * flag[17])
+ 63 * flag[10]

+ 39 * flag[29]

+ 81 * flag[15]

+ 51 * flag[13]

+ 31 * flag[30]

+ 49 * flag[4]

+ 3 * flag[22]

+ 26 * flag[28]

+ 15 * flag[20]

+ 89 * flag[2]

+ 5 * flag[31]

+ 47 * flag[18]

+ 19 * flag[23]

+ 98 * flag[9],

29 * flag[3] + 93 * flag[5] + 67 * flag[21] + v31 + 15 * flag[16] + 49 * flag[1] != 128223)
|| (v32 = 84 * flag[25]

+ 91 * flag[10]

+ 67 * flag[22]

+ 77 * flag[195]



+ 23 * flag[26]
+ 38 * flag[4]
+ 3 * flag[31]
+ 76 * flag[13]
+ 50 * *flag

+ 74 * flag[11]
+ 45 * flag[28]
+ 58 * flag[29]
+ 39 * flag[5]
+ 95 * flag[9]
+ 26 * flag[16]
+ 23 * flag[8]
+ 28 * flag[24]
+ 89 * flag[1]
+ 88 * flag[18]
+ 3 * flag[3]

+ 59 * flag[20]
+ 80 * flag[23]
+ 49 * flag[17]
+ 56 * flag[21]
+ 32 * flag[27]
+ 24 * flag[2],
13 * flag[14] + 73 * flag[19] + 99 * flag[7] + 76 * flag[12] + v32 + 77 * flag[30] + 18 * flag[6] != 138403) )
{

LABEL_37:
result = OLL,;

}

else

{

result = 1LL;

}



return result;

}
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[Asm] 43X AEF &S from z3 import *

x = Solver()

flag = [Int('flag%d'%i) for i in range(32)]

x.add((82 * flag[16] + 58 * flag[25] + 76 * flag[21] + 31 * flag[9]+ 87 * flag[28]+ 54 * flag[2]+ 74 * flag[5]+ 99 *
flag[26]+ 94 * flag[3]+ 84 * flag[19]+ 32 * flag[15]+ 90 * flag[27]+ 16 * flag[14]+ 19 * flag[8]+ 33 * flag[20]+ 35 *
flag[31]+ 65 * flag[29]+ 47 * flag[12]+ 3 * flag[1]+ 57 * flag[7]+ 5 * flag[17]+ 70 * flag[13]+ 28 * flag[24]+ 79 *
flag[11]+ 63 * flag[23]+ 66 * flag[30]+ 28 * flag[10]+ flag[4] + 81 * flag[6] + 61 * flag[18] + 31 * flag[22] + 71 *
flag[0]) == 0x237F5)

x.add((55 * flag[6]+ 38 * flag[9]+ 39 * flag[18]+ 73 * flag[24]+ 86 * flag[13]+ 18 * flag[11]+ 40 * flag[21]+ 40 *
flag[26]+ 54 * flag[14]+ 81 * flag[10]+ 71 * flag[27]+ 20 * flag[8]+ 16 * flag[28]+ 65 * flag[30]+ 87 * flag[3]+ 14 *
flag[16]+ flag[5]+ 41 * flag[0]+ 58 * flag[15]+ 73 * flag[2]+ 46 * flag[23]+ 7 * flag[19]+ 89 * flag[17]+ 65 *
flag[25]+ 43 * flag[7]+ 6 * flag[20] + 60 * flag[12] + 40 * flag[31] + 57 * flag[29] + 40 * flag[4] + 30 * flag[1] + 63
* flag[22]) == Ox1F21D)

x.add((28 * flag[6] + 17 * flag[21] + 18 * flag[3] + 53 * flag[10]+ 82 * flag[14]+ 70 * flag[5]+ 84 * flag[2]+ 57 *
flag[19]+ 92 * flag[27]+ 57 * flag[11]+ 77 * flag[4]+ 49 * flag[8]+ 62 * flag[29]+ 97 * flag[22]+ 47 * flag[1]+ 30 *
flag[16]+ 45 * flag[30]+ 94 * flag[28]+ 6 * flag[9]+ 83 * flag[20]+ 18 * flag[23]+ 97 * flag[15]+ 11 * flag[12]+ 35 *
flag[7]+ 81 * flag[26]+ 67 * flag[13]+ 11 * flag[31]+ 84 * flag[24] + 63 * flag[25] + 61 * flag[18]) == 0x22863)

x.add((86 * flag[23] + 52 * flag[1] + 14 * flag[24]+ 46 * flag[6]+ 56 * flag[7]+ 13 * flag[2]+ 82 * flag[11]+ 49 *
flag[30]+ 97 * flag[18]+ 50 * flag[14]+ 83 * flag[27]+ 38 * flag[13]+ 49 * flag[29]+ 9 * flag[4]+ 91 * flag[20]+ 33 *
flag[25]+ 4 * flag[22]+ 5 * flag[17]+ 61 * flag[15]+ 65 * flag[3]+ 68 * flag[28]+ 6 * flag[16]+ (flag[8] * 64)+ 56 *
flag[9]+ 67 * flag[10]+ 5 * flag[5]+ flag[21]+ 10 * flag[19] + 83 * flag[12] + 37 * flag[26] + 85 * flag[0]) ==
0x1CA87)

x.add( 53 * flag[3] + 91 * flag[2] + 57 * flag[25] + 66 * flag[20] + 9 * flag[28]+ 63 * flag[5]+ 20 * flag[4]+ 96 *
flag[8]+ 39 * flag[11]+ 91 * flag[1]+ 40 * flag[9]+ 85 * flag[14]+ 62 * flag[16]+ 95 * flag[19]+ 34 * flag[22]+ 67 *
flag[31]+ 51 * flag[27]+ 45 * flag[26]+ 92 * flag[15]+ 91 * flag[21]+ 85 * flag[13]+ 12 * flag[7]+ 26 * flag[23]+ 56
* flag[30]+ 82 * flag[18]+ 72 * flag[17]+ 54 * flag[6]+ 17 * flag[12]+ 84 * flag[29]+ 17 * flag[0] + 8 * flag[24] + 63
* flag[10] == 0x261F8 )

x.add( 55 * flag[23] + 88 * flag[9]+ 48 * flag[4]+ 83 * flag[13]+ 66 * flag[7]+ 60 * flag[30]+ 57 * flag[6]+ 85 *
flag[17]+ 71 * flag[28]+ 98 * flag[24]+ 83 * flag[10]+ 12 * flag[1]+ 72 * flag[31]+ 12 * flag[22]+ 80 * flag[20]+ 15
* flag[19]+ 81 * flag[21]+ 87 * flag[0]+ 37 * flag[16]+ 4 * flag[15]+ 41 * flag[3]+ 84 * flag[26]+ 56 * flag[25]+ 84 *
flag[14]+ 41 * flag[27]+ 98 * flag[18]+ 18 * flag[2] + 95 * flag[11] + 33 * flag[29] + 66 * flag[8] == 0x245E3 )

x.add( 43 * flag[16] + 47 * flag[0] + 53 * flag[24] + 75 * flag[11] + 57 * flag[21]+ 63 * flag[12]+ 4 * flag[14]+ 59 *
flag[31]+ 15 * flag[23]+ 12 * flag[25]+ 58 * flag[5]+ 40 * flag[4]+ 26 * flag[30]+ 8 * flag[15]+ 25 * flag[6]+ 97 *
flag[10]+ 12 * flag[28]+ 74 * flag[26]+ 65 * flag[8]+ 93 * flag[27]+ 18 * flag[22]+ 84 * flag[2]+ 7 * flag[1]+ 22 *
flag[18]+ 9 * flag[17]+ 89 * flag[19]+ 72 * flag[13]+ 47 * flag[20]+ 7 * flag[29] + 8 * flag[9] + 24 * flag[7] + 75 *
flag[3] == 121517 )



x.add( 77 * flag[30] + 89 * flag[31] + 55 * flag[7] + 86 * flag[17]+ 74 * flag[0]+ 72 * flag[4]+ 27 * flag[20]+ 88 *
flag[9]+ (flag[21] * 64)+ 52 * flag[15]+ 4 * flag[19]+ 8 * flag[1]+ 16 * flag[13]+ 54 * flag[25]+ 8 * flag[29]+ 52 *
flag[23]+ 14 * flag[10]+ 88 * flag[18]+ 33 * flag[8]+ 99 * flag[27]+ 65 * flag[14]+ 66 * flag[5]+ 36 * flag[6]+ 58 *
flag[16]+ 63 * flag[22]+ 93 * flag[3]+ 96 * flag[11]+ 26 * flag[26]+ 65 * flag[12] + 42 * flag[28] + 14 * flag[2] + 57
* flag[24] == 0x24F96 )

x.add( 53 * flag[24] + 95 * flag[27] + 51 * flag[7]+ 42 * flag[4]+ 78 * flag[8]+ 45 * flag[25]+ 63 * flag[30]+ 85 *
flag[26]+ 30 * flag[29]+ 83 * flag[14]+ 62 * flag[31]+ 71 * flag[22]+ 45 * flag[17]+ (flag[6] * 64)+ 87 * flag[23]+
49 * flag[28]+ 14 * flag[0]+ 4 * flag[21]+ 63 * flag[5]+ 53 * flag[13]+ 19 * flag[19]+ 44 * flag[16]+ 5 * flag[3]+ 74 *
flag[15]+ 19 * flag[18]+ 89 * flag[11]+ 11 * flag[20]+ 34 * flag[12] + 14 * flag[1] + 87 * flag[10] + 63 * flag[9] + 70
* flag[2] == 142830 )

x.add( 69 * flag[0]+ 67 * flag[9]+ 57 * flag[15]+ 77 * flag[10]+ 67 * flag[26]+ 94 * flag[11]+ 13 * flag[29]+ 11 *
flag[22]+ 41 * flag[5]+ 38 * flag[13]+ 90 * flag[31]+ 68 * flag[7]+ 56 * flag[14]+ 4 * flag[23]+ 66 * flag[28]+ 28 *
flag[1]+ 6 * flag[12]+ 91 * flag[16]+ 59 * flag[3]+ 81 * flag[17]+ 44 * flag[2]+ 33 * flag[24]+ 34 * flag[19]+ 17 *
flag[18]+ 77 * flag[25]+ 25 * flag[8]+ 8 * flag[6]+ 10 * flag[30]+ 66 * flag[20]+ 41 * flag[27]+ 29 * flag[21] ==
O0x1DED9 )

x.add( 31 * flag[9] + 17 * flag[4] + 6 * flag[28] + 23 * flag[25]+ 32 * flag[3]+ 72 * flag[15]+ 41 * flag[26]+ 33 *
flag[30]+ 82 * flag[13]+ 20 * flag[0]+ 7 * flag[12]+ 25 * flag[29]+ 39 * flag[21]+ 57 * flag[14]+ 14 * flag[16]+ 24 *
flag[24]+ 37 * flag[22]+ 71 * flag[10]+ 65 * flag[23]+ 46 * flag[8]+ 40 * flag[19]+ 77 * flag[27]+ 80 * flag[18]+ 88
* flag[B]+ 20 * flag[31]+ 83 * flag[11]+ 73 * flag[1]+ 8 * flag[5]+ 15 * flag[20] + 70 * flag[7] + 24 * flag[17] + 16 *
flag[2] == 0x19B4D )

x.add( 25 * flag[21] + 79 * flag[3] + 41 * flag[24]+ 45 * flag[30]+ 82 * flag[20]+ 86 * flag[19]+ 99 * flag[9]+ 96 *
flag[22]+ 85 * flag[28]+ 70 * flag[5]+ 77 * flag[23]+ 80 * flag[11]+ 40 * flag[31]+ 66 * flag[12]+ 12 * flag[2]+ 77 *
flag[15]+ 72 * flag[4]+ 42 * flag[26]+ 81 * flag[27]+ 90 * flag[13]+ 37 * flag[16]+ 29 * flag[17]+ 20 * flag[29]+ 85
* flag[B]+ 6 * flag[7]+ 2 * flag[0]+ 72 * flag[1]+ 75 * flag[14] + 40 * flag[25] + 29 * flag[8] + 25 * flag[10] ==
0x2519A)

x.add( 83 * flag[11] + 75 * flag[1] + 42 * flag[31]+ 95 * flag[30]+ 58 * flag[8]+ 47 * flag[13]+ 65 * flag[15]+ 24 *
flag[17]+ 97 * flag[10]+ 24 * flag[21]+ 28 * flag[0]+ 77 * flag[5]+ 97 * flag[6]+ 24 * flag[26]+ 32 * flag[12]+ 5 *
flag[25]+ 55 * flag[28]+ 9 * flag[23]+ 85 * flag[4]+ 6 * flag[9]+ 61 * flag[19]+ 12 * flag[3]+ 76 * flag[7]+ 36 *
flag[27]+ 77 * flag[24]+ 24 * flag[29]+ 67 * flag[14]+ 19 * flag[16] + 47 * flag[20] + 13 * flag[22] == 125609 )

x.add( 30 * flag[25] + 41 * flag[28] + 65 * flag[10] + flag[1]+ 88 * flag[3]+ 90 * flag[O]+ 4 * flag[23]+ 46 * flag[7]+
54 * flag[16]+ 16 * flag[6]+ 89 * flag[22]+ 76 * flag[27]+ 38 * flag[17]+ 3 * flag[5]+ 70 * flag[14]+ 3 * flag[24]+ 24
* flag[13]+ 54 * flag[2]+ 20 * flag[8]+ 83 * flag[12]+ 21 * flag[15]+ 77 * flag[18]+ 31 * flag[19]+ 59 * flag[21]+ 33
* flag[20]+ 84 * flag[11]+ 19 * flag[29]+ 38 * flag[26]+ 63 * flag[31] + 16 * flag[30] + 15 * flag[4] + 39 * flag[9] ==
123069 )

x.add( 6 * flag[9] + 19 * flag[19] + 27 * flag[18]+ 48 * flag[4]+ 13 * flag[20]+ 44 * flag[10]+ 70 * flag[12]+ 44 *
flag[17]+ 22 * flag[23]+ 55 * flag[14]+ 73 * flag[26]+ 55 * flag[8]+ 58 * flag[11]+ 31 * flag[30]+ 78 * flag[29]+ 19
* flag[25]+ 52 * flag[31]+ 27 * flag[21]+ 38 * flag[27]+ 40 * flag[28]+ 35 * flag[1]+ 48 * flag[22]+ 71 * flag[15]+
24 * flag[6]+ 89 * flag[16]+ 37 * flag[3]+ 78 * flag[2] + 3 * flag[5] + 52 * flag[24] + 40 * flag[7] == 113842 )

x.add( 95 * flag[8] + 92 * flag[18] + 84 * flag[31] + 31 * flag[12]+ 35 * flag[10]+ 54 * flag[20]+ 26 * flag[29]+ 29 *
flag[3]+ 2 * flag[23]+ 46 * flag[0]+ 30 * flag[26]+ 56 * flag[27]+ 100 * flag[11]+ 43 * flag[1]+ 15 * flag[4]+ 79 *
flag[17]+ 12 * flag[5]+ 38 * flag[9]+ 3 * flag[30]+ 16 * flag[21]+ 19 * flag[13]+ 67 * flag[19]+ 37 * flag[28]+
flag[7]+ 73 * flag[16]+ 85 * flag[6]+ 17 * flag[14]+ 90 * flag[22]+ 15 * flag[2] + 43 * flag[25] + 96 * flag[24] ==
119824 )



x.add( 36 * flag[22] + 69 * flag[28] + 77 * flag[6] + 92 * flag[20]+ 43 * flag[23]+ 16 * flag[19]+ 92 * flag[5]+ 49 *
flag[26]+ 44 * flag[2]+ 26 * flag[29]+ (flag[25] * 64)+ 45 * flag[24]+ 99 * flag[11]+ 43 * flag[4]+ 75 * flag[21]+ 53
* flag[31]+ 18 * flag[18]+ 11 * flag[13]+ 52 * flag[0]+ 16 * flag[8]+ 9 * flag[7]+ 77 * flag[16]+ 33 * flag[10]+ 86 *
flag[1]+ 33 * flag[3]+ 29 * flag[9]+ 6 * flag[12]+ 91 * flag[14]+ 36 * flag[15] + 94 * flag[27] + 13 * flag[30] + 89 *
flag[17] == 135873 )

x.add( 16 * flag[7] + flag[15] + 82 * flag[9] + 60 * flag[29] + 68 * flag[2]+ 83 * flag[10]+ 47 * flag[5]+ 85 *
flag[13]+ 22 * flag[8]+ 92 * flag[27]+ 75 * flag[28]+ 43 * flag[3]+ 29 * flag[22]+ 92 * flag[0]+ 54 * flag[16]+ 17 *
flag[30]+ 78 * flag[18]+ 7 * flag[23]+ 69 * flag[21]+ 63 * flag[31]+ 71 * flag[4]+ 10 * flag[6]+ 66 * flag[14]+ 25 *
flag[26]+ 32 * flag[1]+ 48 * flag[19]+ 86 * flag[11]+ 20 * flag[25]+ 78 * flag[20]+ 25 * flag[17] + 76 * flag[12] + 13
* flag[24] == 142509 )

x.add( 88 * flag[22] + 23 * flag[13] + 18 * flag[14] + 77 * flag[9]+ 56 * flag[30]+ 79 * flag[2]+ 71 * flag[29]+ 95 *
flag[28]+ 87 * flag[24]+ 62 * flag[16]+ 85 * flag[26]+ 43 * flag[20]+ 67 * flag[15]+ 97 * flag[8]+ 80 * flag[0]+ 23 *
flag[3]+ 95 * flag[25]+ 82 * flag[21]+ 66 * flag[31]+ 5 * flag[4]+ 66 * flag[27]+ 25 * flag[12]+ 4 * flag[5]+ 12 *
flag[7]+ 85 * flag[1]+ 10 * flag[6]+ 45 * flag[11]+ 28 * flag[18]+ 26 * flag[19] + 48 * flag[23] + 45 * flag[17] ==
148888 )

x.add( 25 * flag[8] + 81 * flag[30]+ 21 * flag[6]+ 72 * flag[11]+ 48 * flag[18]+ 2 * flag[19]+ 42 * flag[10]+ 22 *
flag[24]+ 99 * flag[2]+ 78 * flag[22]+ 83 * flag[12]+ 60 * flag[9]+ 59 * flag[13]+ 15 * flag[5]+ 25 * flag[20]+ 43 *
flag[15]+ 56 * flag[28]+ 33 * flag[25]+ 71 * flag[23]+ 31 * flag[0]+ 95 * flag[3]+ 73 * flag[17]+ 86 * flag[14]+ 15 *
flag[21]+ 61 * flag[7]+ 12 * flag[29]+ 95 * flag[26] + 13 * flag[1] + 100 * flag[16] + 11 * flag[4] + 79 * flag[27] ==
138023 )

x.add( 37 * flag[28] + 62 * flag[25] + 42 * flag[18] + 53 * flag[27]+ 52 * flag[29]+ 70 * flag[22]+ 35 * flag[30]+ 50
* flag[16]+ 59 * flag[8]+ 75 * flag[10]+ 55 * flag[20]+ 23 * flag[0]+ 52 * flag[17]+ 47 * flag[3]+ 91 * flag[13]+ 46 *
flag[7]+ 42 * flag[14]+ 79 * flag[26]+ 87 * flag[21]+ 30 * flag[6]+ 26 * flag[1]+ 57 * flag[31]+ 33 * flag[12]+ 51 *
flag[9]+ 56 * flag[24]+ 59 * flag[11]+ 36 * flag[23]+ 88 * flag[4]+ 28 * flag[2] + 44 * flag[15] + 19 * flag[19] + 74 *
flag[5] == 142299 )

x.add( 80 * flag[21]+ 43 * flag[31]+ 67 * flag[16]+ 55 * flag[13]+ 95 * flag[24]+ 46 * flag[28]+ 93 * flag[5]+ 75 *
flag[20]+ 14 * flag[25]+ 24 * flag[26]+ 50 * flag[29]+ 70 * flag[15]+ 63 * flag[30]+ 77 * flag[23]+ 96 * flag[19]+ 66
* flag[11]+ 72 * flag[27]+ 94 * flag[4]+ 63 * flag[22]+ 69 * flag[3]+ 73 * flag[1]+ 60 * flag[7]+ 9 * flag[2]+ 39 *
flag[17]+ 25 * flag[O]+ 49 * flag[14] + 48 * flag[8] + 86 * flag[9] + 72 * flag[10] + 23 * flag[18] + 21 * flag[6] ==
155777 )

x.add( 25 * flag[24] + 11 * flag[22] + 27 * flag[11]+ 40 * flag[8]+ 53 * flag[15]+ 40 * flag[18]+ 56 * flag[3]+ 2 *
flag[2]+ 32 * flag[4]+ 90 * flag[1]+ 54 * flag[16]+ 20 * flag[9]+ 86 * flag[17]+ 82 * flag[31]+ 43 * flag[25]+ 43 *
flag[13]+ 86 * flag[21]+ 17 * flag[O]+ (flag[14] * 64)+ 6 * flag[30]+ 86 * flag[5]+ 15 * flag[7]+ 46 * flag[12]+ 21 *
flag[26]+ 90 * flag[20]+ 19 * flag[6]+ 93 * flag[23]+ 31 * flag[27] + 62 * flag[29] + 21 * flag[19] + 42 * flag[10] ==
117687 )

x.add( 89 * flag[21] + 100 * flag[13] + flag[27]+ 66 * flag[18]+ 40 * flag[17]+ 17 * flag[0]+ 27 * flag[19]+ 26 *
flag[31]+ 57 * flag[24]+ 35 * flag[3]+ 80 * flag[1]+ 67 * flag[5]+ 85 * flag[6]+ 7 * flag[15]+ 93 * flag[8]+ 3 *
flag[22]+ 77 * flag[12]+ 12 * flag[28]+ 4 * flag[2]+ 27 * flag[9]+ 53 * flag[25]+ 37 * flag[30]+ 43 * flag[23]+ 33 *
flag[4]+ 39 * flag[26]+ 7 * flag[7]+ 75 * flag[10]+ 15 * flag[14] + 45 * flag[20] + 36 * flag[29] + 78 * flag[11] + 31
* flag[16] == 117383 )

x.add( 73 * flag[20] + 16 * flag[26] + 100 * flag[5] + 71 * flag[28] + 71 * flag[16]+ 4 * flag[1]+ 77 * flag[31]+ 83 *
flag[2]+ 11 * flag[30]+ 53 * flag[19]+ 85 * flag[12]+ 67 * flag[13]+ 39 * flag[8]+ 45 * flag[24]+ 84 * flag[22]+ 99 *
flag[14]+ 38 * flag[3]+ 29 * flag[4]+ 90 * flag[9]+ 61 * flag[18]+ 40 * flag[7]+ (flag[17] * 64)+ 9 * flag[25]+ 86 *
flag[29]+ 80 * flag[21]+ 4 * flag[15]+ 96 * flag[23]+ 99 * flag[10]+ 40 * flag[27] + 4 * flag[0] + 56 * flag[11] ==
155741)



x.add((flag[12] * 64) + 76 * flag[0] + 5 * flag[11] + 87 * flag[2]+ 86 * flag[24]+ 76 * flag[14]+ 38 * flag[23]+ 85 *
flag[3]+ 71 * flag[22]+ 42 * flag[29]+ 85 * flag[30]+ 14 * flag[10]+ 17 * flag[13]+ 42 * flag[25]+ 11 * flag[19]+ 44
* flag[15]+ 21 * flag[4]+ 60 * flag[16]+ 28 * flag[6]+ 46 * flag[20]+ 25 * flag[9]+ 77 * flag[31]+ 21 * flag[8]+ 85 *
flag[7]+ 36 * flag[1]+ 91 * flag[27]+ 21 * flag[28]+ 38 * flag[17] + 3 * flag[26] + 61 * flag[21] + 15 * flag[5] + 32 *
flag[18] == 132804)

x.add(95 * flag[30] + 75 * flag[28] + 3 * flag[10] + 36 * flag[1]+ 60 * flag[3]+ 84 * flag[11]+ 19 * flag[26]+ 76 *
flag[27]+ 86 * flag[16]+ 92 * flag[8]+ 96 * flag[14]+ 60 * flag[21]+ 23 * flag[4]+ 60 * flag[12]+ 50 * flag[23]+ 78 *
flag[22]+ 45 * flag[9]+ 42 * flag[18]+ 10 * flag[2]+ 60 * flag[20]+ 24 * flag[24]+ 77 * flag[7]+ 41 * flag[6]+ 29 *
flag[13]+ 33 * flag[5]+ 2 * flag[15]+ 33 * flag[29]+ 39 * flag[31] + 41 * flag[25] + 100 * flag[19] + 9 * flag[17] + 79
* flag[0] == 145568)

x.add(68 * flag[5] + 98 * flag[27] + 98 * flag[16] + 10 * flag[19] + 25 * flag[26]+ 98 * flag[24]+ 15 * flag[6]+ 50 *
flag[18]+ 88 * flag[20]+ 74 * flag[11]+ 83 * flag[1]+ 86 * flag[21]+ 52 * flag[7]+ 39 * flag[10]+ 40 * flag[13]+ 82 *
flag[28]+ 37 * flag[3]+ 45 * flag[0]+ 18 * flag[25]+ 2 * flag[29]+ 6 * flag[12]+ 78 * flag[31]+ 37 * flag[2]+ 57 *
flag[23]+ 3 * flag[4]+ 59 * flag[8]+ 73 * flag[15]+ flag[22]+ 18 * flag[9]+ 35 * flag[14] + 20 * flag[17] + 54 *
flag[30] == 130175)

x.add(60 * flag[10] + 50 * flag[12] + 30 * flag[29] + 90 * flag[19] + 68 * flag[23]+ 60 * flag[18]+ 93 * flag[20]+
100 * flag[11]+ 98 * flag[14]+ 32 * flag[3]+ 15 * flag[21]+ 79 * flag[0]+ 6 * flag[24]+ 62 * flag[26]+ 96 * flag[6]+
68 * flag[22]+ 9 * flag[7]+ 88 * flag[5]+ 18 * flag[27]+ 70 * flag[9]+ 96 * flag[25]+ 89 * flag[4]+ 14 * flag[31]+ 83 *
flag[17]+ 19 * flag[15]+ 44 * flag[1]+ 96 * flag[8]+ 87 * flag[16]+ 48 * flag[2]+ 95 * flag[13] + 73 * flag[28] + 92 *
flag[30] == 171986)

x.add(53 * flag[30] + 87 * flag[25] + 23 * flag[29] + 80 * flag[20] + 86 * flag[9]+ 20 * flag[7]+ 29 * flag[16]+ 31 *
flag[14]+ 83 * flag[26]+ 11 * flag[4]+ 29 * flag[19]+ 82 * flag[13]+ 84 * flag[10]+ 70 * flag[1]+ 52 * flag[12]+ 40 *
flag[B]+ 91 * flag[8]+ 6 * flag[17]+ 77 * flag[28]+ 56 * flag[5]+ 86 * flag[23]+ 63 * flag[31]+ 26 * flag[27]+ 19 *
flag[22]+ 50 * flag[3]+ 15 * flag[15]+ 67 * flag[2]+ 37 * flag[24]+ 84 * flag[18] + 81 * flag[21] + 93 * flag[0] ==
151676)

x.add(29 * flag[3] + 93 * flag[5] + 67 * flag[21] + 12 * flag[11]+ 82 * flag[24]+ 100 * flag[8]+ 29 * flag[26]+ 97 *
flag[12]+ 32 * flag[6]+ 26 * flag[27]+ 46 * flag[19]+ 8 * (flag[25] + 9 * flag[0] + 2 * flag[17])+ 63 * flag[10]+ 39 *
flag[29]+ 81 * flag[15]+ 51 * flag[13]+ 31 * flag[30]+ 49 * flag[4]+ 3 * flag[22]+ 26 * flag[28]+ 15 * flag[20]+ 89 *
flag[2]+ 5 * flag[31]+ 47 * flag[18]+ 19 * flag[23]+ 98 * flag[9] + 15 * flag[16] + 49 * flag[1] == 128223)

x.add(13 * flag[14] + 73 * flag[19] + 99 * flag[7] + 76 * flag[12] + 84 * flag[25]+ 91 * flag[10]+ 67 * flag[22]+ 77 *
flag[15]+ 23 * flag[26]+ 38 * flag[4]+ 3 * flag[31]+ 76 * flag[13]+ 50 * flag[0]+ 74 * flag[11]+ 45 * flag[28]+ 58 *
flag[29]+ 39 * flag[5]+ 95 * flag[9]+ 26 * flag[16]+ 23 * flag[8]+ 28 * flag[24]+ 89 * flag[1]+ 88 * flag[18]+ 3 *
flag[3]+ 59 * flag[20]+ 80 * flag[23]+ 49 * flag[17]+ 56 * flag[21]+ 32 * flag[27]+ 24 * flag[2] + 77 * flag[30] + 18
* flag[6] == 138403)

print x.check()

print x.model()

5 2lflag

[Asm] 4i XA EE K| i5hgame{H4ppY#n3w@Y 3AR%frOM-oDiDi}
0x01 Say-Muggle-Code a.k.a. SMC

[Asm] dixCAEF E#lMHGint _ cdecl main(int arge, const char **argv, const char **envp)

{



__int64 v3; /] rax

char v4; /[ r12

bool v5; // r13

__int64 v6; // rax

__int64 v7; /] rbx

bool v8; // al

__int64 v9; // rax

signed int i; // [rsp+Ch] [rbp-E4h]

char v12; // [rsp+10h] [rbp-EOh]

char v13; // [rsp+30h] [rbp-COh]

char v14; // [rsp+50h] [rbp-AOh]

char v15; // [rsp+70h] [rbp-80h]

char v16; // [rsp+90h] [rbp-60h]

__int64 v17; // [rsp+BO0h] [rbp-40h]

__int64 v18; // [rsp+B8h] [rbp-38h]

unsigned __int64 v19; // [rsp+C8h] [rbp-28h]

v19 = _ readfsqword(0x28u);
std::__cxx11::basic_string,std::allocator>::basic_string(&v12, argv, envp);
std::operator<<<:char_traits>>(&std::cout, "hello muggle, please give me your flag: ");
std::operator>>,std::allocator>(&edata, &v12);

if ( std::__cxx11::basic_string,std::allocator>::length(&v12) 1= 39 )

{

v3 = std::operator<<<:char_traits>>(&std::cout, "your flag has a wrong length, muggle!");
std::ostream::operator<>);

exit(0);

}

std::__cxx11::basic_string,std::allocator>::substr(&v13, &v12, OLL, 6LL);
v =1;
if ( 1(unsigned __int8)std::operator!=,std::allocator>(&v13, "hgame{") )

{



std::__cxx11::basic_string,std::allocator>::substr(&v14, &v12, 38LL, -1LL);
v4 =1;

if ('(unsigned __int8)std::operator!=,std::allocator>(&v14, "}") )

v =0;
Y
if (v4)

std::_cxx11::basic_string,std::allocator>::~basic_string(&v14);
std::_cxx11::basic_string,std::allocator>::~basic_string(&v13);

if (v5)

{

v6 = std::operator<<<:char_traits>>(&std::cout, "it's not even a valid flag, muggle!");
std::ostream::operator<>);

}

else

{

std::___cxx11::basic_string,std::allocator>::substr(&v15, &v12, 6LL, 16LL);
std::__cxx11::basic_string,std::allocator>::substr(&v16, &v12, 22LL, 16LL);
v17 = OLL;

v18 = OLL;

v17 = *(unsigned __int8 *)std::__cxx11::basic_string,std::allocator>::operatorf](
&v15,

OLL);

for(i=1;i<=15; ++i)

{

v7 = *(unsigned __int8 *)std::__cxx11::basic_string,std::allocator>::operator{](
&v15,

i-1);

*((UBYTE *)&v17 + i) = *(_BYTE *)std::__cxx11::basic_string,std::allocator>::operator{](
&v15,

i) AT,

}



v8 = (unsigned __int8)check1(&v15) A1 || (unsigned __int8)check2(&v16, &v17) * 1;
if (v8)

v9 = std::operator<<<:char_traits>>(&std::cout, "your flag is good, but mine is better, muggle!");
else

v9 = std::operator<<<:char_traits>>(

&std::cout,

"wow, your flag is exactly the same as mine, congratulations, just submit it!");
std::ostream::operator<>);
std::_cxx11::basic_string,std::allocator>::~basic_string(&v16);
std::_cxx11::basic_string,std::allocator>::~basic_string(&v15);

}

std::__cxx11::basic_string,std::allocator>::~basic_string(&v12);

return O;

}

SEHIWTC BE R AN R 390L 514 HI W T "hgame{"F1"}"

b J5 A2 V1% #6-22473% A check1 i £

[Asm] 4i e A& FE | signed _int64 _ fastcall check1(__int64 a1)

{

int v1; // eax

inti; // [rsp+1Ch] [rbp-14h]

for (i=0;

i < (unsigned __int64)std::__cxx11::basic_string,std::allocator>::length(a1);
++i)

{

v1 =*(char *)std::__cxx11::basic_string,std::allocator>::operator[](a1, i);
LOBYTE(v1) = v1 "OxE9;

if (v1!= (unsigned __int8)data1[i] )

return OLL;

}

return 1LL;

}



B HB4 AT LA HH6-2247 2 781ef0676e13e541
Fi%& check2ii

[Asm] 4 A& FE & H110i%bool _ fastcall check2(__int64 a1, __int64 a2)
{

const char *v2; // rax

char dest[8]; // [rsp+10h] [rbp-20h]

__int64 v5; // [rsp+18h] [rbp-18h]

char v6; // [rsp+20h] [rbp-10h]

unsigned __int64 v7; // [rsp+28h] [rbp-8h]

v7 = __readfsqword(0x28u);

*(_LQWORD *)dest = OLL;

v5 = OLL;

v2 = (const char *)std::__cxx11::basic_string,std::allocator>::c_str(a1);
strcpy(dest, v2);

mprotect(&encrypt, 0x200uLL, 7);

modify(&encrypt, 0x200uLL);

((void (__fastcall *)(char *, __int64))encrypt)(dest, a2);
return strcmp(dest, data2) == 0;

}

mprotect & $& SR

modify B #E #RASMCT

H# LIDCA

[Asm] 43 A& F Bl Hi#include

static dec(from) {

auto i, x;

auto gq=123;

for (i=0; i <= 0x200; i=i+1){

x = Byte(fromi);

x= (x'q);

q=q+1;



PatchByte(fromi,x);

}

}

B2 R £

[Asm] 4i 3z A FE E#48F%_DWORD * _fastcall encrypt(__int64 a1, DWORD *a2)
{

_DWORD *result; // rax

int v3; // [rsp+10h] [rbp-10h]

signed int i; // [rsp+14h] [rbp-Ch]

signed int j; // [rsp+18h] [rbp-8h]

for (i=0;i<=31; ++i)

{

result = (_ DWORD *)2654435769LL;

v3 -= 1640531527;

for(j=0;j<=3;j+=2)

{

*(_DWORD *)(@1 + 4LL * j) = *(_DWORD *)(4LL *j + a1)

+ ((*(_DWORD *)(4 * (j + 1LL) + a1) + v3) A (16 * *(_DWORD *)(4 * (j + 1LL) + a1) + *a2) A (*(_DWORD *)(4 *
(j+ 1LL) + a1) >> 5) + a2[1]);

result = ( DWORD *)(4 * (j + 1LL) + a1);

*result += ((_DWORD *)@4LL *j + a1) + v3) A (16 * *(_DWORD *)(4LL * j + a1) + a2[2]) * (((_DWORD *)(4LL *
j+al)>>5)

+ a2[3));

}

}

return result;

}

PRE A

[Asm] 4i XA EF K| fi5result = ( DWORD *)2654435769LL;
v3 -= 1640531527,

H Wl 2 TEAN®
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[Asm] 4i xR FE H#I18Hhttps://sh1rker.github.io/2019/02/12/HGAME2019-Say-Muggle-Code-a-k-a-SMC/
[Asm] 4ixc A B F 8 Hlfi%#include

#include

void decrypt (DWORD* v, DWORD* k) {

DWORD v0=v[0], v1=V[1], v2=V[2],v3=V[3], sum=0xC6EF3720, i;
DWORD delta=0x9e3779b9;

DWORD k0=k[0], k1=k[1], k2=k[2], k3=K[3];

for (i=0; i<32; i++) {

v3 -= ((v2*16) + k2) * (v2 + sum) * ((v2>>5) + k3);

v2 -= ((v3*16) + kO) * (v3 + sum) * ((v3>>5) + k1);

v1 -=((v0*16) + k2) * (vO + sum) * ((vO>>5) + k3);

v0 -= ((v1*16) + kO)  (v1 + sum) * ((v1>>5) + k1);

sum -= delta;

}

v[0]=vO; V[1]=Vv1; v[2]=v2; V[3]=V3,;

}

int main(void)

{

DWORD key[4] = {0x54090f37,0x01065603, 0x02545301, 0x05015056};
DWORD flags[4] ={0xd240f52f,0x728cca9d,0xb6379fd3, Oxfba1a736};
IITEA Decrypt(flags, key);

decrypt(flags, key);

for(int i=0; i<4; ++i)

{

printf("%x ", flagsi]);

}

return O;

}
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[Asm] 2 AEF B #HiGhgame{781ef0676e13e541d91debef62c1946f)

0x02 helloweb

BH T8 T RERIE =AM hello.js hello.html hello.wasm

F—UGBE HE T wasm

RIR

WebAssembly f& —Fi iz 47 7£ B A 09 25 3 B2 8%t )3 ZU ARG 3 ELAR LT ) 1k BE R MR A RCR

BRI EOARANT FEREMmRANEMC, C+H+HRUSEREIFIE S R — D FE B %% B F5.
WebAssembly 2 — &K FIRILRIES -

BR MR i HI R, A8 DR IR A 1 e iR BE 12 4T IR BN tnC++ MIRustSE HI A IR 77 1
RESRME T M wWFEERUMECTIRBEMLE LIE1T.

WA B AR LR C/ICH++RE M I

P _E 5 1 75 T 1A AR AR 2 B A wabtil 13 Bie A RS B R wat SO 4% =X 15 B AL SR AR IE 5 R AR
RIBBRIE HORE —PMRUKE—T

% BB W % 35 1 R i https://emscripten.org/
H—ACxft

[Asm] 23 AEF B HiliaE#include
#include

int main()

{

char s[20];

printf("Input your flag:");

scanf("%s", s);

if(stremp(s, "flag{aaa}}")==0)

{

printf("good\n");

}

else

{

printf("wrong!\n");

}



return O;

}

SR 5 HE UM T

[Asm] 4i 3z A FE H#18i%emce hellos.c -s WASM=1 -o test.html

TG R U5 ) B BR R R H — B —# T Ehtmifljs R KB R EEARE

22.png (142.13 KB, F#.%k#: 0)

2019-3-6 21:49 k1%

PR — T ¥ A 25 KRS

BN A% B Fwabt il 4 th SR K. wat SO [ S A Hh A B
[Asm] 4t A &EFE & H4HE(export "_main" (func 19))
kR ¥ (func (;19;) (type 4) (result i32) H 325t main iR 3 76X B T i &
& — TS

[Asm] di e A &EFE B HAREE(func (;19;) (type 4) (result i32)
(local 132132132132 132132 132 i32 i32 i32)

global.get 18

local.set 9

global.get 18

i32.const 64

i32.add

global.set 18

global.get 18

global.get 19

i32.ge_s

if ;; label = @1

i32.const 64

call 0

end

local.get 9

i32.const 48

i32.add



local.set 7
local.get 9
i32.const 40
i32.add
local.set 6
local.get 9
i32.const 32
i32.add
local.set 5
local.get 9
i32.const 24
i32.add
local.set 4
local.get 9
local.set 1
i32.const 0
local.set O
i32.const 2528
local.get 4

call 86

drop

local.get 5
local.get 1
i32.store
i32.const 2545
local.get 5

call 85

drop

local.get 1
i32.const 2548

call 84



local.set 2

local.get 2

i32.const 0

i32.eq

local.set 3

local.get 3

if ;; label = @1

i32.const 2559

local.get 6

call 86

drop

local.get 9

global.set 18

i32.const 0

return

else

i32.const 2565

local.get 7

call 86

drop

local.get 9

global.set 18

i32.const 0

return

end

A PRA] UK

call $func86 M. iZ k2 printf T
call $func85 KL%k & scanfiki $t
call $func84 Rz %k =& stremprfi % T
A —h B AR

[Asm] Zix A B F S Hlfi%get_local $var1



i32.const 2548
call $func84

const 2548 R iZ k& M N\ B ZR/F X LR/ T 25483 = mfe T

333.png (13.33 KB, T #k#t: 0)

2019-3-6 22:00 k1%

& F 4 & "flag{aaa}}"
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[Asm] gixc A EFE &l iGstatic ud32 _main(void) {
u3210=0,11=0,12=0,13=0,14=0,15=0,16=0,17 =0,
8=0,19=0,110=0,111=0,112=0,113=0,114=0,115=0,
116=0,117=0,118=0,119=0,120=0, 121 =0, 122 = 0;
FUNC_PROLOGUE;

u32i0, i1, i2;

ub4 j1;

i0 = g18;

122 = i0;

i0 = g18;//6128u

i1 =80u;

i0+=i1;

g18 =i0;

i0 =g18;

i1=919;

i0 = (u32)((s32)i0 >= (s32)i1);

if (10) {

i0 = 80u;

(*Z_envZ_abortStackOverflowZ_vi)(i0);

}

i0 =122;

i1 =64u;



i0 =122;

112 =i0;

i0 = Ou;

10 =i0;

i0 = 2107uy;

i0 = f71(i0);//printf("Input your flag")

i0 = 120;

i32_store(Z_envZ_memory, (u64)(i0), i1);
i0 = 2130u;

i1=120;

i0 = f72(i0, i1);//Input

i0=112;

i1=1024u;

j1 =164 _load(Z_envZ_memory, (u64)(i1));
i64_store(Z_envZ_memory, (u64)(i0), j1);
i0=112;

i1=28u;

i0+=1i1;

i1=1024u;

i2 = 8u;

i1+=1i2;

j1 =1i64_load(Z_envZ_memory, (u64)(i1));
i64_store(Z_envZ_memory, (u64)(i0), j1);

i0=112;



i1 =16u;

i0 +=i1;

i1 =1024u;

i2 = 16u;

i1+=i2;

j1 =1i64_load(Z_envZ_memory, (u64)(i1));
i64_store(Z_envZ_memory, (u64)(i0), j1);
i0=112;

i1=24u;

i0 +=i1;

i1=1024u;

i2 = 24u;

i1+=i2;
i1=1i32_load16_s(Z_envZ_memory, (u64)(i1));
i32_store16(Z_envZ_memory, (u64)(i0), i1);
i0=112;

i1=26u;

i0 +=i1;

i1=1024u;

i2 = 26u;

i1+=i2;

i1 =1i32_load8_s(Z_envZ_memory, (u64)(i1));
i32_store8(Z_envZ_memory, (u64)(i0), i1);
i0 = Ou;

113 = i0;

L1:

i0 =113;

114 = i0;

i0 =114;

i1 =26u;

i0 = (U32)((s32)i0 < (s32)i1);//4 B i



115 = i0;

i0=115;

i0 = 1(i0):

if (i0) {//#83d K B gt Bk e
goto B2;

}

i0 = 1M3;//i+ %8s

116 = i0;

i0 = 2080u;

i1=116;

i0+=i1;

17 =i0;

i0=117;

i0 = i32_load8_s(Z_envZ_memory, (u64)(i0));//3# H AR TH i1
118 =i0;

i0=118;

i1 =24u;

i0 <<= (i1 & 31);

i1 =24u;

i0 = (u32)((s32)i0 >> (i1 & 31));
119 =i0;

i0 = 13;//iH %8s

12 =i0;

i0=11,

i0+=i1;

13 =i0;

i0=13;

i0 =i32_load8_s(Z_envZ_memory, (u64)(i0));
14 = i0;

i0 = 14,



i1=24u;

i0 <<= (i1 & 31);
i1 = 24u;

i0 = (u32)((s32)i0 >> (i1 & 31));
15 =i0;

i0 =15;

i1=119;

i0 A= i1;

16 = i0;

i0 = 16;

i1 =255u;

i0 &= if;

17 =i0;

i0=13;

i32_store8(Z_envZ_memory, (u64)(i0), i1);
i0=113;

18 = i0;

i0 =18;
i1="1uy;

i0 +=i1;

19 =i0;

i0=19;

113 =i0;

goto L1;

B2:;

i0=11;
i1=112;

i0 = f34(i0, i1);
110 = i0;

i0 =110;



i1=0u;

i0=i0!=if;

11 =i0;

i0 =111,

if (i0) {

i0 = 2144u;

i0 = f71(i0);//printf

i0 =122;

g18 =i0;

i0 = Ou;

goto Bfunc;

} else {

i0 = 2135u;

i0 = f71(i0);//printf

i0 =122;

g18 =i0;

i0 = Ou;

goto Bfunc;

}

UNREACHABLE;

Bfunc:;

FUNC_EPILOGUE;

return i0;

}

IR AT BLR BT 12 printfek 31
f722inputek
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0x00 real

8 B ##nreal B main MInE1R 8 2+

[Asm] i e A EFE EHIMRFS__int64 _ fastcall main(__int64 a1, char **a2, char **a3)
{

__int64 v3; // r14

__int64 v4; /] rex

__int64 v5; // rdx

char flag; // [rsp+30h] [rbp-COh]

unsigned __int64 v8; // [rsp+B8h] [rbp-38h]

v8 = __ readfsqword(0x28u);

memset(&flag, 0, Ox80uLL);

puts("Hello!");

puts("Please input your flag:");

fgets(&flag, 50, stdin);

v3 = atoll(&flag);

v4 = sub_400C5C(0x3737373737373737uLL, v3, v3 >> 63, OxXF78D5C4752F8CCDBLL, -1LL);
if (v5 | v4 * 0x169A25615637D3A4LL )
printf("failed", 0xF78D5C4752F8CCDBLL, -1LL);
else

printf("success!", 0xF78D5C4752F8CCDBLL, -1LL);
return OLL;
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[Asm] 4 A F B H%unsigned __ int64 sub_400976()
{

int vO; // eax

FILE *stream; // [rsp+0h] [rbp-1080h]
FILE *v3; // [rsp+8h] [rbp-1078h]
char modes[3]; // [rsp+10h] [rbp-1070h]
char v5; // [rsp+20h] [rbp-1060h]
char v6; // [rsp+21h] [rbp-105Fh]
char v7; /I [rsp+22h] [rbp-105Eh]
char v8; // [rsp+23h] [rbp-105Dh]
char name; // [rsp+30h] [rbp-1050h]
char v10; // [rsp+31h] [rbp-104Fh]
char v11; // [rsp+32h] [rbp-104Eh]
char v12; // [rsp+33h] [rbp-104Dh]
char v13; // [rsp+34h] [rbp-104Ch]
char v14; // [rsp+35h] [rbp-104Bh]
char v15; // [rsp+36h] [rbp-104Ah]
char v16; // [rsp+37h] [rbp-1049h]
char v17; /[ [rsp+38h] [rbp-1048h]
char v18; // [rsp+39h] [rbp-1047h]
char v19; // [rsp+3Ah] [rbp-1046h]
char path; // [rsp+40h] [rbp-1040h]
char v21; /[ [rsp+41h] [rbp-103Fh]
char v22; // [rsp+42h] [rbp-103Eh]
char v23; // [rsp+43h] [rbp-103Dh]
char v24; /[ [rsp+44h] [rbp-103Ch]
char v25; // [rsp+45h] [rbp-103Bh]
char v26; // [rsp+46h] [rbp-103Ah]
char v27; // [rsp+47h] [rbp-1039h]

char v28; // [rsp+48h] [rbp-1038h]



char v29; // [rsp+49h] [rbp-1037h]
char v30; // [rsp+4Ah] [rbp-1036h]
char v31; // [rsp+4Bh] [rbp-1035h]
char v32; // [rsp+4Ch] [rbp-1034h]
char v33; // [rsp+4Dh] [rbp-1033h]
char v34; // [rsp+4Eh] [rbp-1032h]
char command; // [rsp+50h] [rbp-1030h]
char v36; // [rsp+51h] [rbp-102Fh]
char v37; // [rsp+52h] [rbp-102Eh]
char v38; // [rsp+53h] [rbp-102Dh]
char v39; // [rsp+54h] [rbp-102Ch]
char v40; // [rsp+55h] [rbp-102Bh]
char v41; // [rsp+56h] [rbp-102Ah]
char v42; // [rsp+57h] [rbp-1029h]
char v43; // [rsp+58h] [rbp-1028h]
char v44; // [rsp+59h] [rbp-1027h]
char v45; // [rsp+5Ah] [rbp-1026h]
char v46; // [rsp+5Bh] [rbp-1025h]
char v47; /[ [rsp+5Ch] [rbp-1024h]
char v48; // [rsp+5Dh] [rbp-1023h]
char v49; // [rsp+5Eh] [rbp-1022h]
char v50; // [rsp+5Fh] [rbp-1021h]
char v51; /[ [rsp+60h] [rbp-1020h]
char v52; // [rsp+61h] [rbp-101Fh]
char v53; // [rsp+62h] [rbp-101Eh]
char v54; /[ [rsp+63h] [rbp-101Dh]
char v55; // [rsp+64h] [rbp-101Ch]
char v56; // [rsp+65h] [rbp-101Bh]
char v57; // [rsp+66h] [rbp-101Ah]
char v58; // [rsp+67h] [rbp-1019h]

char v59; // [rsp+68h] [rbp-1018h]



char v60; // [rsp+69h] [rbp-1017h]
char v61; // [rsp+6Ah] [rbp-1016h]
char v62; // [rsp+6Bh] [rbp-1015h]
char v63; // [rsp+6Ch] [rbp-1014h]
char buf; // [rsp+70h] [rbp-1010h]
unsigned __int64 v65; // [rsp+1078h] [rbp-8h]
v65 = readfsqword(0x28u);
modes[0] = 114;

modes[1] = 98;

modes|[2] = 0;

name = 46;

v10 =47;

v11 = 46;

vi12 = 114;

v13=101;

v14 = 97;

v15=108;

v16 = 46;

v17 = 115;

v18 = 111;

v19=0;

v5=119;

v6 = 98;

V7 =43;

command = 76;
v36 = 68;
v37 = 95;
v38 = 80;
v39 = 82;

v40 = 69;



v41 =76;
v42 =79;
v43 = 65;
v44 = 68;
v45 = 61;
V46 = 46;
va7 = 47;
v48 = 46;
v49 = 114;
v50 = 101;
v51 =97;
v52 = 108;
v53 = 46;
vb4 = 115;
vb5 = 111;
v56 = 32;
v57 = 46;
vb8 = 47,
vb9 = 114;
v60 = 101;
v61 = 97,
v62 = 108;
v63 = 0;
path = 47;
v21=112;
v22 = 114;
v23 = 111;
v24 = 99;
v25 = 47,
v26 = 115;

v27 = 101;



v28 = 108;

v29 = 102;

v30 = 47;

v31 =101;

v32 = 120;

v33 = 101;

v34 =0;

if (access(&name, 0) )

{

readlink(&path, &buf, 0x1000uLL);
stream = fopen(&buf, modes);
fseek(stream, -12936LL, 2); // BLH.sofE
v3 = fopen(&name, &v5);

while ( !feof(stream) )

{

v0 = fgetc(stream);

fputc(v0, v3);

}

fclose(stream);

fclose(v3);

system(&command);

exit(0);

}

return __readfsqword(0x28u) * v65;
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[Asm] gixc A& E HHIMBunsigned __ int64 puts()
{



char *v0; // rax

int i; // [rsp+Ch] [rbp-1014h]

char buf[4104]; // [rsp+10h] [rbp-1010h]
unsigned __int64 v4; // [rsp+1018h] [rbp-8h]
v4 = readfsqword(0x28u);

if (aaaaa )

{

printf("Please input your flag:");

putchar(10);

ji_encrypt(10LL);

exit(0);

}

memset(buf, 0, 0x1000uLL);

getcwd(buf, 0x1000uLL);

v0 = &buf[strlen(buf)];

*(_LQWORD *)v0 = 8299690328860012079LL;
*((_WORD *)v0 + 4) = 111;

unlink(buf);

printf("Hello!");

putchar(10);

mprotect(&dword_0, 0x1000uLL, 7);

for (i=0;i<=309; ++i)

*((BYTE *)encrypt + i + 20) A= i;

aaaaa =1;

return __readfsqword(0x28u) # v4;

}

X FRsme AT ME e b T B AR SR A
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[Asm] 4i XA EFE K #i|fiBunsigned __int64 encrypt()

{
void *v0; // ST00_8



unsigned int v1; // eax

__int64 v2; // ST00_8
unsigned int v3; // eax

char s1[128]; // [rsp+10h] [rbp-190h]
char v6; // [rsp+90h] [rbp-110h]
char s2; // [rsp+110h] [rbp-90h]
unsigned __int64 v8; // [rsp+198h] [rbp-8h]
v8 = readfsqword(0x28u);
v0 = malloc(0x100uLL);
memset(s1, 0, sizeof(s1));
s1[0] = 67;

s1[1] = 36;

s1[2] = 229;

s1[3] = 161;

s1[4] = 197;

s1[5] = 29;

s1[6] = 114;

s1[7] = 210;

s1[8] = 40;

s1[9] = 239;

s1[10] = 190;

s1[11] = 234;

s1[12] = 165;

s1[13] = 151;

s1[14] = 68;

s1[15] = 96;

s1[16] = 217;

s1[17] = 15;

s1[18] = 44;

s1[19] = 111;

s1[20] = 94,



s1[21] = 38;

s1[22] = 179;

s1[23] = 10;

s1[24] = 252;

s1[25] = 212;

s1[26] = 179;

memset(&v6, 0, 0x80uLL);
memset(&s2, 0, 0x80uLL);
scanf("%50s", &v6, &s2, v0);

v1 = strlen("hgame! @#");
unk_EB1(v2, "hgame! @#", v1);
v3 = strlen(&v6);

unk_F91(v2, (__int64)&v6, v3, (__int64)&s2);
if ( 'strcmp(s1, &s2) )
printf("success!", &s2);

else

printf("failed", &s2);

putchar(10);

return __readfsqword(0x28u) # v8;
}

HEunk_EB1E#

[Asm] 4 A B E EHIMFS_ int64 _ fastcall sub_EB1(__int64 a1, int64 a2, int a3)
{

__int64 result; // rax

unsigned int v4; // eax

char v5; // ST24_1

signed int i; // [rsp+18h] [rbp-Ch]
signed int j; // [rsp+18h] [rbp-Ch]
int v8; // [rsp+1Ch] [rbp-8h]

for (i=0;i<=255; ++i)

{



result = i;

*(BYTE *)@l +i) =i

}

v8 =0;

for (j=0;] <= 255; ++4])

{

v4 = (unsigned int)((*(unsigned __int8 *)(a1 + j) + v8 + *(unsigned __int8 *)(j % a3 + a2)) >> 31) >> 24;
v8 = (unsigned __int8)(v4 + *(_BYTE *)(a1 +j) + v8 + *(_BYTE *)(j % a3 + a2)) - v4;
v5 =*(_ BYTE *)(a1 +j);

*(_BYTE *)(a1 +j) = *(_ BYTE *)(al + v8);

result = v8;

*(_BYTE *)(a1 + v8) = v5;

}

return result;

}
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[Asm] i AEFE H A5 = [0x84, 0x83, 0x9D, 0x91, 0x81, 0x97, 0xD7, OXBE, 0x43, 0x72, 0x61, 0x73, OX73,
0x0C, Ox6A, 0x70

,0x73, 0x11, 0x48, 0x2C, 0x34, 0x33, 0x31, 0x36, 0x23, 0x34, Ox3E, 0x5C, 0x23, 0x4E, 0x17, 0x11,0x19, 0x59]

flag =

flags =

cout = 0x32



i=i[:-1]

forgini:

flag += chr(g”cout)
cout += 3

cout = 0x16

for q in flag:
flags+=chr(ord(q)"cout)
cout += 3

print flags[::-1]

[Asm] 4ixc A B F S HlfiBhgame{3Z_VM_WONT_5TOP_UR_PROGR355}
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