ctf php IE W, Bugku CTF—AAS # TF—WriteUp (3F 4 5 $1)

HEW o F 2021-03-17 08:22:24 K A O 89 ﬁ e
SCERRES:  ctfphpik MR
BugkuCTF— A% & i+ —WriteUp(35 42 5 #1)
extract® & &

B T A

extract ik %k :

image.png
[http://123.206.87.240:9009/1.php](http://123.206.87.240:9009/1.php)
$flag="xxx;

extract($_GET);

if(isset($shiyan)) /shiyanix M5 & R g AT

{

$content=trim(file_get_contents($flag)); /trimA £ L K HI =
if($shiyan==$content)

{

echo'flag{od';

}

else

{

echo'Oh.no";

}

}

?>

HR4E LA _EARHY,

—content 7 gef3 Zlflag, HATHIET:


https://blog.csdn.net/weixin_29628635
https://so.csdn.net/so/search/s.do?q=ctf+php%25E6%25AD%25A3%25E5%2588%2599%25E6%2588%25AA%25E6%2596%25AD&t=blog&o=vip&s=&l=&f=&viparticle=
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[http://123.206.87.240:9009/6.php](http://123.206.87.240:9009/6.php)
$flag = "flag{xoood”;

if (isset($_GET[a")) {

if (stremp($_GET['a], $flag) == 0) /40 str1 /N F str2 iR\l < 0; #15R str1 KT str2ik[E] > 0; R HAE ML,
R [E 0.

B 775 88 (K KA
die('Flag: '.$flag);
else
print 'No";
}
>
if (stremp(
-flag) == 0) /[in %% str1 /N T str2 IR[E < 0;  W2R stri X T str2ik[E > 0; WRFHEHESE, KE 0.
Bt LA AT M A SE A AT L, RS e i T

payload:
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[http://123.206.87.240:9009/10.php](http://123.206.87.240:9009/10.php)
if(eregi("hackerDJ",$_GET]id])) { //eregi-A IE M UL At & 1 ) $get
echo("

not allowed!

");

exit();

}

$_GET]id] = urldecode($_GET]id]);

if($_GET][id] == "hackerDJ")

{

echo"



Access granted!
echo "
flag

}
7>
B
if(eregi("hackerDJ",$_GETIid])) A ikt UL AL 5 2h
Hk
—_GETI[id]):
if($_GET][id] == "hackerDJ")
BE4T T urldecodefi# i, f#8Y 5 FyhackerDJ
Sget HATAES KRR — A HEAT T —IRAERS, T AT T — IR . A8 B iR T 808 Z IR
Bt ASRATTH hackerDJ H i — AN B 84T — g i B 7T
FJng
j = %4a
% = %25
hackerD%254a

payloadfi T :
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[http://123.206.87.240:9009/18.php](http://123.206.87.240:9009/18.php)
error_reporting(0);

$flag = 'flag{test}’;

if (isset($_GET['username')) and isset($_GET['password)) {

if (_GET['username'] == $_GET['password'])

print "Your password can not be your username.";

else if (md5($_GET['username']) === md5($_GET['password'))

die('Flag: '.$flag);



else

print 'Invalid password’,

}

>
if (
—_ GET['password?)
username~ ge & T-password
if (md5(
—— GET['password?)

username #Jmd5 25T password fimd5
phpB —/N§§KEEIH, LLT0edfkiImd5(E 4 iM%
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# 17 payloadiis
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QNKCDZzO
0e830400451993494058024219903391
QNKCDZzO

240610708

s878926199a
0e545993274517709034328855841020
s155964671a
0e342768416822451524974117254469
$214587387a
0e848240448830537924465865611904
$214587387a

0e84824044883053792446586561 1904



s878926199a

0e54599327451770903432885584 1020

$1091221200a

0e940624217856561557816327384675

$1885207154a

0e509367213418206700842008763514
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[http://123.206.87.240:9009/19.php](http://123.206.87.240:9009/19.php)
$flag = "flag";

if (isset ($_GET['password")) {

if (ereg ("Na-zA-Z0-9]+$", $_GET[password’]) === FALSE)
echo "You password must be alphanumeric';

else if (strpos ($_GET[password?], '--') == FALSE)
die('Flag: ' . $flag);

else

echo 'Invalid password';

}
?7>
XNa#HAST. . .

payload:

image.png
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[http://123.206.87.240:9009/22.php](http://123.206.87.240:9009/22.php)
$temp = $_GET['password?;

is_numeric($temp)?die("no numeric"):NULL;

if($temp>1336){

echo $flag;

is_numeric($temp)?die("no numeric"):NULL;

R—fh BRAREREHT

if($temp>1336)
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it payload:

image.png

sha()R F b ST

$flag = "flag";

if (isset($_GET['name']) and isset($_GET['password"))
{

var_dump($_GET['name’]);

echo "

var_dump($_GET['password);
var_dump(sha1($_GET['name"));
var_dump(sha1($_GET['password"));

if (3_GET['name’] == $_GET['password)
echo'

Your password can not be your name!

.
I

else if (sha1($_GET['name']) === sha1($_GET['password"))
die('Flag: '.$flag);

else

echo'

Invalid password.

}
else
echo'

Login first!

L8
’

7>
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R payload:

image.png

md5 N HHSESed

$md51 = md5('QNKCDZO");

$a = @$_GET[4aT;

$md52 = @md5($a);
if(isset($a))X

if ($a !='QNKCDZO' && $md51
echo "flag{*}";

}else {

echo "falsel!!l™;

1

else{echo "please input a";}
?>
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error_reporting(0);

—_GET['password")

—_GET['password?))

== $md52) {

function noother_says_correct($temp)



{
$flag = 'flag{test}';

$one = ord('1"); /lord — & [E| = #F i1 ASCII #3{E
$nine = ord('9"); //lord — iR [E = #F i1 ASCII #3{E

$number = '3735929054';

/I Check all the input characters!

for ($i = 0; $i < strlen($number); $i++)

{

/I Disallow all the digits!

$digit = ord($temp{$i});

if ( ($digit >= $one) && ($digit <= $nine) )
{

/I Aha, digit not allowed!

return "flase™;

}

}

if($number == $temp)

return $flag;

}

$temp = $ GET['password’;

echo noother_says_correct($temp);

?>

KT NTFET HAF L
Etemp = number =3735929054
A+75it g

OxdeadcOde = 3735929054

-temp) i& [Hlflag

-one) && (

-nine) )



payload:
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$flag = "xxx";

if (isset ($_GET['password"))

{

if (ereg ("Ja-zA-Z0-9]+$", $_GET['password']) === FALSE)
{

echo'

You password must be alphanumeric

}
else if (strlen($_GET['password']) < 8 && $_GET['password'] > 9999999)

{

if (strpos ($_GET[password], -') |== FALSE) //strpos — B Z/F B B X LB ALE
{

die('Flag: ' . $flag);

}

else

{

echo('

- have not been found
)

}

}

else

echo'



Invalid password

'
I

}
}
>
®: if (ereg ("Na-zA-Z0-9]+
. GET['password’]) === FALSE)

passwordULAC L0 a-zA-Z0-9 2+
IXAN AT LA %007 W
®@: if (strlen(

Tex parse error! GET['password] > 9999999)
password/MF8fi % H KF9999999
XA HEA S
=. if (strpos ($_GET[password], -) |== FALSE)
e said [F Bt BT PSS i A

¥ payload:

image.png

strposH 4 gaid

$flag = "flag";

if (isset ($_GET[ctf])) {

if (@ereg ("1-9]+$", $_GET['ctf]) === FALSE)
echo "I ANE T 41T,

else if (strpos ($_GET]['ctf], "#biubiubiu') !== FALSE)
die('Flag: '.$flag);

else

echo "B, 4k8:55 /eI~

}

>

if (strpos ($_GET]['ctf], #biubiubiu’) == FALSE)
CIIYVEEE «&ckzous



if (@ereg ("1-9]+
. GET['ctf]) === FALSE)
XA IEN DL AR —
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error_reporting(0);

$flag = ‘flag{test}’;

if ("POST" == $_SERVER['REQUEST_METHOD)

{

$password = $_POST['password’;

if (0 >= preg_match(/N[:graph:]{12,}$/", $password)) //preg_match — 47— IE N & KT A
{

echo 'flag’;

exit;

}

while (TRUE)

{

$reg = "/([[:punct:]]+|[[:digit:]]+|[[:upper:]]+|[[:lower:]]+)/;
if (6 > preg_match_all($reg, $password, $arr))

break;

$c=0;

$ps = array(‘punct’, 'digit', 'upper’, 'lower'); //[[:punct:]] /=l ¥5 S AF S [[:digit:]] {ETEF [:upper:]] (£ KE Z &
[:lower:]] fE 4T /N5 £ &

foreach ($ps as $pt)

{

if (preg_match("/[[:$pt:]]+/", $password))
$c+=1;

}

if ($c < 3) break;



1>=3, WHAEE MR =5 =MLl L
if ("42" == $password) echo $flag;
else echo 'Wrong password’;
exit;
}
}
>
R H AR E K. HR2while (TRUE) J5ESRLEE A2
Wi
if (0 >= preg_match('/A[:graph:]{12,}
password)) //preg_match — 47—~ IE | ik LD
{
echo 'flag’;
exit;
}
Bl ] 75 Zlflag

preg_match()i& [F] pattern FIVLECIREL. "B RIER RZOR(AILHED)ER 1K, F ~preg_match()7EsE —RILEL )G <
1Z1E# & . preg_match_all)AFEF ik, ©&—Hi#¥Esubject ERIFIELEE. WHREEHE Rpreg_match()ik [E]
FALSE
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