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0x01 md5(str)
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0x02 sha1(str)
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sha1('aaK1STfY")
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sha1('aa30OFFOm’)
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if(@md5($_GET['a") == @md5($_GET['bT))
{

echo "yes";

}

http://127.0.0.1/1.php?a[]=1&b[]=2
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ereg ("Ya-zA-Z0-9]+$", $_GET['password]) === FALSE
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$value)

{

print $key."\n";

}
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extract($_GET);
if(fauth == 1){
echo "private!";
} else{

echo "public!™;

}

?>
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$value) {

echo $key." .$value;

$$key = $value;

}

print ".$a;

>
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6.strcmp
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7.is_numeric
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8.preg_match
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9.parse_str

5 parse_str() XK R IEHE mb_parse_str(), parse_str B FZFHMBITREANEE, WESHstrRURLIEL#H
NI F R 5 (query string), WA & T 82 8 9+ 3 B 2 450 /E A .

AR B A A —F
parse_str($_SERVER['QUERY_STRING);
echo $_SERVER['QUERY_STRING."";
print $var;
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11.unset



unset(bar), FIRIBHR E KR E, WMRAZEbar BEEFRSH P, WHMIHR ST EMLAETFEES
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$value) {

Il $key == _CONFIG

I $$key == $_CONFIG

I ZA B §_CONFIG R EH%
unset($$key);

}

}
if (§_CONFIG['extraSecure'] == false) {

echo 'flag {****},

}
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12.intval()

int¥ string:

$var = 5;

R 1: $item = (string)$var;
7 R2: $item = strval($var);
string®int: intval()&%%.
var_dump(intval('2')) //2
var_dump(intval(‘3abcd')) //3
var_dump(intval(‘abcd")) //0
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if($req['number!=strval(intval($req['numberT)))}
$info = "number must be equal to it's integer!! ";
}

10 5 24 $req[‘'number’]=0%00E8[ 7] &5t
13.switch()
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$i ="abc";

switch ($i) {

case O:

case 1:

case 2:

echo "i is less than 3 but not negative";
break;

case 3:

echo "iis 3"

}

?>

14.in_array()

$array=[0,1,2,'37;
var_dump(in_array(‘abc', $array)); //true
var_dump(in_array('1bc', $array)); //true
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username."

"password: ".$this->password ;
}
public function __toString() {

return file_get_contents($this->file);

}
}

$a = new test();

$a->file = 'C:\Users\YZ\Desktop\plan.txt';



echo serialize($a);
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echo unserializefii & T __tostring&#t, T H#t AT LAEEL T C:\Users\YZ\Desktop\plan.txt3C 4 T
username."

"password: ".$this->password ;
}
public function _ toString() {

return file_get_contents($this->file);

}

}
$a ='0:4:"test":3:{s:8:"username";s:0:"";s:8:"password";s:0:"";s:4:"file";s:28:"C:\Users\YZ\Desktop\plan.txt";}';

echo unserialize($a);

?>
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ini_set(‘session.serialize_handler’, ‘php_serialize’);
ini_set(‘session.serialize_handler’, ‘php’);
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