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volatility -f mem.raw imageinfo

:~/Desktop# volatility -f mem.raw imageinfo
olatility Foundation Volatility Framework 2.6
volatility.debug : Determining profile based on KDBG search...
Sug: ted Profile(s) : Win7SP1x64, Win7SPOx64, WinZ2008R25POx64, Winz20e
BR25P1x64 23418, Win2008R2S5P1x64, Win75P1x64 23418
AS Layerl : WindowsAMD64PagedMemory (Kernel AS)

AS Layer2 : FileAddressSpace (/root/Desktop/mem.raw)
PAE type : No PAE
DTE : ©x187000L
KDBG : 0xT800840498a0L
Number of Processors : 1
Image Type (Service Pack) : 1 hitps://blog.csdn.net/Y u_csdnstory
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volatility -f mem.raw --profile=Win7SP1x64 pslist

:~/Desktop# volatility - mem.raw --profile=Win75P1x64
[Volatility Foundation Volatility Framework 2.6
offset(V) ET)T] PID PPID Thds
w64 Start

0 2018-08-02 10:15:41 UTC+0000
OxTffffa8008643040 smss.exe

0 2018-08-02 10:15:41 UTC+0000
OxTffffaBoeB8e44970 csrss.exe

0 2018-08-02 10:15:43 UTC+0000
Oxfffffasee8f1be6d wininit. ]

0 2018-08-02 10:15:43 UTC+0000
OxTffffa8oe8f1lc4b® csrss.exe
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0 2018-08-02 10:15:43 UTC+0000
axfffffa80091cc570 winlogon.e 472 400
0 2018-08-082 10:15:44 UTC+0000

ExfffffaBBe91eb358 services.exe 588 4Bﬁnpvm
0 2018-08-02 10:15:44 UTC+0000 S
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volatility -f mem.raw --profile=Win7SP1x64 filescan

: n.raw --profile=Win75P1x64 filescan
Volatility Foundation Volatility
0ffset(P) # #Hnd

Dx0000000000821eT20 i 3 R--r-d \Der{r\Harddlwkvulumrl\W1nduww\ ystem3:z
hwimdrmdewv.dll

Dx00000000RE3T72e0 3 RW-rwd \Device\HarddiskVolumel\$Directory
0x0P0PPENEER3T7480 R--r-- \Device\HarddiskVolumelyWindows\Registrdg
tion\ROOOOOEEEOOE6.CcLb

Ox00000000N0639300 3 3 R--r-d \Device\HarddiskVolumel\Windows\Syste
WFXSST.dl1

0x00000000006397d0 : ) R--r-d \Device\Harddj:

\FXSRESM.d11 :
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volatility -f mem.raw --profile=Win7SP1x64 filescan |grep txt

~/Desktop# volatility -f mem.raw --profile=Win7SP1x64 filescan |grep t
xt
Volatility Foundation Volatility Framework 2.6

Ox000PR00006ecTaze 1 1 -W-rw- \D:VlCc\HaFddiSkUOleEl\USEFS\ﬁdmin\ﬁppD
ata\Local\Temp\FXSAPIDebuglLogFile.txt

0x000000001e7c3420 20 2 -W-rw- \Device\HarddiskVolumel\ProgramData\VMwa
re\VMware VGAuth\logfile.txt.®
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volatility -f mem.raw --profile=Win7SP1x64 dumpfiles -Q ©x000000001e7c3420 -D aaa
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file. file. file.

Mone.Oxfffff None.Oxfffff MNone.Oxfffff
aB0085c074 aB0085c324 aB00952dc?
0.vach 0.dat 0.dat
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volatility -f mem.raw --profile=Win7SP1x64 cmdscan

FirstCommand: @ CommandCountMax: 58
Handle: ©0x5c
#0 @ Ox18c740: cd Desktop
#1 @ 0x18c@70: dir
#2 @ 0x172bfe: notepad "flag{wiND@w5 M3mORY FOR3n5IC5}.txt"

#15 @ 0x120158
#16 @ 0x196280: |1
#37 @ 0x120158: |1

#38 196180 :
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CommandProcess: conhost Pid: 2712

CommandHistory: 8x15dda® Application: DumpIt.exe qugT. e aethetYu cs
CommandCount: @ LastAdded: -1 LastDisplayed: R

AUEE, flag@iik®l, @A FEEBlagBfE— A0 B R BRA S 4, HRBEENCHEE, Sk
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volatility -f mem.raw --profile=Win7SP1x64 memdump -p 2884 -D aaa

-pRBES, flaghiXHERE S 82884, 7 EHKIXFNRER

~/Desktop# volatility -T mem.raw --profile=Win7SP1x64 memdump -p 2884

-D aaa
Volatility Foundation Volatility Framework 2.6
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riting conhost. = [ 2884] to 2884.dmp
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2884.dmp file. file. file. output

MNone.Oxfffff MNone.Oxfffff None.Oxfff
a80085c074 aB80085c324 aB00952dc?
O.vach 0.dat 0.dat

1714 Fwireshark¥] A FF, T DL E #foremost— %, 1523044
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volatility -f mem.raw --profile=Win7SPOx64 hashpump
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volatility -f mem.raw --profile=Win7SP1x64 netscan

~/Desktop# volatility -f mem.raw --profile=Win7S5P1x64 netscan
:l]_dtl].lt” Foundation Volatility Framework 2
: Proto Local Address Foreign Addr
Pid owner Created
px6ddecd UDPv4 127.0.0.1:19080 i
2504 svchost.exe 2018-08-82 10:15:53 UTC+0000
px6d5aa0 UDPv6 ::1:64068 b

2504 e 2018-08-02 10:15:53 UTC+0000
pxe84870 UDPvE es8 4( 7137:58d1:e768:546 *:*

776 1 2018-08-02 10:15:56 UTC+0000
px6524cho UDPve ed0:: 4( 7137:58d1:e768:64059 *:*
2504 S 0st.exe 2018-08-02 10: 15 33 UTC+0000
pxca72ectd UDPv4 )
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volatility -f mem.raw --profile=Win7SP1x64 netscan|grep ESTABLISHED
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