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0x01 Python Requests
%F Requests Fi I REN T AR 4 IL B 77 SCRY, AR ST R B AR v 75 2 PR B0 IO 384 Th ko

ZEI T requests R
TEZ3 T Python i %3 T LA T iy 4 %3 requests:

$ pip install requests
ZHSEMHH LT 4 2 A requests:

>>> import requests
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Ki% GET 5K 5 POST 5K
YA Github BRI A, XFH KL GET &R,

>>> r = requests.get('https://github.com/")

X H K POST K.

>>> r = requests.post('https://github.com/")

BEFERK
%t Github B EARIER, AEF GET il RMIERLAF, POST iERFH.
>>> r = requests.get('https://github.com/")

>>> r.request.headers
{'Connection': 'keep-alive', 'Accept-Encoding': 'gzip, deflate’,...

BEFRKFE B

>>> r.request.headers[ 'Accept-Encoding"']

'gzip, deflate’

BE Wk
XF Github B M REIER, LAEFE GET ERMMFLIL KB, POST K EH:

>>> r = requests.get('https://github.com/")

>>> r.headers

{'Status': '200 OK', 'Expect-CT': 'max-age=2592000, report-uri=...

B WA NSk B — R -

>>> r.headers[ 'Status']
'200 OK'

HE SN A
Xt Github B A EIER, BEFRSHRETEKAS, UEEF GETIERIIMRAEAE, POSTIERKFH:

>>> r = requests.get('https://github.com/")

>>> r.text
u'\n\n\n\n\n\n<!DOCTYPE html>\n<html lang="en">\n <head>\n <meta charset="utf-8">\n...

1538 GET 5k &%

GET #RSEMENERHFZFHINE URL KE, W LLET requests.get() FiEF ) params 2558 Flin, FRE#ZERK URL
A https://github.com/?username=ciphersaw&id=1, W] Ll it LA R AR G463 GET & RS %L

>>> args = {'username': 'ciphersaw', 'id': 1}

>>> r = requests.get('https://github.com/', params = args)
>>> print(r.url)

https://github.com/?username=ciphersaw&id=1

H params S0 dict KRBT E. FTUER, HHEERSED URL FSHEG T, AdER, XEK username flid AT
Vi B BE MR, 45 Github BRE AEIER, THE.

f£3% POST R S%
POST #ERSH R BBIR KR L#, 7 LUEE requests.post() TiEF K data S¥5e ki, BARBIT:

>>> args = {'username': 'ciphersaw', 'id': 1}

= requests.post('https://github.com/', data = args)
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Hrb data St 2 dict KBZE. BT POSTERSEAUN SR, 7EHAEKKIELE.

1£3% Cookie 4
AR E E X Cookie FIfR%-2%, T LA# A cookies 3. LA POST ik 4 M Github B 3232 B & X Cookie (cookies
SHEEHRT GETiHR) -

>>> mycookie = {'userid': '123456'}

>>> r = requests.post('https://github.com/', cookies = mycookie)

>>> r.request.headers
...'Cookie': 'userid=123456",...

H 1 cookies ZH(H R dict KA E, ATUESR], POSTERMIERLFHELAE T BHE X Cookie.

LiEXT R Session()
Session R FMETER S 2 LKA ERE, ATEAESIHNAEE P imS RE#H 2 BIFRE. Session 5 Cookie EE &1 A,
24 Session B, Cookie RENT, & 5 k428 2 B PR WEE 2 R

% Session FRHE R[S WL F X E:

sessionfIiR A R K 22 4t
Session/FF

requests R H 1) &1EXT S Session() BEBIE L IKIER P RFELSH, FEEEMN TCP ¥ ER, & T HTTP EEN
PERE.

Session() IS FEW T -

ERBIIN, FE—AiEn Rk HBTEERBREEEMER Cookie, WUUEH, RENRBFLLER get 5 post HiEREE
K, BLRIE GET ¥ K A

>>> r = s.get('https://github.com/")
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BB, HEEFRIR:

ShrrERTREWRS ! 1<-— 0K |, now vou have to post the margin what you find —3>

KRI POST #ERSHHBIE A margin, BIGEE MM k:

BRTL (350 =15)
Cache-Control: no-store, no-cache, must-reval...te, post-check=0, pre-check=0
Connection: close
Content-Length: 89
Content-Type: text/html;charset=utf-8
Date: Sun, 17 Dec 2017 04:16:04 GMT
Expires: Thu, 19 Nov 1981 08:52:00 GMT
flag: 6LeR55qEBL+VSLINGZSZTTyMSTuZ5L2gZmxhZ + WQpzogT1IRFMESQTTM =
Pragma: no-cache

Server: nginx

R flag B, HAEFRMERE—B base6d Fid. XEMAF LMAEERS POSTHERT, HEH L—EK Python HARKR:

HLANERSE 8 1TH base6s f#HY, FAZNH—IR base6s EME/E, TIRIER—B base6d 4ifd, FrLAEBM@M—IK. **REALES, EH
THFEER - KFHEENE, FREFSENTEERBRE key H. **

#1/usr/bin/env python3

# -*- coding: utf-8 -*-

import requests

import base64

url = 'http://120.24.86.145:8002/web6/"'

headers = requests.get(url).headers

key = base64.b64decode(base64.b64decode(headers['flag']).decode().split(":")[1])
post = {'margin': key}

print(requests.post(url, data = post).text)

ZRWT, RABBM 2K 518% flag:
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FAE TiHRIR A, - - </br>BEF/REHRZS!II1<!I-- 0K ,now you have to post the margin what you find -->
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#1/usr/bin/env python3

# -*- coding: utf-8 -*-

import requests

import base64

url = "http://120.24.86.145:8002/web6/"'

get_response = requests.get(url)

print('GET Request Headers:\n', get _response.request.headers, '\n')
print('GET Response Headers:\n', get_response.headers, '\n')

key = base64.b64decode(base64.b64decode(get_response.headers['flag']).decode().split(":")[1])
post = {'margin': key}

post_responese = requests.post(url, data = post)

print('POST Request Headers:\n', post_responese.request.headers, '\n')
print('POST Response Headers:\n', post_responese.headers, '\n')

AHPTEL, GERWT, FRE GET iERM POST KK MIN L # A Set-Cookie JE 1, HHMEAMMA, EIAER—IiEF,
# BNk flag EHBAE:

GET Request Headers:

{'User-Agent': 'python-requests/2.18.4', 'Accept-Encoding': 'gzip, deflate', ‘Accept': '*/*', 'Connection': 'keep-alive'}

GET Response Headers:

{"'Server': 'nginx', 'Date': 'Sun, 17 Dec 2017 ©4:41:55 GMT', 'Content-Type': 'text/html;charset=utf-8', 'Transfer-Encoding': 'chunked', 'Connection': 'keep-alive',
'Keep-Alive': 'timeout=6@', |'Set-Cookie': 'PHPSESSID=otvnsgn9bthkunc2qgbreébmmeoh2mnj; |path=/; HttpOnly', 'Expires': 'Thu, 19 Nov 1981 ©8:52:88 GMT', 'Cache-Control':
'no-store, no-cache, must-revalidate, post-check=0, pre-check=0", "Pragma": "no-cache', |'flag': '6LeR55qE6L+Y5LiN6ZSZ77yM57uzZ5L2gZmxhZ+WQpzogT1RrNES6UTE=",
‘Content-Encoding': 'gzip'}

POST Request Headers:

{'User-Agent': 'python-requests/2.18.4', 'Accept-Encoding': 'gzip, deflate', "Accept': '*/*', 'Connection': 'keep-alive', ‘'Content-Length': '16', 'Content-Type':
*application/x-www-form-urlencoded'}

POST Response Headers:

{'Server': 'nginx', 'Date': 'Sun, 17 Dec 2017 @4:41:55 GMT', 'Content-Type': 'text/html;charset=utf-8', 'Transfer-Encoding': 'chunked', 'Connection': 'keep-alive',
'Keep-Alive': 'timeout=6@', |'Set-Cookie': 'PHPSESSID=gmo97t24eradqpuq6hrfirugknsemrhu; |path=/; HttpOnly', 'Expires': 'Thu, 19 Nov 1981 ©8:52:88 GMT', 'Cache-Control':
‘no-store, no-cache, must-revalidate, post-check=@, pre-check=6", "Pragma’: "no-cache", |'flag': '6LeR55qE6L+Y5LiN6Z5Z77yM57uzZ5L2gZmxhZ+WQpzogTVRVM@16UXg=",
'Content-Encoding': 'gzip'}

[Finished in ©.4s] https:/

ETRIAZIETR Session(), MIEBHHEERIE GET iHk5 POST ERER —MLEH T -

#1/usr/bin/env python3
# -*- coding: utf-8 -*-
import requests
import base64
url = "http://120.24.86.145:8002/web6/"'
requests.Session()
headers = s.get(url).headers
key = base64.b64decode(base64.b64decode(headers['flag']).decode().split(":")[1])
post = {"margin":key}
print(s.post(url, data = post).text)

5E—BRIEHXHR: HH2SiENTS Session() ) get Ml post i, TiAZ B requests Bk B, XAEATLLER GET
ERE POSTBERER—NEiEF . KBFA—EiEF K key [EERN POST i5RSHIRAL, HLEE flag:
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HRRBIBBIATEH, BT RIEU ERKERANER —SEN, RINBREEFFERKSWEN k.

#1/usr/bin/env python3
# -*- coding: utf-8 -*-
import requests
import base64
url = "http://120.24.86.145:8002/web6/"'
requests.Session()
get response = s.get(url)
print('GET Request Headers:\n', get response.request.headers, '\n')
print('GET Response Headers:\n', get response.headers, '\n')
key = base64.b64decode(base6b4.b64decode(get_response.headers['flag']).decode().split(":")[1])
post = {'margin': key}
post_responese = s.post(url, data = post)
print('POST Request Headers:\n', post_responese.request.headers, '\n')
print('POST Response Headers:\n', post_responese.headers, '\n')

ZRWT, GETHERFMIMN KK Set-Cookie k5 POST iERHiERkH Cookie EBIEMHF, FRHAPIIRERMEER—=E
Ho

GET Request Headers:
{'User-Agent': 'python-requests/2.18.4', 'Accept-Encoding': 'gzip, deflate', 'Accept’ ‘Connection': 'keep-alive'}

GET Response Headers:
{'Server': 'nginx', 'Date': 'Sun, 17 Dec 2017 ©5:12:89 GMT', 'Content-Type': 'text/html;charset=utf-8', 'Transfer-Encoding': ‘chunked', 'Connection': 'keep-alive’,
'Keep-Alive': 'timeout=6@', |'Set-Cookie': 'PHPSESSID=1mhsrpj3cjspd6agbq6i3ptei8od@51b; |path=/; HttpOnly', 'Expires': 'Thu, 19 Nov 1981 ©8:52:00 GMT', 'Cache-Control’:
‘no-store, no-cache, must-revalidate, post-check=@, pre-check=e@", "Pragma‘: ‘"no-cache’, 'flag': '6LeR55qE6L+Y5LiN6ZSZ77yM57uzZ5L2gZmxhZ+WQpzogT1RZek5qazU=",
'Content-Encoding': 'gzip'}

POST Request Headers:
{'User-Agent': ‘'python-requests/2.18.4', 'Accept-Encoding’': 'gzip, deflate', 'Accept’ ', 'Connection': 'keep-alive',|'Cookie’:
'PHPSESSID=1mhsrpj3cjspdéagbq6i3ptei8odesib’,| 'Content-Length’: '13', 'Content-Type': plication/x-www-form-urlencoded'}

POST Response Headers:
{'Server': 'nginx', 'Date': 'Sun, 17 Dec 2017 ©5:12:89 GMT', 'Content-Type': 'text/html;charset=utf-8', 'Transfer-Encoding': ‘chunked', 'Connection': 'keep-alive’,
'Keep-Alive': 'timeout=6e', ' i 't 'Thu, 19 Nov 1981 ©8:52:80 GMT', 'Cache-Control': 'no-store, no-cache, must-revalidate, post-check=0, pre-check=0', 'Pragma’:
‘no-cache’, 'Content-Encoding': '
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BER R EEREFHIRIER S Cookie BHEAEF, MEERAEHE Cookie JB M@ B get 5 post HiETEHRIE? BRAET LK.
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#1/usr/bin/env python3

# -*- coding: utf-8 -*-

import requests

import base64

url = 'http://120.24.86.145:8002/web6/ "

headers = requests.get(url).headers

key = base64.b64decode(base64.b64decode(headers['flag']).decode().split(":")[1])
post = {"margin": key}

PHPSESSID = headers["Set-Cookie"].split(";")[0].split("=")[1]

cookie = {"PHPSESSID": PHPSESSID}

print(requests.post(url, data = post, cookies = cookie).text)



Line 10: 3k78 GET i&kmiik Set-Cookie B:H PHPSESSID 18, %iEA WfAHi&iE B 17047 Set-Cookie J& it 745 14
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Line 11: #i& POST i5 3K+ cookies Z$ ) dict KA & ;

Line 12: &% ## data %5 cookies Z3ii) POST 153K, & 4T E i oL 5T T [ P 2

ZTEER, DL EARRD R4 R R B AN flag.
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TTOT RS, Z AR SR IR

<head>

<title TERREZNEZRELUAER title
<meta charzet="TTF-8">

</ headr

prEETE M EHEANRERES D
<diwr 10079754 A1 2058335 11 2412645764 14445801 21 551 30803035 T-90509781 T+21 11 144050-1 522933933 1950 A3 22951 36 1 2904344+81 TG4 28="7 ; </ diwv>
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div,p{

text—align: center;

margin: 0 auto;

1
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BERAR, BERE2PDATELAHRERNNE.. B, RER? RFREHEE, R, REHEEITESEH POST #HRKX#
AR %538, 1ERSHH key H 4 value:

Give me value post about 839245726+1486315050-1811716604+2144233750*1680643035%821662606*1213893054-335401769-1033365068%1295689483*773937094=7

ML AR P BIERIER, WTUAH string BH K split() R4, ERFREMEREXPILKFRE, UHERIRA; BTl
IEMFRER, NHEAMEREXA G HRAERI AT . ShAE A ENRAXE . Sl EEERA, HRIEEBMENT:
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#1/usr/bin/env python3
# -*- coding: utf-8 -*-
import requests

import re
url = "http://120.24.86.145:8002/qiumingshan/"'
s = requests.Session()

source = s.get(url)

expression = re.search(r'(\d+[+\-*])+(\d+)"', source.text).group()
result = eval(expression)

post = {'value': result}

print(s.post(url, data = post).text)

H K requests KR4 AR AN BE, ME—BEERERZ, 5L—8 witeup —F, ERIFHSEWN SR Session(), & NIRRT L RAIRS
&, BFERT —MHRREN, SRERMER.

Line 9: A&7 IENRA BB N A FFHHHEARKERX. BLIIA re iR, KM search() ILEEHARKARX, LEKIIEHH
group() BEIHAREXNFAFE. (BERBENWREX, CRELE. ZH. 2%, BRNABEGERZ

search() K~ N SHR LKW IENREX, F-ANSHRBLER TS Kb \d+-RRE-ADRENET; [+-] ZE—1 0
5, B— W5, B—1RE, HEWSETFIEEHLIFRTFH, BHARMIEX: (dHF)+RE-ANEESAN T 5E8/54A
FRHIULECA s &5 BN LR T B — N80 (\d+).

Line 11: ZERBERRERMFRHRIE, EEFH Python BMNETTVE eval() RIFEHEE R, FiR. £, R,
AT LIRA, A — MR LIRSS flag T -
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