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Known High Bits Message Attack
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¥ Python e
n = 22337509851779482001922211919231356432506451954107871703423509060246078250129580199451913673387343
e =3
m = /8551954847128082332574152630371770230073852997562936185520392683278553818564643419889466059191268!
¢ = pow(m, e, n)

beta = 1

epsilon = beta**2 / 7

nbits = n.nbits()

kbits = floor(nbits * (beta**2 / e - epsilon))
mbar = m & (2**nbits - 2**kbits)

PR.<x> = PolynomialRing(Zmod(n))
£ = (mbar + x)**e - c
roots = f.small roots(X=2**kbits, beta=1)
print mbar + roots[@]
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import gmpy2

c = 1123605961094015504051542081545908810854843869511116267697974037080361268244959597531552161545683590724617049
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9996258685589268590290205063001831293901056494567669971224624982034171215593839806873286664642282661947718043485
8148938235662092482058999079105450136181685141895955574548671667320167741641072330259009

(0,1000):
m = gmpy2.iroot(c+i*n,3)

if(m[1]==1):
print(m[0])
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