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httpbin: http://httpbin.org

A simple HTTP Request & Response Service.

httpbin.org '

A simple HTTP Request & Response Service.

Run locally: $ docker run -p 88:88 kennethreitz/httpbin
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Schemes

HTTP Methods Testing different HTTP verbs >
Auth Auth methods 5
Status codes Generates responses with given status code >
Request inspection inspect the request data 5
RESponse inspectiun Inspect the respanse data like caching and headers >
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import requests

r = requests.get('http://httpbin.org')
print(r)
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params: [URL{S
00
umport requests
payload = {'id':"'1"}

r = requests.get('http://httpbin.org', params = payload)
print(r)

headers: H & XiERKk

import rec

I = requests

print(r)
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import requests

cookies = {
Cookie':'UM_distinctid=1756f6dcaa59-03cae543ect7148-445d6T-13c680-1756T6dcaa71d8;

CNZZDATA1274101648=547061955-1603892170

https%252525253A%2F%2Fhack. zkaq.cn%2F%/C1603898895;

PHPSESSID=rm0g59 j3b4oup6490no5e7k2up’

"+'Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:81.0) Gecko/20100101

r = requests.get('https://hack.zkaqg.cn/user/login', cookies = cookies, headers =

headers)
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L N . _ Burp Suite Community Edition v2020.9.1 - Temporary Project
Dashboard | Target Intruder | Repeater | Sequencer IDel:odur '[Comrv ]b(lzender Iﬁthtoptlons II.Iul options ]

m HTTP histary de'ﬁoclmsh tory IOpﬂnns

&7 [ Request to https:/ japi geetest.com:443 [203.107.32.16]

_thm | Headers | Hex |

[ Forward ] [ Drop ] I i [ Action | [ Open Browser [comment this em | *@

Presy m \n Actions ~

1 GET /ajax.phpPgt=61aTb513d6ff648cT725f50c2bdld7999achallenge=ecianldlid3641f695e5f6db66le0dlTgbalang=2h-cnkpt=taclient typeswebiws= a
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HTTP/1.1

2 Host: apl.geetest.com

3 User-Agent: Mozilla/5.0 [Macintosh; Intel Mac OS5 X 10.15; cv:82.0) Gecko /20100101 Firefox/82.0

4 Accept: w/f*

5 Accept-Language: 2h-CH,zhig=0.8,zh-THig=0.7,2h-HK;g=0.5,80-US;q=0.3,en;q=0.2

& Accept-Encoding: gzip, deflate

7 Connection: close

8 Referer: htips://hack.zkag.cnfuser/login

9 Cookie: GeeTestUsar=sadlBlcid0SfZSdelcecc436l7428446; GeeTestAjaxUser=dd362d0l3f6cesBdbecbaithsidatlab
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Dashboard | Target m Intruder | Repeater | Sequencer Tnunder Tcnmn-r!r TExl!nder Tm#nwuum TUaer optians ]

W HTTP history Ivnbsgcluﬂhl_mmr Iapclnnl ]

& D Request to https:/ (hack.zkag.cn:443 [59.63.200.71]

| Forward | | Drop Action | | Open Browser | Camment this ftem L 10)

[ Raw | Params | Headers [ Hex |

Pretty m in Actions v

I POST fuser/postLogin HTTE/I.1 "

Z Host: hack.zkag.cn -

3 User-hgent: Mozilla/5.0 (Macintosh; Intel Mac 08 X 10.15; rv:82.0) Gecko/20100101 PFirefox/B2.0

4 Accept: application/jsan, text/javascript, */+; q=0.01

5 Agcept-Language: zh-CN,zh;q=0.8,2zh-TW;q=0.7,zh-HK;q=0.5, 8n-US;q=0.3,en;q=0.2

& Accept-Encoding: gzip, deflate

7 Content-Type: application/x-www-form-urlencoded; charset=UTF-@

B X~-Req With: XHLI

% Content-Length: 218

10 Origin: https://hack.zkag.cn
1l Comnection: close
12 Rafe : https://hack.zkag.cn/user/login
13 Cockie: UM _distinctide=l7ShthdcanS9-ticansdinct 148-445d6f-13cE80-1756f6dcan?1dE; CNIZDATALZY4101648=547061955-16030%2170-htepst S IARZS2FNIS2Fhack. 2kaq. cnh252FRIC160306957Y;
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import requests

rl = requests.post('http://httpbin.org/post’)

payload = {'name':'conylQ@', 'passwd':'12345'}
r2 = requests.post('http://httpbin.org/post', data = payload)

print(rl.t
print(r2.t

Response i
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import requests

r = requests.get('http://httpbin.org/get")
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curl -sSL https://get.daocloud.io/docker | sh
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Eb s 2 #2:  https://www.runoob.com/docker/docker-tutorial.html
£ H
e in s AR B 2 — A sqli-labs, BHEE—% 4

docker pull ce@nyl/sqli-labs
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Centos % 2 i 4

yum install -y wget && wget -0 install.sh http://download.bt.cn/install/install_6.0.sh && sh install.s

Ubuntu/DeepinZz 3 i 4

wget -0 install.sh http://download.bt.cn/install/install-ubuntu_6.0.sh & & sudo bash install.sh

DebianZz 3 i 4~

wget -0 install.sh http://download.bt.cn/install/install-ubuntu_6.0.sh & & bash install.sh

Fedora%z 3 i 4

wget -0 install.sh http://download.bt.cn/install/install_6.0.sh && bash install.sh
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