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FE a3 B 3 5 A@ et F - FeaX P @ ONo debugger e @EFE
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Librarv function MM Regular function MM Instruction ! Data B Unexplored | External svmbol

’Functions window 0 & x| [@ IDA View-A O [ Pseudocode-A & @ Hex View-1 © @ Structures © B Enums a @  Imports a Exports a
Function name 1| _inté4 _ fastcall sub_400686(unsigned int *al, _DWORD *a2)
_init_proc 2{
F| sub_400510 3| __int64 result; // rax
_puts 4/ unsigned int v3; // [rsp+1Ch] [rbp-24h]
__stack_chk_fail 5| unsigned int v4; // [rsp+20h] [rbp-26h]
F2 7Drivgf tart mai 6| int v5; // [rsp+24h] [rbp-1Ch]
__libc_start _main s i P N
i20090 coant ; unsigned int i; // [rsp+28h] [rbp-18h]
f|_exit .
__gmon_start__ 9| v3 = *al;
start 10| v4 = al[1];
sub_4005C0 11 v5 = 0;
sub_400640 12| for (i = @; i <= Ox3F; ++i )
sub_400660 13
53‘;{1‘88‘7533 14) U5 += Ox458BCD42;
:ai; 15 v3 4= (V4 + v5 + 11) ~ ((v4 << 6) + *a2) ~ ((v4 >> 9) + a2[1]) ~ ox20;
init 16 vd 4= (V3 + V5 + 20) ~ ((v3 << 6) + a2[2]) ~ ((v3 >> 9) + a2[3]) ~ ox1e;
fini 17, }
_term_proc 18| *al = v3; . —
puts 19| result = v4; BN SRR - python
—stack_chk_fail 20| al[1] = v4; Microsoft Windows Ljx4 10.0.19843.13481
pru}tf ) 21 return result; (c) Microsoft Corpor LR AT A H -
__libc_start_main
T e— 22} IC:\Users\lenovo>python . .
Flexit 3.1 h494£f5%, Oct 4 2821, 19:00:18> [MSC v.1929 64 hit (AMD64>]1 on win32
redits" or "license" for more information.
add(x1—x2=2225223423>
{stdin>", line 1
add G —x2=2225223423)
[SyntaxError: expression cannot contain assignment. perhaps you meant "'
>>> add (el —x2 225223423>
add (xl—x3 1213992088>
< > 00000686 sub_400686:1 (4 B ==

Line 16 of 25 <
EOutput window

601078: using guessed type int dword_601078;
60107C: using guessed type int dword_60107C;
Python ‘
AU: idle Down Disk: 191GB

mode 1<)
3774825685, %2 = 1548802262, x3 = 26526264771

#include < iostream>
using namespace std;
int main(){
unsigned int a2[4]={2,2,3,4};
unsigned int al[6]={0xDF48EF7E,0@x20CAACF4,3774025685,1548802262,2652626477,0x84F30420};
for(int j=0;j<=4;j+=2){
unsigned int v3 = al[j];
unsigned int v4 = al[1+j];
int v5 = 0@x458BCD42*64;
for (int i = 0; i <= Ox3F; ++i )
{ v4 -= (v3 + v5 + 20) ~ ((v3 << 6) + a2[2]) ™ ((v3 >> 9) + a2[3]) ~ ox1e;
v3 -= (v4 + v5 + 11) ~ ((v4 << 6) + a2[0]) ™ ((v4 >> 9) + a2[1]) ~ ox20;
v5 -= Ox458BCD42;}
al[j] = v3;
al[1+j] = v4;
}for(int i=0;i<6;i++)

cout<<hex<<all[i];
cout<<endl;
for (int 1 = 0; 1 < 6; i++)
printf("%c%c%c", *((char*)&1[i]+2), *((char*)&1[i] + 1), *(char*)&al[i]);

34xor



34 xor Ft &2 &) 5 1) 7 5

ﬁ IDA - xor.exe C:\Users\lenovo\AppData\Local\Temp\Rar$DRa12468.1884\xor.exe -
File Edit Jump Search View Debugger Options Windows Help

EE e B 4 v @O hahptF-#FeX > 0O debugser - e AR
| |l I
" Librarv function MM Regular function MM Instruction I Data M Unexolored I External svmbol
[AFunctions window © ¢ x| [@IDA View-A ® [EPseudocode-A £ HStrings window B B Hex View-1 B @A Structures B B Enums O @ Imports © @ Exports O
Function name ~ .rdata:0041E9C0 flt_41E9CO dd 4.2949673e9 DATA XREF: .text:00417C01Tr
7] sub_401000 .rdata:0041E9C4 flt_41E9C4 dd 9.223372e18 DATA XREF: .text:00417D61Tr
f|sub_401010 .rdata:0041E9C8 flt_41E9C8 dd -6.8056469e38 ; DATA XREF: sub_417B70:loc_417BDFTr
f | sub_401020 .rdata:@041E9C8 ; .text:loc_417C2BTr
£ | sub_401050 .rdata:0041E9CC aGiveMeYourFlag db 'Give Me Your Flag String:',0Ah,0
£ sub_401090 ) .rdata:@041E9CC ; DATA XREF: sub_4@1090%T0
; ;zezgﬁgf"h“kf"""kle(’” .rdata:@@41E9E7 align 4
7 sub74011Dr‘\ .rdata:@041E9E8 aS db "%s',0 ; DATA XREF: sub_401090+11T0
F] sub_4011E2 .rdata:0041E9EB align 4
F|start .rdata:@841E9EC aWrong db 'Wrong!',0Ah,e ; DATA XREF: sub_401090:1loc_4010FFTo
| sub_401380 .rdata:0041E9F4 aPause db 'pause’,0 ; DATA XREF: sub_401090+5FTo
£ ] sub_401348 .rdata:0041E9F4 ; sub_401090+7910
7| sub_4014A1 .rdata:@841E9FA align 4
; zz‘ﬁg}g? .rdata:@@41E9FC aRight db 'Right!’,0Ah,0 ; DATA XREF: sub_4@1090+55T0
. - .rdata:0041EAQ4 align 8
; 232:;‘8}2;2 .rdata:0041EA08 byte 41EA@8 db 4Dh ; DATA XREF: sub_401090+487Tr
F| sub_40166B .rdata:0041EAQ9 aSawbFxzJTqjNBp db 'SAWB~FXZ:J: tQJ"N@ bpdd}8g',e@
£ | sub_401688 .rdata:@041EA24 db 0
£ | sub_4016B0 .rdata:0041EA25 db 2]
£] sub_40160D .rdata:0041EA26 db e
; Suamer .rdata:0041EA27 db o
F sub_401784 .rdata:0041EA28 db 2]
» .rdata:0041EA29 db 2]
; 23::28};3? .rdata:0041EA2A db 2]
£ | sub_401797 .rdata:@041EA2B db 0
£ | sub_401743 .rdata:0041EA2C db 2]
£] sub_401746 .rdata:@041EA2D db e
; et .rdata:0041EA2E db o
¥ sub_4017E5 .rdata:@041EA2F db 0
71 sub_4017F1 .rdata:0041EA30 db e
f | sub_4017F7 .rdata:@041EA31 db [}
‘ Flanh 4017FD v .rdata:0041EA32 db 2
< >
Line 1 of 618 0001CFCC 0041E9CC: . rdata:aGiveMeYourFlag (Synchronized with Hex View-1)
E Output window
409DF3: using guessed type int sub_409DF3(void);
409DF9: using guessed type int sub_409DF9(void);
420BCC: using guessed type int dword_420BCC;
Python ‘
AU: idle Down Disk: 61GB CSDN @

#include < iostream>

using namespace std;

int main(){
string a="MSAWB~FXZ:J: tQJ\"N@ bpdd}8g";
for(int i=@;i<a.length();i++)

{

char p=(a[i]*i);

cout<<p;}

}

35 hello_world_go




35 hello_world_go Bi#Y

ﬂ IDA - hello_world_go C:\Users\lenovo\AppData\Local\Temp\Rar$DRa15800.32761\hello_world_go - X
File Edit Jump Search View Debugger Options Windows Help

HE e B 3 v @O bt F-#FeX > 0O debugger - et EEE
S o [ ] =
" Librarv function MM Regular function MM Instruction I Data Ml Unexolored I External svmbol
[AFunctions window 0 & x| @IDA View B @ Pseudocod*** & B Strings win«+ B ® Loaded Type Librar-: © © Hex Vies B @ Structus © FEnuns B # Impo-+ B & Expo-s ©
Function name @ .rodata:00000000004D3C43 db 62h ; b ~
f|fmt__ss__consume .rodata:00000000004D3C44 db 6Ch ; 1
F|fmt___ss_ peek .rodata:00000000004D3C45 db 65h ; e
£|fmt__ss_notEOF .rodata:00000000004D3C46 db 26h
Jf; g‘“t—ssf"k“egb . .rodata: 00000000004D3CA7 db 74h ; t
7 fﬂt*::*zigagz .rodata:00000000004D3C48 db 72h ; r
Flfnt__ss__scanNumber .rodata:00000000004D3C49 db 61h ; a
Flfmt__ss_scanRune .rodata:00000000004D3C4A db 63h ; ¢
f|fmt__ss__scanBasePrefix .rodata:00000000004D3C4B db 65h ; e
F7 fmtiss,scanl_{ﬁt .rodata:00000000004D3C4C db 47h ; G
f]fmt__ss_ scanUint .rodata:@0000000084D3C4D db 43h ; C
)ffﬁ“‘:—ssfﬂ"af‘?‘;ei .rodata: 0000ee00ee4D3CAE db 53h ; S
= fﬁtaz\sfw““’ extokens .rodata:00000000004D3C4F db 77h ; w
Fltnt ss._convertFloat .rodata:00000000004D3C50 db 65h ; e
Fltmt__ss_ scanComplex .rodata:80000000004D3C51 db 65h ; e
f|fmt___ss__convertString .rodata:00000000004D3C52 db 76h ; p
f|fmt___ss__quotedString .rodata:00000000004D3C53 db 53h ; S
F|fmt__ss_hexByte .rodata:@0000000004D3C54 db 74h ; t
;ﬁ"‘t—ssfhexs(‘)“"g .rodata:00000000004D3C55 db 61h ; a
m_ss__scanine .rodata:00000000004D3C56 db 72h ; r
f|fmt_errorHandler X ?
Fltnt__ss. advance .rodata:00000000004D3C57 db 74h ; t
F|fmt__ss_ doScanf .rodata:00000000004D3C58 aFlagHelloWorld db 'flag{hello_world_gogogo}"
f|fmt_glob__funcl .rodata:00000000004D3C58 ; DATA XREF: main_main:loc_49A40ATo
f|fmt_glob_ func2 .rodata:00000000004D3C58 ; main_main+25CTo
;i‘“t—ssf'foke“ff“““ .rodata:00000000004D3C78 aFunctionNotImp db ‘function not implementedgcDrainN phase incorrecth'
mt_init
— .rodata:00000000004D3CA1 db 61h ; a
;gg:{ﬂimﬁfm .rodata : 000eEEEEEE4D3CA2 db 73h ; s
Fltvpe hash.fut_readRune .rodata:00000000004D3CA3 db 68h ; h
Fltype_eq fmt_readRune .rodata:00000000004D3CA4 db 20h
£ |type__hash_fmt_ssave .rodata:00000000004D3CAS db 6Fh ; o
f|type__eq fmt_ssave .rodata:00000000004D3CA6 db 66h ; f
‘ #|main_main v .rodata:00000000004D3CA7 db  20h
< >
Line 1967 of 1967 000D3C70 00000000004D3C70: . rodata:aFunctionNotImp (Synchronized with Hex View-1) v
E OQutput window o 8 x
4EBDA@: using guessed type void *go_itab__os_File_io_Writer; ~
577548: using guessed type __int64 os_Stdin;
577550: using guessed type __int64 os_Stdout; v
Python ‘
AU: idle Down Disk: 61GB cspn @
36 igniteme
. ALY
36 Igniteme X T 575, BE—HAmM
ﬂ IDA - IgniteMe.exe C:\Users\lenovo\AppData\Local\Temp\Rar$DRa16256.10705\IgniteMe.exe - X
File Edit Jump Search View Debugger Options Windows Help
IR 8 3 o DO ettt -#uiX b 0O s R @R
oo -
Librarv function MM Regular function MM Instruction Data I Unexplored External svmbol
[AFunctions window 0 % X @ IDA ViewA © @ Pseudocode-A © G Hex View-1 © & Structures © B Enums [x] &  Imports @  Exports
Function name ljsigned int sub_401050()
F] sub_401000 21
| sub_401020 3| int ve; // sTe4 4
f | sub_401050 4| int i; // [esp+4h] [ebp-8h]
f | sub_4010F0 5| unsigned int j; // [esp+4h] [ebp-8h]
flstart 6/ char v4; // [esp+Bh] [ebp-1h]
7
8/ veo = sub_401020((int)byte_403078);
9| v4 = sub_401000();
10| for (i =ve - 1; i >= 0; --1 )
1] {
12 byte_403180[i] = v4 ~ byte_403078[i];
13 v4 = byte_403078[i];
14}
15| for ( j = @; J < Ox27; ++j )
16| {
17 if ( byte_403180[j] != (unsigned __int8)byte_403000[]] )
18, return 0;
19 }
20| return 1;
21)}
< >
00000458 sub_401050:8 (40105B)
EOutput window o & x
4010F0: using guessed type char Buffer[260]; ~
401050: using guessed type int __cdecl sub_401050(_DWORD);
401000: using guessed type int sub_401000(void); v
Python

AU: idle Down Disk: 61GB CSDN



#include < iostream>
#include <Windows.h>
using namespace std;
int main(){
int v4=0x69"’m’;
unsigned char ida_chars[] =
{
0x0D, ©x26, 0x49, 0x45, Ox2A, 0ox17, 0x78, ox44, 0x2B, Ox6C,
0x5D, OX5E, @x45, 0x12, Ox2F, Ox17, Ox2B, Ox44, Ox6F, OX6E,
0x56, ©0x09, Ox5F, 0x45, 0x47, Ox73, Ox26, OxOA, OxeD, Ox13,
0x17, Ox48, 0x42, 0x01, 0x40, Ox4D, Ox0C, 0x02, Ox69
¥
for(int i=0x26;i>=0;i--)
{for(int j=1;7j<128;j++){
char p=j~v4;
{if(p!=ida_chars[i])
continue;
}
char pp=j;
cout<<pp;
v4=j;
break; } }



37 leveld &K Hibase64 [HRGTFIHEE HRWER T . HBinit R)5HKH

ﬂ IDA - attachment (4) E\F#k\attachment (4)

File Edit Jump Search View Debugger Options Windows Help

HhE e HfEE S 3 o @O

| Librarv function MM Regular function MMl Instruction

off gl @ F v F @ X D

[} m

Data M Unexplored

. No debugger
nm

|

External svmbol

| e EMETEe

[FFunctions window 0 & x| [@ IDA View-A O [ Pseudocode-A & @ Hex View-1 © @ Structures © B Enums a @  Imports a Exports a
Function name o 1[int __cdecl main(int argc, const char **argv, const char **envp)
_init_proc 21
7] sub_4005F0 3| char v3; // SToF_1
_strepy 4| const char *v4; // rax
£f|_puts 5| char v6; // [rsp+10h] [rbp-40h]
_strlen 6| unsigned __inté4 v7; // [rsp+48h] [rbp-8h]
__ stack_chk_fail 7
f|_printf
= i, e e 8 v7.= _:eadfsqword(exzsu); )
] 9| printf("Try my base64 program?..... \n>", argv, envp);
_time 16| __isoc99_scanf("%20s", &v6);
___isoc99_scanf 11| v3 = time(OLL);
f|_rand 12| srand(v3);
FSEmonTEs e 13| if ( rand() & 1)
_start
f|deregister_tm_clones S
Flregister tn_clones 15 v4 = (const char *)base64_encode(&v6);
f|__do_global_dtors_aux 16 puts(v4);
F| frame_dummy 17 puts("Is there something wrong?");
f | base64_encode 18| }
f|0_OLookAtYou v 19| else
< > 20| {
21 puts("Sorry I think it's not prepared yet....");
Gl ovamic " 22 puts("And I get a strange string from my program which is different from the standard base64:");
23 puts("d2GOZjLwHjS7Dm0zZAYOX21zX3CoZV9zdNOyd09vZ19yZXZ1cnGlfD==");
24 puts("What's wrong??");
25| }
26| return o;
27}
00000BBB main:15 (400BBB)
E OQutput window
Executing last-registered action: hx:GenPseudo (Generate pseudocode)
400680: using guessed type __int64 _ fastcall _ isoc99_scanf(_QWORD, _QWORD);
4007A6: using guessed type __int64 _ fastcall base64_encode(_QWORD);
Python ‘
AU: idle Down Disk: 191GB
EC\Users\\enovo\Desktop\ctfji\baseell.cpp - [Executing] - Dev-C++ 5.11 -
IR REE] BES] WENM HEP] EGR] IE[M Asyle HOMW] #EH]
DENBE&E S |~ BB E8|3BO0D8| | % dh# |mecc a5z cibic retease  ~
i1 gickata
i SRQPONMLKJIHGFEDCBAUUWXYZahcdef ghijkl stuvwxyzB123456789+/ ~
mE=E n value @
ﬁg}]ﬂ@ﬁﬁ@/}dﬁ;ﬁ\ Ver0.2 by Lucky 789 [[bbs.chinapyg.com]
RSA AES Basefd  Base3? SHA MDS RC4
=@ |Tsmr0mmm}{srzncmwwxvzabcdefghi jklnnopgrsturwxyz01 23456789+ \ | et |

BezE s d BFEF B8 O EReE 8 24

=il

[JShorten compiler paths |~

<

- B0
- @‘5 1]
4 Ci\Users\lenovo\Desktop\ctfiilbase
- S 1.83541202545166 MiB

- fRiERTE: 1.08s

i 6 Fl: 1

38 crossfun

BEEE o0

AT

EE 349 =N

B 00

Fw

=t

SREHUE: Basebd

wet£2020{Basefd_is_the_start_of reverse}

d2G0Z jLwH S TDn0zZAY0KZ] zX3C0ZV 2 dW0yd0SvZ19yZXZ] enGl 1=

wE | [(wm || m= | BASCE: @ AsciiBh OUnicoded O Hextft

IEEE IR, REER(_Y) by Lucky 789 20145115




38 crossfun R E RS IEE

g IDA - attachment (6) E\F&k\attachment (6) - X
File Edit Jump Search View Debugger Options Windows Help
EE e~ B 3 o M@ ahghehF-#F X P @O debugeer - fedr ENERES
[T ) =

Librarv function B Regular function Bl Instruction Data Unexplored External svmbol

AFunctions window 9 ® x| @ IDA View-A (@ Pseudocode-A @ © Hex View-1 @ Structures &) Enums ®  Imports @  Exports

A | BOOL8 __ fastcall iven_is_handsome(_BYTE *al)

{

Function name

_init_proc
F | sub_1020 return a1[10] == 112

&& a1[13] == 64

&& a1[3] == 102

&& 21[26] == 114

&& 21[20] == 101

&& (unsigned int)iven_is_c@ol(al);

isoc99_scanf
__cxa_finalize
_start

<)

[

=]

o

=

B

5

a
VNGOV A WN

__do_global_dtors_aux
frame_dummy
finally_fun
iven_and_grace
iven_ls_great
iven_ls_brave
iven_ls_educated
iven_is_cOol
iven_is_handsome

check

main v
< >
& Graph overview @ @ =

000013EC iven_is_handsome:1 (13EC)

E Output window o 8 x
1461: using guessed type __int64 _ fastcall check(_QWORD); ~
13EC: using guessed type __int64 _ fastcall iven_is_handsome(_QWORD);
1377: using guessed type _ int64 _ fastcall iven_is_c@ol(_QWORD); v
Python ‘

AU: idle Down Disk: 191GB CSDN @weixin_E

#include < iostream>
using namespace std;
int main(){
char al[33];
al[1e] = 'p';

al[13] = '@";

al[3] ='f"';

al[26] = 'r’';

al[2e] ='e';
al[7] = 48;

al[1e6] =95;
al[11] = 112;
al[23] = 1e01;
al[30] 117;
al[@] = 119 , al[6] = 50 , al[22] = 115 , al[31] = 1108 ,al[12] = 95;
al[15] = 1ee0;
al[8] = 123;
al[18] 51;
al[28] 95;
al[21] = 114;
al[2] = 116;

al[9] = 99;
al[32] = 125;
al[19] = 118;
al[5]= 48;
al[14] = 11e;
al[4] = 50, al[17] = 114, al[29] = 182 , al[17] = 114 , al[24] = 95;
al[1] = 99, al[25] = 64;
al[27] = 101;
cout<<al;

}



39 overlong B o+ AT RIMMF AT . BE: RAREBURLEFHRER: HF
AT

#include < iostream>
#include <Windows.h>
using namespace std;
int sub_401000(char *al,unsigned char * a2){
int v3; // [esp+@6h] [ebp-8h]
int v4; // [esp+4h] [ebp-4h]

if ( *a2 >> 3 == 30 )

{
v4 = a2[3] & Ox3F | ((a2[2] & @x3F) << 6) | ((a2[1] & @x3F) << 12) | ((*a2 & 7) << 18);
v3 = 4;
}
else if ( *a2 >> 4 == 14 )
{
v4 = a2[2] & Ox3F | ((a2[1] & @x3F) << 6) | ((*a2 & @xF) << 12);
v3 = 3;
}
else if ( *a2 >> 5 ==6 )
{
v4d = a2[1] & Ox3F | ((*a2 & Ox1F) << 6);
v3 = 2;
}
else
{
v4 = *a2;
v3 = 1;
}
*al = v4;

return v3;}
int sub_401160( char *al, unsigned char *a2, int a3)
{

int v3; // STes_4

unsigned int i; // [esp+4h] [ebp-4h]

for (i =0; i< a3; ++1i )
{
a2 += sub_401000(al, a2);
v3 = *al++;
if ( Iv3 )
break;
}
return i;}
int main(){
unsigned char ida_chars[] =
{
OxEOQ, Ox81, 0x89, 0xCO, OxAQ, oxCl, OxAE, OxEQ, Ox81, OxAS5,
OxC1l, OxB6, OxFO, Ox80, Ox81, OxA5, OXEO, Ox81, OxB2, OxFO,
Ox80, Ox80, OxAQ, OXEQ, Ox81, OxA2, Ox72, OX6F, OxCl, OXAB,
Ox65, OXEQ, Ox80, OxA®, OXEQ, Ox81, OxB4, OXEQ, Ox81, OXAS,
OxC1, OxA5, Ox20, OxCl, OXA5, OXEO®, Ox81, OXAE, Ox63, OxCl,
OXAF, OXEQ, Ox81, OxA4, OXFO, Ox80, Ox81, OXA9, OX6E, OxCl,
OxA7, OxCO, OxBA, Ox20, 0x49, OxFO, Ox80, 0x81, Ox9F, OxC1,
OxAl, OxCl, Ox9F, OxCl, Ox8D, OxEQ, Ox81, Ox9F, OxCl, OxB4,
OxFoO, 0x80, 0x81, Ox9F, OxFO, 0Ox80, 0x81l, OxA8, OxCl, OxSF,



OxFO, 0x80, 0x81, OxA5, OXEQ, Ox81, OxOF, OxCl, OxA5, OXE®,
Ox81, Ox9F, OxFO, Ox80, Ox81, OXAE, OxCl, Ox9F, OxFO, 0x80,
Ox81, Ox83, OxC1l, Ox9F, OXE@, Ox81, OXAF, OXE@, Ox81, Ox9F,
OxC1l, x84, Ox5F, OxE@, 0x81, OxA9, OxFO, 0x80, Ox81, Ox9F,
Ox6E, OXEQ, 0x81, Ox9F, OXEQ, Ox81, OxA7, OXE@, Ox81, 0x80,
OXFO, 0x80, Ox81, OxA6, OxFO®, Ox80, 0x81, OXAC, OXE®, Ox81,
OxAl, OxCl, OxB2, OxCl, OxA5, OxFO, Ox80, 0x80, OxAD, OxFO,
0x80, Ox81, OXAF, OX6E, OxCO, OXAE, OXFO, 0x80, Ox81, OxA3,
OX6F, OXFO, Ox80, Ox81, OXAD, 0x00

}s

unsigned int v4; // eax

char Text[128]; // [esp+6h] [ebp-84h]

unsigned int v7; // [esp+80h] [ebp-4h]

v4 = sub_401160(Text, ida_chars, 188);//180#: ¥ 4T
V7 = V4;

Text[v4] = ©;

MessageBoxA(@, Text,"Output", 0);

return 0;
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ﬂ IDA - oruga C:\Users\lenovo\AppData\Local\Temp\Rar$DRa24032.17402\tmp\oruga - X
File Edit Jump Search View Debugger Options Windows Help
HhE e Bfad S 3 o @O ofohtF-FeX > 0O debugger Skalcg
T =
2 Librarv function Ml Regular function MMl Instruction Data I Unexplored External svmbol
[FFunctions window 0 & x| [@ IDA View-A O @ Pseudocode-A B8 Hex View-1 © @ Structures © B Enums a %  Imports a @  Exports a
Function name ® 9 v4=0; | N
F]_init_proc @ 1e| while ( byte_2e1020[v2] != 33 )
| f | sub_610 11 A
| f|__stack_chk_fail ® 12 V2 -= v4;
| f]_printf ®13 if ( *(_BYTE *)(v3 + al) = "W' || v4 == -16 )
| £|_memset 14
|£|_stremp ®15 if ( %(_BYTE *)(v3 + a1) != 'E' || v4 ==1)
| £|_scanf 16
|f|_cxa_finalize : * * = 'M"
F] start ® 17| if ( *(_BYTE *)(v3 + a1) I= 'M' || v4 == 16 )
| £ | sub_6B0 18
] sub_6F0 ® 19 if ( *(_BYTE *)(v3 + al) != '3" || v4 == -1)
7] sub_740 ® 20 return OLL;
LsubjSO ®21 va = -1;
Lsul.)jSA 22| }
£]nain 23 else
|£]init
F]fini 24 {
| f] _term_proc ® 25 v4 = 16;
| £|__stack_chk_fail 26 }
|f|printf 27 3}
|f |memset . 28| else
%E:;l:lgistartimam 29| {
(7] scant ®30 v4 = 1;
|f|__imp__cxa_finalize 31 }
f|_gmon_start__ 32 }
33 else
34 {
® 35 v4 = -16;
36 ¥
® 37| ++v3;
® 33 while ( !byte_201020[v2] )
39
® 40 if (va -1 & !(v2 & OxF) )
< >
0000086D sub_78A:9 (86D) v
E Output window o 8 x
Executing last-registered action: hx:GenPseudo (Generate pseudocode) h‘
78A: using guessed type __int64 _ fastcall sub_78A(_QWORD, _QWORD);
90F: using guessed type char s[40]; V‘

Python H
AU: idle Down Disk: 61GB
ﬂ IDA - oruga C:\Users\lenovo\AppData\Local\Temp\Rar$DRa24032.17402\tmp\oruga - X
File Edit Jump Search View Debugger Options Windows Help

B e Bl S ) o DO dadiF - FeX > 0Ok e 1 @R
11 B ] n e ——
2 Librarv function MM Regular function MMl Instruction Data I Unexolored External svmbol
@ Functions window 0 f X @ IDA View-A O @ Pseudocode-A © T Hex View-1 @ ® Structures © @  Imports © @  Exports @
Function name 000000000V200FEQ 40 11 20 00 00 00 00 00 68 11 20 00 00 00 00 00 ~
(7] _init_proc 000000000V200FFO 70 11 20 00 00 00 00 00 58 11 20 00 00 00 00 00
7] sub_610 000000000V0201000 0O 00 00 00 00 00 00 0 08 10 20 00 00 0O 00 00
zistackichkifail 0000000000201010 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00
|f|_printf 10000000000201020
7| _memset 0000000000201030
% —:Z;ﬁ?” 0000000000201040
?’ cxa_finalize 0000000000201050
Flstart 0000000000201060
F | sub_6B0 0000000000201070
Z sub_6F0 0000000000201080
| £ | sub_740 10000000000201090
£ | sub_780 00000000002010A0
% Sub_T8A 0000000000201080
Flinit 100000000002010CO
Flfini 00000000002010D0
F_term_proc 00000000002010E0
| F]_stack_chk_fail 2010F0
|£|printf 0000000000201100
| £ | memset ) 0000000000201110
%;iz:;—““rt—“‘““ 0000000000201120 2?2 22 22 22 22 22 22 2> 0O GO 00 GO 00 0O 00 00
| f] scanf 0000000000201130 0O 00 0O 00 00 00 00 00 0O 00 00 00 00 00 00 00
7| imp.__cxa_finalize 0000E00EPE201140 B0 @O G0 00 G0 00 06 00 ©0 00 00 60 00 60 00 08
| F]_emon_start__ 0000000000201150 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00
201160 ©0 00 00 00 00 00 00 00 0O 0O 0O 0O 00 00 00 00
0000000V00201170 0O 00 00 00 00 00 00 00
< >
0000111F 000000000020111F: . data:byte_201020+FF (Synchronized with IDA View-A) v
EOutput window o & x
Executing last-registered action: hx:GenPseudo (Generate pseudocode) '*‘
78A: using guessed type __int64 __ fastcall sub_78A(_QWORD, _QWORD);
90F: using guessed type char s[40];

Python |
AU:  idle
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Down Disk: 61GB

40 BJD hamburger competiton

40 [BJDCTF2020]BJD hamburger competition
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dnSpy v6.1.8 (32-bit, NET Framework)
#(F) HEE  WEV) ELD) &\OW) (€] = Ci# M | = e

RRREIERS v X ButtonSpawnFruit X

ButtonEat() : void @06000005 = nit. secret = 87;
CancelEat() : void @06000002
FinalEat() : void @06000003
PlayAudio() id @06000004 O t "= 127;
TryEat() : v @06000001 ~ing str = Init. et. ToString() ;
audioSource : AudioSource @04000002 if (ButtonSpawnFruit.Shal(str) == “DD01903921EA24941C26A48F2CEC24E0BBOESCCT”)
tryMenu : GameObject @04000001
b 43 ButtonHoldRotate @02000003 his. re t = "BJDCTF
4 #3 ButtonSpawnFruit @02000004 this. result) ;
> Ml EAEn '
>l SRR
ButtonSpawnFruit() : void @0600000D
Id5(string) : string @0600000A
Sha1(strin string @0600000B
Spawn() : void @0600000C
audioSources : AudioSource[] @04000007 100 % ~
result : string @04000008 =
spawnCount : int @04000006 R
toSpawn : GameObject @04000005 BR
> 43 ButtonSwitchMenu @02000005
> 43 CameraZoom @0200000F
> 43 DestroyerBorder @02000006
> 43 FruitSpawner @02000007
D> 43 GameControllerScript @02000008
> %3 HoldUIPos @02000009
D> 43 IgnoreRb @0200000A
> 43 Init @02000008

(name == "METN” & Init.

+ ButtonSpawnFruit. Md5(str) + “}”;

22:28

P IEXEMNFEERINS L 3 , ' Ol ~twzn s b o

o dnSpy v6.1.8 (32-bit, .NET Framework)
X#F)  REE) WAV BRSO #Ow) #EHH) 6 © % <

EFERREER v X ButtonSpawnFruit X

4 ¢ ButtonSpawnFruit @02000004 -
> Ml EfnEn
b Ml ReEEE
@ ButtonSpawnFruit() : void @0600000D

ButtonSpawnFruit : MonoBehaviour

Spawn() % ding. s(str) ;
audioSources : AudioSource[] @04000007 rte[] array D5. ( 0. 9 h(bytes) ;
result : string @04000008 Str lder stringBuilder = new StringBuilder();
spawnCount : int @04000006 r ( b array)
toSpawn : GameObject @04000005
b 43 ButtonSwitchMenu @02000005
b 43 CameraZoom @0200000F return stringBuilder. ToString(). Substring(0, 20);
> %3 DestroyerBorder @02000006 }
> 43 FruitSpawner @02000007
D> 43 GameControllerScript @02000008
> 43 HoldUIPos @02000009
b 4 IgnoreRb @0200000A e[l bytes = Encoding. UTFS. GetBytes (str) ;
> 43 Init @02000008 el array = SHAL 0 ConputeHash(bytes) -
> %3 InterfaceQuit @0200000C uilder stringBuilder = new StringBuilder();
> 43 MenuSwitch @0200000D ch (byte b in array)
> 43 WorldUl @0200000E (
> B netstandard (2.0.0.0) stringBuilder. Append (b. ToString ("X2”)) ;
4 & mscorlib (4.0.0.0) ;

stringBuilder. Append (b. ToSt g("X27));

tatic string Shal (string str)




100% ~

mEEE
Internal.Runtime.Augments 2R
Internal.Runtime.CompilerServices

Microsoft.Reflection
Microsoft.Win32
Microsoft.Win32.SafeHandles
Mono
Mono.Globalization.Unicode
Mono.Math
Mono.Math.Prime

RIEEE— KA S, ida T,

‘,‘ IDA - Assembly-CSharp.dIl E\10.28\BJD hamburger competition_Data\Managed\Assembly-CSharp.dll - X
File Edit Jump Search View Options Windows Help
H e-2- %8 6 ) o M0 dded-FuX pOO - e @R R
N 0 <
Librarv function M Regular function MM Instruction Data Unexplored External svmbol
[AFunctions window o & x © IDA View-A <] @ Hex View-1 @ Structures & Enums B Imports 2] Exports
Function name ~ 1dsfld int32 Init::spawnCount ~
F]ButtonEat_ TryEat ldc.i4.5
f|ButtonEat__CancelEat bne.un.s loc_398
f|ButtonEat_ FinalEat ldsfld int32 Init::secret
f|ButtonEat__PlayAudio ldc.id.s ox7F
f|ButtonEat__.ctor xor
£ |ButtonHoldRotate_ Press stsfld int32 Init::secret

F|ButtonHoldRotate_ Release X o
FButtonHoldRotate_Update ldsflda int32 Init::secret

FButtonHoldRotate_. ctor call instance string [netstandard]System.Int32::ToString()

F|ButtonSpawnFruit_ Md5 stloc.2

f|ButtonSpawnFruit__Shal 1ldloc.2

ButtonSpawnFruit__Spawn call string ButtonSpawnFruit::Shal(string str)

ButtonSpawnFruit__. ctor ldstr  aDde190392lea24 // "DD@1903921EA24941C26A48F2CEC24EOBBOESCC" . . .
ButtonSwitehMenu_Switchlenu call bool [netstandard]System.String::op_Equality(string, string)

ButtonSwitchMenu__. ctor
DestroyerBorder__OnCollisionEnter brfalse.s loc_398

DestroyerBorder__. ctor ldarg.e

FruitSpawner__Spawn ldstr aBjdctf // "BIDCTF{"

FruitSpawner_ Update 1ldloc.2

FruitSpawner_ ResetFruit call string ButtonSpawnFruit::Md5(string str)

FruitSpawner_ RotateCamera 1dstr asc 10C8 /] "}

FruitSpawner__. ctor = o . . .
GameControl lerSeript._. ctor call str?ng [netstandard]S){stem.Strlng..(oncat(str‘:mg, string, string)
HoldUTPos_ Update stfld string ButtonSpawnFruit::result

HoldUTPos__. ctor ldarg.e

IgnoreRb_ Update 1dfld string ButtonSpawnFruit::result

IgnoreRb__. ctor call void [UnityEngine.CoreModule]UnityEngine.Debug: :Log(object)
Init__.ctor

Init__. cctor loc_398: // CODE XREF: ButtonSpawnFruit__Spawn+7ATj

InterfaceQuit__QuitGame

F \izsigi?i:§Ul;;;~itor ldsfld int32 Init::spawnCount

| MenuSwitch_ FixedUpdate ldc.i4.1

// ButtonSpawnFruit__Spawn+991j

f|MenuSwitch__ChangeTarget add
FlMenuSwitch ChaneeTareetCora v
< > 00000567 00000373: ButtonSpawnFruit_  Spawn+193 (Synchronized with Hex View-1) v
Ii< >
= Output window o & x
IDAPython v1.7.0 final (serial @) (c) The IDAPython Team <idapython@googlegroups.com> N
The initial autoanalysis has been finished. v
me |
AU: idle Down Disk: 191GB “SDN @weixi

FE W NBEA 58 E Hdnspy. i HRIBEE £
Shaf# % Ja md5n s
MNiZRERKE T, L2075 .

42 challenge



42 challenge base64 Z& %

Q IDA - challenge.exe C:\Users\lenovo\AppData\Local\Temp\Rar$DRa22828.14115\challenge1.exe - X
File Edit Jump Search View Debugger Options Windows Help
EHE e % 3 o @O hghetF-#FeaX > 0O debugger - et EEE
[ || Wi -
2 Librarv function MM Regular function MM Instruction I Data Ml Unexolored /' External svmbol
[@Functions window B 2 x| BIDA View-A B EPseudocode-B & EPseudocode-A & BHex View-1 © BStructures © ®  Enups O ® Imports © Exports ©
Function name A .rdata:004128D4 db 'RaiseException’,@ ~
__vert_trace_logging_provider: : Trace -rdata:004128E3 align 4
__vert_trace_logging provide: .rdata:004128E4 word_4128E4 dw 2F1h ; DATA XREF: .rdata:off_4122E8To
__vert_trace_logging_provider .rdata:004128E6 db 'SystemFunction@3e’.a
__vert_trace_logging_provider:: .rdata:004128F8 aAdvapi32Dll db "ADVAP T\ INEE#EER/NTEL Ver0.2 by Lucky_789 [bbs.chinapyg.com] X
__vert_trace_logging_provide: .rdata:00412905 align seel
—vert_trace_logging_provide .rdata:00412905 _rdata ends AES  Basefd Baze32  SHA it RC4
__vert_trace_logging_provide: rdata:00412905
-data:00413000 ; Section 3. (virtual addr g qy [ZYXABCOEFGHIJKUINUPQRSTUVNzyx abodefzhi jklnnopar stuvwD 123456785+ RCEEE)
.data:00413000 ; Virtual size
.data:00413000 ; Section size in file shOOting phish_in_a barrel@lare—on. com
.data:00413000 ; Offset to raw data for s
.data:00413000 ; Flags C0P00040: Data Rea:
ja:aggjgg:z ; Alignment : default BT ()
.data: B
Lach
.data:00413000 ==
__ scrt_acquire_startup_lock .data:00413000 ; Segment type: Pure data
___scrt_initialize_crt .data:00413000 ; Segment permissions: Rea:
__scrt_initialize onexit_tables .data:00413000 _data segment pa
___secrt_is_nonwritable_in_current_ir .data:00413000 assume cs:
—e e e .data:00413000 sorg 41300 - - = —
— R _ ~data:00413000 ; char aZyxabcdefghijk[64] %24t TEOmyj acxDenxZeczTE cV0 EVUGWWTUIN juex jRqv24rV29q
“atexit .data:00413000 aZyxabcdefghijk db 'ZYXABCI
__ security_init_cookie .data:00413000
sub_401A3B .data:00413000 bl
sub_401A3E .data:00413040 ; int dword_413040[4] e
sub_401A42 . .data:00413040 dword_413040 dd e
;ﬁezait\z;tumfllefﬂmde .data:00413044 db 2 i
sub:401A4E .data:00413045 db 0
sub 401451 .data:00413046 db e
__initialize_default_precision .data:00413047 db 2
nillsuh 3 v .data:00413048 db 1
> [z | [#E || &= | PESTA: @ AsciifR Olnicode® OMHexth

00011800 00413000: . data:aZyxabcdefghi jk (Synchronize

E Output window

Executing last-registered action: hx:GenPseudo (Generate pseudocode)
401260: using guessed type _DWORD __ cdecl sub_401260(_DWORD, _DWORD);
401260: using guessed type _DWORD __ cdecl sub_401260(_DWORD, _DWORD);

SRHIE: Base64 IEREE TR, RERR(( M)

by Lucky 789 20145118

IDC

AU: idle Down Disk: 61GB

43 base-re

43 base-re g

CSDN @

ﬂ IDA - attachment (8) E:\N#{\attachment (8) - X
File Edit Jump Search View Debugger Options Windows Help
HEH a2 S S ) o B0 FEodiEF - FwX P D DON debuger | e AR
(B TN =
Librarv function MM Regular function MM Instruction Data I Unexplored External svmbol
[@Functions window o & x| [@IDA View-A B EPseudocode-A & EStrings window £ S Hex View-1 & EStructures & & Enums & TImports # Exports @
Function name .rodata:0000000000002047 allf1lfllf db '%.11f + %.11f = %.11f',e0 ~
init_proc .rodata:0000000000002047 ; DATA XREF: main+CATo
F|sub_1020 .rodata:000000000000205D ; char allf1lf1lf_o[]
___stack_chk_fail .rodata:000000000000205D allfi1lf1lf_o db '%.11f - %.11f = %.11f',e@
_ 5
7| printf .rodata:000000000000205D ; DATA XREF: main+1@8To
—1s0c99_scanf .rodata:0000000000002073 ; char allf1lfilf_1[]
z Ez;zr;mr i clones .rodata:0000000000002073 allf1lf1lf 1  db '%.11f * %.11f = %.11f',0
F regiiter tm_clones .rodata:0000000000002073 ; DATA XREF: main+142To
7d07g10£a1:dtorsiaux .rodata:0000000000002089 ; char allfi1lfilf 2[]
F| frame dummy .rodata:0000000000002089 allf1lf1lf_2 db '%.11f / %.11f = %.11f',0
£ |main .rodata:0000000000002089 ; DATA XREF: main+17DTo
71?bc,csu,il?iF .rodata:000000000000209F align 26h
__libe_csu_fini .rodata:00000000000020A0 ; char aErrorOperatorI[]
E/ J:i:ir:}clk il .rodata:00000000000020A0 aErrorOperatorI db 'Error! operator is not correct',®
Flozvintes .rodata:00000000000020A0 ; DATA XREF: main:loc_12E9To
__1libc_start_main .rodata:00000000000020BF align 26h
__isoc99_scanf .rodata:00000000000020C0 aUtflagStringsl db 'utflag{strings_1s_yeur_fri3nd}',e
__cxa_finalize .rodata:00000000000020C0 ; DATA XREF: main:loc_12FATo
—_gmon_start__ .rodata:00000000000020C0 _rodata ends
.rodata:00000000000020C
LOAD: 20DF ;
LOAD : 00000000000020DF
LOAD:00000000000020DF ; Segment type: Pure data
LOAD:00000000000020DF ; Segment permissions: Read
LOAD : 00000000000020DF LOAD segment mempage public ‘DATA' use64
LOAD : 00000000000020DF assume cs:LOAD
LOAD : 00000000000020DF ;org 20DFh
LOAD : 00000000000020DF align 26h
LOAD : 00000000000020DF LOAD ends
LOAD : 00000000000020DF
.eh_frame_hdr: 20E0 ;
.eh_frame_hdr:00000000000020E0
< >
00002047 0000000000002047: . rodata:allf11f11f (Synchronized with Hex View-1) N
E Output window o & x
hx:GenPseudo (Generate pseudocode) ~
Executing last-registered action: hx:GenPseudo (Generate pseudocode)
1050: using guessed type __int64 _ fastcall __isoc99_scanf(_QWORD, _QWORD); v

Python ‘

AU: idle Down Disk: 191GB

44 easy strcmp

CSDN




44[ZerOpts2020]easy strcmp — i &8 Aeasy 3R T - R R 2, 3 5 L BH o8 2
Q IDA - chall C:\Users\lenovo\AppData\Local\Temp\Rar$DRa20148.021\chall
File Edit Jump Search View Debugger Options Windows Help

HE e B S ) g A0 ket FeiX 0 ONo debugger - et AR
T

Librarv function MM Regular function M Instruction Data Unexplored External svmbol
[AFunctions window o8 x| ®mIp- B [EPseu B [EPseur O [EPseus++ © @EPseus+ B [@EPseus++ © [EPseus++ © © He*-*

FEnuns ©

[

Function name |_inte4 __fastcall main(signed int al, char **a2, char **a3)

_init_proc
if (a1 >1)

if ( Istremp(a2[1], "zer@pts{********CENSORED********}") )
puts(“Correct!™);

else
puts("Wrong!");

_strcmp

=

]

5

Jis

B

=

24
VCONOV A WN
-

¥

sub_640 10 else
sub_6EA 12 printf("Usage: %s <FLAG>\n", *a2, a3, a2);

return OLL;

_ imp__ cxa_finalize
__gmon_start__

< >
Line 12 of 23 000007FD main:5 (7FD)

E OQutput window
dummy_hexrays:warn (Generate pseudocode)
hx:GenPseudo (Generate pseudocode)
Executing last-registered action: hx:GenPseudo (Generate pseudocode)

Python ‘

AU: idle Down Disk: 61GB

‘x IDA - chall C:\Users\lenovo\AppData\Local\Temp\Rar$DRa20148.021\chall
File Edit Jump Search View Debugger Options Windows Help

[l = T B 3 e @0 FEF-FrmX P ODONo debugger - gl AR R
T

Librarv function Bl Regular function Bl Instruction Data Unexplored External svmbol
[AFunctions window O & x| [§]p.. @ Ps B [ Psee- BPs-- B @ Pse--

[EEnums

& In--

B

Function name 1
int (**sub_795())(const char *sl1, const char *s2)

_init_proc 2
s 3K

4/ int (**result)(const char *, const char *); // rax

5

_stremp 6| result = &strcmp;

7| qword_201090 = (__int64 (__ fastcall *)(_QWORD, _QWORD))&strcmp;

8| off_201028 = sub_6EA;

9| return result;

sub_6A0 101}

__imp__cxa_finalize
__gmon_start__

< >
Line 5 of 23 000007B3 sub_795:7 (7B3)

EOutput window

7C1: write access to const memory at 201028 has been detected
201028: using guessed type void *off_201028;
201090: using guessed type __int64 (__fastcall *qword_201090)(_QWORD, _QWORD);

Python

AU: idle Down Disk: 61GB

201090->795
201028->6ea

ixin_51275728



#include < iostream>
using namespace std;
int main(){
string p="zer@pts{******¥¥¥CENSORED****rkkkim .
char a[24]={ ox42, 0x09,
Ox4A, Ox49, 0x35, Ox43, OxOA, Ox41l, OxFO, 0x19, OXE6, OxOB,
OxF5, OxF2, OxOE, Ox0B, Ox2B, 0x28, 0x35, Ox4A, 0x06, Ox3A,
Ox0A, 0x4f};
for(int i=0;i<24;i++){
pli+8]+=alil;
}

cout<<p;}

45 UniverseFinal Answer
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SE @V B B ) o B FphehF X P O ONo debugger BEGICANE ] o
N—
Librarv function M Regular function M Instruction M Data M Unexolored M External svmbol

e e Cimiler 8 # x| @ IDA View-A [ Pseudocode-A B @ Hex View-1 @ Structures &) Enums @  Imports @  Exports
Function name [" 10l int v8; /7 ers
_init_proc BN 1%1E A SHRAT - python

_puts
_strlen i
7 % uB + —19 % b + 99 % U7 + —117 % U5 + —69 % u3 + 22 x vl — 98 x u2 + 10 x vd -= —294
_scanf 2
__cxa_finalize
main )g))s.add(—lﬂ * ull + —111 = uv? ¢ 57 * v2 + 41 * vl + 73 * v3 - 18 * v4 + 26 * u5 + 16 * ub + 7?7 * uvB - 63 * v? == -132
start

sub1780 % §.add(31 * ull + —48 * v + 66 * vB + —1B4 = uvb + —121 = u? + 95 = u5 + 85 * u4 + 6@ * v3 + -85 = u2 + 88 * vl =il

)g))s.add(*S‘!*u11+—23*uB + —82 »x u3 + 85 * uv2 + 124 * vl - 11 * v4 - 8 = u5 — 68 = u? + 95 = ub + 108 * v? == 22
o

5.add(1@81 * ull + —85 % u¥ * 7 % u6 + 117 % u? + —83 % u5 + —1B1 * ud + 98 % u3 + —28 * vl + 18 * uv2 - uv8 == 6388)
sub_810 3% 5:add(39 x ull s 28 = v9 + 5 x u8 + 93 X U6 + 18 X U7 ¥ 127 X U5 + 6 X ud + =9 X u3 + 93 x ul + 58 x u2 == ~1697

>
sub_C50 s.check(>

_term_proc

puts

strlen
__stack_chk_fail
__libc_start_mai

£ i ve
_ imp__ cxa_finaliagg
__gmon_start__

¥
}

return result;

< >

Line 9 of 27 000008D9 sub_860:25 (8D9) v
E OQutput window o s
C50: using guessed type __int64 _ fastcall sub_C50(_QWORD, _QWORD); ~
670: using guessed type __ int64 _ fastcall _ printf_chk(_QWORD, _QWORD, _QWORD);

860: using guessed type _ int64 _ fastcall sub_86@(_QWORD); v
Python

AU: idle Down Disk: 61GB CSDN @weixin_ 5127572

|U Kali-Linux-2021.2-vmware-amd64 - VMware Workstation - X
SHHF) RERE EEV RANM EEED Bae) - & 0 @2 [JHOIY
B X

Y E5i [[}! Kali-Linux-2021.2-vmware-...
L k... ~ R EEE =

= L RATHEY
[ Kali-Lir

+ Downloads
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i‘ IDA - 351a2f05-3848-4de6-9c9d-6e28c946079.exe E\TE\351a2f05-3848-4de6-9c9d-6e28c946f079.exe - X
File Edit Jump Search View Debugger Options Windows Help

e ey HEE S ) v B@ aliphEF -z X P 0 DN debusser - e AR

- L1br‘alrv“funlct1on M Regular function MM Instruction ' Data Unexolored | External svmbol
[@AFunctions window o 8 x BIDA View-A EPseudocode-B EPseudocode-A B B Hex View-1 B Structures B Enums # Imports # Exports

Function name X 47 if ( !'((signed int)(v7 + 1) % 2) ) o
1 4 anvaan a8 {




J | supb_4vu1vuu - A
£ sub_401090 49 *(&15 + v4++) = vi1o;
I | sub_4011A0 50 al = v4;
f | sub_401470 51 vie =
F] sub_401710 52 }
; sub_401830 53 VT
_wmain
F|__security_check_cookie (x) 54} . _
f|_LocaleUpdate: : _LocaleUpdate (localei 55/ while ( v6 < 8)
f|__isalnum 1 56| {
f|__isdigit_1 57 v1ll += byte_416050[++v12];
F| _isspace_1 58| v13 = byte_416050[v12];
F7 7_1sxd1g1t,1 59 = byte_416050[v11];
Jf;—i:zi“‘;‘: 60 byte_416050[v11] = v13;
= }sspgce 61 byte_416050[v12] ;
Fl isxdigit 62 if ( *(_DWORD *)(__readfsdword(@x30u) + 104) & 0x70 )
f|__get_printf_count_output 63 vl3 = v1l + v12;
f| _printf 64 *(&v17 + v6) = byte_416050[ (unsigned __int8)(v8 + v13)] ~ *(&v15 + v5);
f|_scanf 65 if ( *(_DWORD *)(__readfsdword(@x30u) + 2) & OXFF )
£ | unknown_libname_1 66l
f|__fflush_nolock 67 { Vil = 'n':
F|_flush e o
7| sub_4022DE Ve =
F|_fflush 69
F|_flsall 70 sub_401710((int)&v17, (const char *)a2, ve++);
f|__initstdio 71 V5 = v6;
f|__endstdio 72 if ( v6 >= (unsigned int)(&v15 + strlen(&v15) + 1 - &vi6) )
7| sub_4024BE 73 Vs = 05
f|__lock_file 74| }
f|__lock _file2 75 14 = 0;
f|__unlock_file v - %
F1 unlock file2 76/ sub_401470(al, &v17, &v14);
f|__ tmainCRTStartup 77/ return vl14 == OxAB94;
Fl fast error exit MENE)
< >
Line 3 of 276 00000F2F sub_401830:67 (401B2F) N
E Output window 5 x
414000: using guessed type void *off_414000; ~
401251: inconsistent fpu stack
401710: using guessed type _DWORD __cdecl sub_401710(_DWORD, _DWORD, _DWORD); v
Python
AU: idle Down Disk: 190GB CSDi @ 151275728
;&351aZfOS-3848-4de6-9c9d-6e28c946f079.exe - PID: 5772 - f5iR: 351a2f05-3848-4de6-9c9d-6e28c946f079.exe - £iE: AT 12568 - x32dbg - X
XHEE) MEW  ARO)  REN  #EEE BERO  #EWO)  FBH  Nov 3 2021 (TitanEngine)
coE i tawg taBeEePLhs a0 0O
Bov Az [Hzr ews marss O@asR sswg s HEs OBERB 238 $aE &am ¢ B5 M votmalyzer
o |[00C31816 OFB685 F/FDFFFF movzx eax,byte ptr ss:[ebp-209] N [E#FPU
00c3181D 8A88 5060400 mov cl,byte ptr ds:[eax+C46050 ] -
e[ 00c31B23 888D F7FDFFFF mov byte ptr ss:[lebp-2090,cl EAX 00000012 N
e[ 00Cc31829 8895 D8FDFFFF mov edx,dword ptr ss:[lebp-228] == 00000004
e || 00Cc31B2F OFB68415 FCFDFFFF movzx eax,byte ptr ss:|[[ebp+edx-204[] EBX Ve
e | 00c31B37 OFB68D F7FDFFFF movzx ecx, byte ptr ss:[ebp-209] % gggggggg 1
[EZ—— ¢ |00C3IBBEN 33c1 Xor eax,ec
e|[ 00C31840 8B95 E4FDFFFF mov edx, dword ptr ss:[febp-21C] EBP 003CFA50 &"F<"
e | 00c31B46 888415 FCFEFFFF mov byte ptr ss:|lebp+edx-1041,al ESP 003CF80C
e || 00Cc31B4D 64:A1 30000000 mov eax,dword ptr [:[30] ESI 00c32715 "EM"
®|00C31B53 40 inc eax EDI 1EB478F8
e|[ 00c31B54 40 inc eax
OCa Y oY Sl dword ptr ds:[eax] EIP  00C31B3E 351a205-3848-4de6-9c9d-6e28c946F079. 00«
00C31B5C 85C0 test eax, eax
- 00C31B5E | v 74 OE je 351a2f05-3848-4de6-9c9d-628c946F079.C Erlacs . 90000308
! 00C31B60 C685 FSFDFFFF AD mov byte ptr ss:[ebp-208],AD ZE BE AF
! 00C31867 C685 F6FDFFFF 2B mov byte ptr ss:[ebp-20A],28 2B:'+' OF 0 SFE O DF O
e~ 00C31B6E 8885 E4FDFFFF mov_eax,dword ptr ss:[ebp-21C] CEO0 TF1 IF1
00C31874 50 =y o e
G0 A 68 [sF ﬁ‘,?L) ﬁ‘%h’; - &EE‘Z SRR (OFRTEH, 1 TR |00000000 TS
00C31B78 51 push ecx LastStatus C0000139 (STATUS_ENTRYPOINT_NOT_FOUND)
00C31879 8D95 FCFEFFFF 'Iea ed)é dword ptr ss:[[ebp-104]
00C3187F GS 0028 FS 0053
00C31880 E8 8BFBFFFF Galll 351a2F05-3848-4de6-9c9d-6e28c946079 Es 0028 Ds 0025
00C31B85 83c4 OC add esp,C Ccs 0023 ss 0028
00C31888 8885 E4FDFFFF mg\é eax,dword ptr ss:[lebp-21cC[]
00C31B8E 83c0 01 al eax,1l
3 2 5 _ sT(0) 00000000000000000000 x87r0 = 0.000000000000000000
00ca1soT D BT oy g‘g:r%wﬁ:ﬁ o fggp[gégl'ea§ ST(1)0000000000000000N000 X&7r1 = 0.000000000000000000
00C31B9D 898D D8FDFFFF mov dword ptr ss: [ebp 228] ecx o <
NNC3I1RAR RNAS FCFNFFFF Tea edx dward ntr c<-Fehn- by
< > | BA (stdeall) -
1: [esp+4] 00000000
:§§=é§ o0 2: [esp+8] 003CFC65 "2345678"
= 3: [esp+C] 00000004
.Text:00C31B3E 351a2f05-3848-4de6-9c9d-6e28C946F079. exe: $1B3E #F3E g Egggﬁg’} e
5 [EIEIel 003CFAG0
WrE 1l a2 @ w1 k- FEER P AWE 00SCFE10'| 00000000 ”
Hoht +/\ﬂffﬁ] ~ 003CF814 | 003CFC65 | "2345678"
77807000 (167 00 1 00 -w 003creic | Sooootse
77801010 | 00 00 02 00 W 003CF320 | 00000000
77801020 | 0C 00 OE 00 w oa s alllo 0000000
77801030 (06 00 08 00 w 00301838 | 00000000
77801040 | 06 00 08 00 W 003CF82¢ | 00000000
77801050 | 1c 00 1E 00 5 ", PR
77801060 & 003CF830 | 003CFD64 | "welcomebeijing
77801070 | 20 00 22 00 w 003sEe s H]]00000000
77801080 | 90 68 77 o0 003CF838 | 00000000
77801090 | 90 1F °0 003CF83C | 00C42DBD | 351a2f05-3848-4de6-9c9d-6e28c9461079.00C42DBD
778010A0 | 00 57 77 % 003CF840 | 003CF870
77801080 | BO 45 90 77 w 003€R8H410008600) v
778010c0 | 00 00 00 00 sooloo 00 v < > J
wé | g -
| BATHF | INT3 Bi ST 351a2£05-3848-4de6-9c9d-6e28c946£079. 00C31B3E (00C31B3E) ! | BB BT Re 1010 200228
¥ IDA - 35122f05-3848-4de6-9c9d-6e28c946079.exe E\TE\351a2f05-3848-4de6-9c9d-6e28c946f079.exe - X

File Edit Jump Search View Debugger Options Windows Help
EE e~ nth B 3 o BAO ot F-FmmX O

et @R

No debugger

(] I e
Librarv function MM Regular function MM Instruction Data Unexplored External svmbol
[AFunctions window 0 f x| [@IDA View-A O EPseudocode-B B [EPseudocode-A & BlHex View-1 & EStructures © B  Enums O % Imports O Exports ©
Function name ~ 98 }
sub_401000 99| else
sub_401090 160 {
sub_401140 101 v18 = (char)a3;
sub_401470 102 *a3 "= @x1ADu;
sub_401710 103 }
sub_401830 104 vie = *a3;

_wmain
__security_check_cookie (x)

105/ _AL = v18 - vi13;

F|_LocaleUpdate: :_LocaleUpdate (localei 106/ __asm { daa }
__isalnum_1 107| if ( a2[6] = )
__isdigit_1 108
__isspace_l 109 *a3 |= ex2310u;
__isxdigit_1 110 V24 = *a3;
el 111 }

’%Sdlglt 112| else

_1sspace

_isxdigit 113

__get_printf_count_output 114 *a3 |= oxdAu;
f|_printf 115 }

_scanf 116/ v23 = *a3;



] unknown_libname_1 117 if ( a2[7j == 'c' )

__fflush_nolock 118

__flush 119
| sub_4022DE
F|_fflush 120) *a3 |= exsAllu;
f|_flsall 121 26

___initstdio 122

___endstdio 123
£ sub_4024BE 124/ {

ﬂ“ﬁ—?}ez 125 *23 &= OX3A3U;

e 126 result = (_DWORD *)*a3;

“unlock_file2 127) }

___tmainCRTStartup 128 return result;
F1 fast error exit v 129}
< >
Line 4 of 276 00000469 sub_401470:98 (401669) v
[ Output window B g =
401710: using guessed type _DWORD __cdecl sub_401710(_DWORD, _DWORD, _DWORD); A
401710: using guessed type _DWORD __ cdecl sub_401710(_DWORD, _DWORD, _DWORD);
401710: using guessed type _DWORD __cdecl sub_401710(_DWORD, _DWORD, _DWORD); v
Python ‘

CSDN @weixin_51275728

AU: idle Down Disk: 190GB

401830:A3->v9>v10->v15—>v17

401000: K567

401090: *¥4160504h 2
4011a0:congraulations /try again

1) 21 P f b 5 ¥ B resultiZ fEa3 7 B R TH
dbappsecIkIE

#include < iostream>
using namespace std;
int main(){
int result;
string a2="dbappsec";

int a3=0;
if ( az[@] == 'd" )
{
a3 |= 4;
}
else
{
a3 "= 3;
}
if ( a2[1] == 'b" )
{
a3 |= ox14;
}
else

a3 &= 0x61;

if ( a2[2] == 'a' )

a3 |= ox84;

else

a3 &= OxA;

if ( a2[3] =

1}
o
~

a3 |= ex114 ;
else
a3 >>=7;

if (a2[4] = 'p' )



1

a3 |= ox380;
}
else
{
a3 *= 2;
}
if ( a2[5] == 'f' )
{
a3 |= ex2DC;
}
if ( a2[5] == 's"' )
{
a3 |= oxAe4;
}
else{
a3 "= Ox1AD;
}
if ( a2[6] == 'e"' )
{
a3 |= ex2310;
}
else
{
a3 |= ox4A;
}
if ( a2[7] == 'c" )

{ a3 |= ox8A10;
result = a3;

¥
else
{
a3 &= Ox3A3;
result = a3;
¥

cout<<hex<<result<<endl;

char x[8]={0x2a,0xd7,0x92,0xe9,0x53,0xe2,0xc4,0xcd};
for(int i1=0;i<8;i++){

x[i]*=a2[i];

int pp=x[i]&Oxff;

cout<<pp;

}

}
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ﬁ IDA - signal.exe C:\Users\lenovo\AppData\Local\Temp\Rar$DRa5128.26362\signal.exe - X
File Edit Jump Search View Debugger Options Windows Help
BE e BB Y o A0 dofaF - FeX > OO b - R B
|- [ ——
2 Librarv function MMl Regular function MMl Instruction Data M Unexvolored External svmbol
[AFunctions window 0 & x| M@IDA View-A B seudocode-A B BStack of _main @ ElHex View-1 @ A Structures @ B Enums © @ Imports © # Exports ©
Function name Al @34 break; ~
[F] _mingw_onexit 35 case 3:
| f]_atexit ® 36 v5 = v3[v9] - LOBYTE(al[vie + 1]);
| | _enu_exception_handler (x) ® 37 V10 += 2;
| f]__setargy ® 38 break;
|£]___mingw_raise_matherr 39 case 4:
|f|___mingw_setusermatherr ® 40 Vs = al[vie + 1] ~ v3[vol;
| £|__matherr ® 41 10 4= 2:
|f|___report_error v =25
| £|_pei386_runtime_relocator ® 42 break;
| f| _fpreset 43 case 5:
| f] __do_global_dtors ® 44 v5 = al[vlie + 1] * v3[vo];
|f|___do_global_ctors ® 45 vie += 2|;
£ —main . ® 46 break;
H report sfoiline. 47| case 6
Z :mingwthrirunikeyidtorsjartio ® 48 ++v10;
7] w64_mingwthr_add_key_dtor ® 49 break;
|f|__ w64 mingwthr_remove_key_dtor 50 case 7:
7] __mingw_TLScallback @51 if ( va[vs] != al[vie + 1] )
LiValidateImageBaseJartio 52 {
% —g?léggel‘é“?gefiase ®5s3 printf(“what a shame...");
indPESection :
I — ™ .
] _FindPESectionByNane 2: exit(e);
|£|__mingw_GetSectionForAddress
| £]__mingw_GetSectionCount ® 56 ++V8;
|f| _FindPESectionExec @57 v1e += 2;
| £|__GetPEImageBase ® 58 break;
| f| __IsNonwritableInCurrentImage 59 case 8:
L_mingw_enum_import_library_names ® 60 v3[ve] = vs;
% 72:5521;;“;” ®61 ++v10;
Z :get;ain;rgs ® 62 ++V65 )
| f]_sget_invalid_parameter_handler ®63 break;
|f]__set_invalid parameter_handler 64 case @xA:
#1 malloc Y|®es read(v3);
< >
Line 15 of 70 00000AAB __Z9vm_operadPii:45 (4016AB) v
EOutput window a8 x
401553: using guessed type char var_8l1[1ee0]; ~
40155 using guessed type char var_E5[100];
401553: using guessed type char var_81[100]; v
Python \
AU: idle Down Disk: 74GB CSDN @weixin_51275728
a IDA - signal.exe C:\Users\lenovo\AppData\Local\Temp\Rar$ DRa5128.26362\signal.exe - X
File Edit Jump Search View Debugger Options Windows Help
BE e Gt 8 ) o 0 dcd@F-FeX P OO e e @HEE
IR | |
2 Librarv function MMl Regular function MMl Instruction Data M Unexolored External svmbol
A Functions window © 8 *x| BIDA View-A O EPseudocode-A © @Stack of _main O BHex View-1 @ @Structures © @ Enums © @ Imports © @ Exports ©
Function name ~ 00403020 ©O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .........oevnvnn ~
[ _mingw_onexit 00403030 00 00 00 00 00 00 00 00 00
7] _atexit be4e3040
| £ _snu_exception_handler (x) 00403050
|f|__setargv 00403060
|£]___mingw_raise matherr 00403070
§7m:ggv1,setusermatherr 00403080
L 00403090
|f|___report_error
f|_pei386_runtime_relocator 004030A0
7] _foreset 00403080
z ___do_global_dtors ©04030C0
|£|___do_global_ctors 004030D0
£ main ) 004030E0
et satatiove po4036Fo
z __mingwthr_run_key_dtors_part_0 (00403100
|f| w64 mingwthr_add_key_dtor 00403110
| £] w64 _mingwthr_remove_key_dtor 00403120
;f_imingwiTLScallback 00403130
|£|__ValidateImageBase_part_0 00403140
__;_7¥alégg;elmageBase 00403150
__Fin ection
| £]_FindPESectionByName ggigigg
|£]__mingw_GetSectionForAddress
|£|__mingw_GetSectionCount 00403180
| £ | _FindPESectionExec 00403190
LiGetPEImageBase ©04031A0
L71sNonwritableInCurrentImage ©04031B0
L7mingw7enumiimportilibraryinames 004031C0
L e 00403100
z iget;ain;rgs 004031E0
L7getiinvalid)arameterihandler @e4031F0
| f]_set_invalid_parameter_handler 00403200
£l malloe ¥ leese3210 00 00 00 00 00 00 00 00 00
< >
Line 15 of 70 00001E40 00403040: . data:byte_403040 (Synchronized with IDA View-A) v
E Output window o & x
401553: using guessed type char var_81[100]; ~
401553: using guessed type char var_E5[100];
401553: using guessed type char var_81[100]; v

Python ‘

AU: idle Down Disk: 74GB




#include < iostream>
using namespace std;
int main(){

char a[15];
a[0]70x10-5=0x22;
a[1]7ex20*3=0x3f;
a[2]-2-1=0x34;
a[3]+174=0x32;
a[4]*3-0x21=0x72;
a[5]-2=0x33;
a[6]79-0x20=0x18;
a[7]+0x51"0x24=0xa7;
a[8]=0x31;
a[9]*2+0x25=0xf1;
a[10]+0x36"0x41=0x28;
a[11]+0x20=0x84;
a[12]*3+0x25=0xc1;
a[13]*9-0x20=0x1e;
a[14]+0x42=0x7a;
cout<<a;

}
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