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33 xxor 简单的二重循环，然后比较。记得把数据换成unsigned不然就是不行

#include < iostream>
using namespace std;
int main(){
unsigned int a2[4]={2,2,3,4};
unsigned int  a1[6]={0xDF48EF7E,0x20CAACF4,3774025685,1548802262,2652626477,0x84F30420};
  for(int j=0;j<=4;j+=2){
 unsigned int v3 = a1[j];
 unsigned int v4 = a1[1+j];
  int v5 = 0x458BCD42*64;
  for ( int i = 0; i <= 0x3F; ++i )
  {  v4 -= (v3 + v5 + 20) ^ ((v3 << 6) + a2[2]) ^ ((v3 >> 9) + a2[3]) ^ 0x10;
     v3 -= (v4 + v5 + 11) ^ ((v4 << 6) + a2[0]) ^ ((v4 >> 9) + a2[1]) ^ 0x20;
    v5 -= 0x458BCD42;}
  a1[j] = v3;
  a1[1+j] = v4;
}for(int i=0;i<6;i++)
 cout<<hex<<a1[i];
 cout<<endl;
 for (int i = 0; i < 6; i++)
  printf("%c%c%c", *((char*)&a1[i]+2), *((char*)&a1[i] + 1), *(char*)&a1[i]);
}

34xor



34 xor 就是简单的异或

#include < iostream>
using namespace std;
int main(){
 string a="MSAWB~FXZ:J:`tQJ\"N@ bpdd}8g";
 for(int i=0;i<a.length();i++)
{
char p=(a[i]^i);
cout<<p;}
}

35 hello_world_go



35 hello_world_go 明码

36 igniteme
36 Igniteme,取了点巧，最后一位为m



#include < iostream>
#include <Windows.h>
using namespace std;
int main(){
int v4=0x69^’m’;
unsigned char ida_chars[] =
{
  0x0D, 0x26, 0x49, 0x45, 0x2A, 0x17, 0x78, 0x44, 0x2B, 0x6C, 
  0x5D, 0x5E, 0x45, 0x12, 0x2F, 0x17, 0x2B, 0x44, 0x6F, 0x6E, 
  0x56, 0x09, 0x5F, 0x45, 0x47, 0x73, 0x26, 0x0A, 0x0D, 0x13, 
  0x17, 0x48, 0x42, 0x01, 0x40, 0x4D, 0x0C, 0x02, 0x69
};
for(int i=0x26;i>=0;i--)
 {for(int j=1;j<128;j++){
  char p=j^v4;
  {if(p!=ida_chars[i])
  continue;
  }
  char pp=j;
  cout<<pp;
  v4=j;
  break; } }
}

37 level3



37 level3 变表的base64 ,但我先开始没看出来哪里变了。就翻init,然后有发现

38 crossfun



38 crossfun 嵌套函数哈哈哈

#include < iostream>
using namespace std;
int main(){
char a1[33];
a1[10] = 'p';
       a1[13] = '@';
       a1[3] ='f';
       a1[26] = 'r';
       a1[20] ='e';
a1[7] = 48;
     a1[16] =95;
      a1[11] = 112;
       a1[23] = 101;
       a1[30] = 117;
       a1[0] = 119 , a1[6] = 50 , a1[22] = 115 , a1[31] = 110 ,a1[12] = 95;
       a1[15] = 100;
      a1[8] = 123;
       a1[18] = 51;
       a1[28] = 95;
      a1[21] = 114;
      a1[2] = 116;
      a1[9] = 99;
    a1[32] = 125;
    a1[19] = 118;
     a1[5]= 48;
    a1[14] = 110;
    a1[4] = 50, a1[17] = 114, a1[29] = 102 , a1[17] = 114 , a1[24] = 95;
    a1[1] = 99, a1[25] = 64;
 a1[27] = 101;
cout<<a1;
}



39 overlong
39 overlong 直接转成c++,分析发现输出字符短了。答案：我就是死也不会告诉你答案：真香
哈哈哈

#include < iostream>
#include <Windows.h>
using namespace std;
int sub_401000(char *a1,unsigned  char * a2){
int v3; // [esp+0h] [ebp-8h]
  int v4; // [esp+4h] [ebp-4h]

  if ( *a2 >> 3 == 30 )
  {
    v4 = a2[3] & 0x3F | ((a2[2] & 0x3F) << 6) | ((a2[1] & 0x3F) << 12) | ((*a2 & 7) << 18);
    v3 = 4;
  }
  else if ( *a2 >> 4 == 14 )
  {
    v4 = a2[2] & 0x3F | ((a2[1] & 0x3F) << 6) | ((*a2 & 0xF) << 12);
    v3 = 3;
  }
  else if ( *a2 >> 5 == 6 )
  {
    v4 = a2[1] & 0x3F | ((*a2 & 0x1F) << 6);
    v3 = 2;
  }
  else
  {
    v4 = *a2;
    v3 = 1;
  }
  *a1 = v4;
  return v3;}
int sub_401160( char *a1, unsigned char *a2, int a3)
{
  int v3; // ST08_4
  unsigned int i; // [esp+4h] [ebp-4h]

  for ( i = 0; i < a3; ++i )
  {
    a2 += sub_401000(a1, a2);
    v3 = *a1++;
    if ( !v3 )
      break;
  }
  return i;}
int main(){
unsigned char ida_chars[] =
{
  0xE0, 0x81, 0x89, 0xC0, 0xA0, 0xC1, 0xAE, 0xE0, 0x81, 0xA5, 
  0xC1, 0xB6, 0xF0, 0x80, 0x81, 0xA5, 0xE0, 0x81, 0xB2, 0xF0, 
  0x80, 0x80, 0xA0, 0xE0, 0x81, 0xA2, 0x72, 0x6F, 0xC1, 0xAB, 
  0x65, 0xE0, 0x80, 0xA0, 0xE0, 0x81, 0xB4, 0xE0, 0x81, 0xA8, 
  0xC1, 0xA5, 0x20, 0xC1, 0xA5, 0xE0, 0x81, 0xAE, 0x63, 0xC1, 
  0xAF, 0xE0, 0x81, 0xA4, 0xF0, 0x80, 0x81, 0xA9, 0x6E, 0xC1, 
  0xA7, 0xC0, 0xBA, 0x20, 0x49, 0xF0, 0x80, 0x81, 0x9F, 0xC1, 
  0xA1, 0xC1, 0x9F, 0xC1, 0x8D, 0xE0, 0x81, 0x9F, 0xC1, 0xB4, 
  0xF0, 0x80, 0x81, 0x9F, 0xF0, 0x80, 0x81, 0xA8, 0xC1, 0x9F, 
  0xF0, 0x80, 0x81, 0xA5, 0xE0, 0x81, 0x9F, 0xC1, 0xA5, 0xE0, 



  0xF0, 0x80, 0x81, 0xA5, 0xE0, 0x81, 0x9F, 0xC1, 0xA5, 0xE0, 
  0x81, 0x9F, 0xF0, 0x80, 0x81, 0xAE, 0xC1, 0x9F, 0xF0, 0x80, 
  0x81, 0x83, 0xC1, 0x9F, 0xE0, 0x81, 0xAF, 0xE0, 0x81, 0x9F, 
  0xC1, 0x84, 0x5F, 0xE0, 0x81, 0xA9, 0xF0, 0x80, 0x81, 0x9F, 
  0x6E, 0xE0, 0x81, 0x9F, 0xE0, 0x81, 0xA7, 0xE0, 0x81, 0x80, 
  0xF0, 0x80, 0x81, 0xA6, 0xF0, 0x80, 0x81, 0xAC, 0xE0, 0x81, 
  0xA1, 0xC1, 0xB2, 0xC1, 0xA5, 0xF0, 0x80, 0x80, 0xAD, 0xF0, 
  0x80, 0x81, 0xAF, 0x6E, 0xC0, 0xAE, 0xF0, 0x80, 0x81, 0xA3, 
  0x6F, 0xF0, 0x80, 0x81, 0xAD, 0x00
};

 unsigned int v4; // eax
 char Text[128]; // [esp+0h] [ebp-84h]
  unsigned int v7; // [esp+80h] [ebp-4h]
  v4 = sub_401160(Text, ida_chars, 180);//180换成其他数也行
  v7 = v4;
  Text[v4] = 0;
  MessageBoxA(0, Text,"Output", 0);
  return 0;
}

41 orgua



41 orgua 不知道大家有没有玩过三月之庭，看到图时我感觉很熟悉

就是说走一个方向时在遇到障碍物前不会停，最后到感叹号。最开始在左上角。

就一个迷宫，也想难倒我？然后卡了十多分钟。。。血压都上来了。

MEWEMEWJMEWJM

40 BJD hamburger competiton
40 [BJDCTF2020]BJD hamburger competition





这道题第一次做时不会，ida不行啊。

看别人题解才知道要用dnspy.而且代码要看全
Sha解密后md5加密
应该是转换大写了,且读取20个字符。

42 challenge



42 challenge base64 变表

43 base-re
43 base-re 明码

44 easy strcmp



44[Zer0pts2020]easy strcmp 一点都不easy 找了半天没找到,我就乱翻函数

201090->795
201028->6ea



#include < iostream>
using namespace std;
int main(){
 string p="zer0pts{********CENSORED********}";
 char a[24]={ 0x42, 0x09, 
  0x4A, 0x49, 0x35, 0x43, 0x0A, 0x41, 0xF0, 0x19, 0xE6, 0x0B, 
  0xF5, 0xF2, 0x0E, 0x0B, 0x2B, 0x28, 0x35, 0x4A, 0x06, 0x3A, 
  0x0A, 0x4f};
  for(int i=0;i<24;i++){
   p[i+8]+=a[i];
  }
  cout<<p;}

45 UniverseFinalAnswer



45UniverfinalanswerZ3yyds

46 crackMe
46 crackMe





401830:A3->v9>v10->v15–>v17
401000: 检验字符
401090：对416050处理
4011a0:congraulations /try again
画红圈的地方注意result该在a3异或的下面
dbappsec的来源

#include < iostream>
using namespace std;
 int main(){
 int result;
string a2="dbappsec";
int a3=0;
  if ( a2[0] == 'd' )
  {
    a3 |= 4;
  }
  else
  {
    a3 ^= 3;
  }
  if ( a2[1] == 'b' )
  {
    a3 |= 0x14;
  }
  else
  {
    a3 &= 0x61; 
  }
  if ( a2[2] == 'a' )
  {
    a3 |= 0x84;
  }
  else
  {
    a3 &= 0xA;
  }
  if ( a2[3] == 'p' )
  {
    a3 |= 0x114  ;
  }
  else
  {
    a3 >>= 7;
  }
  if ( a2[4] == 'p' )
  {



  {
    a3 |= 0x380;
  }
  else
  {
    a3 *= 2;
  }
 if ( a2[5] == 'f' )
    {
      a3 |= 0x2DC;
    
    }
  if ( a2[5] == 's' )
  {
    a3 |= 0xA04;
  }
  else{ 

    a3 ^= 0x1AD;
  }
  if ( a2[6] == 'e' )
  {
    a3 |= 0x2310;
  }
  else
  {
    a3 |= 0x4A;
  }
  if ( a2[7] == 'c' )
  { a3 |= 0x8A10;
    result = a3;
  }
  else
  {
    a3 &= 0x3A3;
    result = a3;
  }
cout<<hex<<result<<endl;
char x[8]={0x2a,0xd7,0x92,0xe9,0x53,0xe2,0xc4,0xcd};
for(int i=0;i<8;i++){
x[i]^=a2[i];
int pp=x[i]&0xff;
 cout<<pp;
}
}   

416050太复杂了 用动调发现反调试三个isdebuggerpresent 、一个isprocessorfeaturepresent。但strongod就可以不用修改

v15
最后md5

47 level4



47 level4 二叉树的三种遍历方式

20f0Th{2tsIS_icArE}e7__w 后序遍历结果
2f0t02T{hcsiI_SwA__r7Ee} 中序遍历结果
w ： 2f0t02T{hcsil_S A__r7we}
c ： 2f0t02T{h sil_S
t ：2f0 t02T{h
…这么一直分下去就有了

48 singal
48singal手算



a输入 然后进行运算方式及运算的数最后与07后面的数字比较。



#include < iostream>
using namespace std;
int main(){
char a[15];
a[0]^0x10-5=0x22;
a[1]^0x20*3=0x3f;
a[2]-2-1=0x34;
a[3]+1^4=0x32;
a[4]*3-0x21=0x72;
a[5]-2=0x33;
a[6]^9-0x20=0x18;
a[7]+0x51^0x24=0xa7;
a[8]=0x31;
a[9]*2+0x25=0xf1;
a[10]+0x36^0x41=0x28;
a[11]+0x20=0x84;
a[12]*3+0x25=0xc1;
a[13]*9-0x20=0x1e;
a[14]+0x42=0x7a;
cout<<a;
}
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