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1. easyre HfG

Q IDA - easyre.exe C:\Users\lenovo\AppData\Local\Temp\Rar$DRa12080.630\easyre.exe - X
File Edit Jump Search View Debugger Options Windows Help

HE e GG S 3 v @O et F-FX > ODON dbugeer - % AIFFE

1 m . e =
" Librarv function MM Regular function MMl Instruction ' Data Ml Unexolored I External svmbol

[AFunctions window o 8 x @ 1IDAViewA @ Hex View-1 (x] @  Structures a 3] Enums [x] =) Imports o & Exports ]

Function name o ; int __cdecl main(int argc, const char **argv, const char **envp)
f|_mingw_invalidParameterHandler public main

f|pre_c_init main proc near

f|pre_cpp_init

f|__tmainCRTStartup b= dword ptr -8

f |WinMainCRTStartup 2= dword ptl" 4

F |mainCRTStartup - P

f|main

£ | d_make_comp ; _unwind { // __gxx_personality_seh@

f | d_make_name push rbp

f|d_cv_qualifiers mov rbp, rsp

£|d_ref_qualifier sub rsp, 36h

E’ dicloneTsufflx call __main

f|d_substitution lea rdx, [rbp+b]

f|d_append_char 2 P

£ d_number_isra_0 lea rax, [rbp+a]

f|d_number_component mov r8, rdx

f|d_compact_number mov rdx, rax

F|d_template_param lea rcx, Format 5 "%d%d"

E/ j_discriminator ;0 try {

f|d_source_name call scanf

F|d_call_offset nov edx, [rbp+a]

f|d_lookup_template_argument_isra 6 B [ bp 5]

f|d_find_pack mov eax, [rbp+

f|d_growable_string_callback_adapter cmp edx, eax

f|d_expr_primary jnz short loc_40152F

f|d_template_args TT

£ |d_name = * *

f|d_type lea rcx, aFlagThisIsAEas ; "flag{this_Is_a_EaSyRe}"

£]d parmlist v call printf loc_40152F:

< : ) > jmp short loc_401538B lea rcx, asorryYouCanTGe ; "sorry,you can't get flag"
Line 7 of 467 call  printf

#Graph overview o e x H } // starts at 401512 :

100. 00% (-136, 143) (1769, 515) 00000AF0 00000000004014F0: main (Synchronized with Hex View-1)

E Output window o 8 x
Propagating type information... A
Function argument information has been propagated

The initial autoanalysis has been finished. v
Python ‘
AU: idle Down Disk: 62GB csph @
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2. Reverse1Bg

Q IDA - reverse_1.exe C:\Users\lenovo\AppData\Loca\Temp\Rar$DRa18152.14893\reverse_1.exe - X
File Edit Jump Search View Debugger Options Windows Help
BH e B S ) o B0 dcddtd X b OO0k % B
I s L] I I | | =2

Data M Unexolored
@ Pseudocode-A @

External svmbol
Hex View-1 &

| Librarv function MM Regular function MMl Instruction

[FIFunctions window 9 8 x| @ IDA View-A © @ Structures B [} Enums (<] @ Imports & @ Exports O

Function name A 5| size_t v2; // rax ~

i set fmode 6| size_t v3; // rax
sub_140011019 7| char v5; // [rsp+6h] [rbp-20h]
sub_14001101E 8 int j; // [rsp+24h] [rbp+4h]
Jj__std_type_info_destroy_list 9| char stri; // [rsp+48h] [rbp+28h]
sub_140011028 10| unsigned __int64 v8; // [rsp+128h] [rbp+108h]
sub_14001102D
TopLevelExceptionFilter - 1
sub_140011037 v 12) Ve = &v5; _ .
sub_14001103C @13 for (i = 82i64; i; --i )
sub_140011046 14
sub_14001104B ®15 *V0 = -858993460;
j__configthreadlocale ® 16| VO += 4;
sub_140011055 17] 3
sub_14001105F - . T
sub_140011069 @18 for (=05 5 4+ )
Jj__set_new_mode ~ 19 | R
sub_140011078 ® 20 v8 = j;
sub_14001107D ®21 v2 = j_strlen(Str2);
sub_140011082 ® 22 if (v8 > v2)
sub_14001108C v @23 break;

> ®24 if ( str2[§] == 111 )

]

25 str2[j] = 48;
}

& Graph overview o8 x

© 27| sub_1400111D1("input the flag:");

© 28| sub_14001128F("%20s", &Stri);

© 29 v3 = j_strlen(Str2);

® 30| if ( !strncmp(&Stril, Str2, v3) )

®31 sub_1400111D1("this is the right flag!\n");

32| else

® 33 sub_1400111D1("wrong flag\n");

© 34/ sub_14001113B(&v5, &unk_140019D00);

@ 35| return 0i64;

® 36}

00000CCO sub_1400118C0:26 (1400118C0) M

©0utput window o e x
14001113B: using guessed type __int64 _ fastcall sub_14001113B(_QWORD, _QWORD); ~
1400111D1: using guessed type __int64 _ fastcall sub_1400111D1(_QWORD);
14001128F: using guessed type __int64 _ fastcall sub_14001128F(_QWORD, _QWORD); v
Python H
AU: idle Down Disk: 62GB
Q IDA - reverse_1.exe C:\Users\lenovo\AppData\Local\Temp\Rar$DRa18152.14893\reverse_1.exe - X

File Edit Jump Search View Debugger Options Windows Help

BH @ Wl S 3 o D0 dodatd - FeiX > 005 b e @R
" o 1 — e -
| Librarv function Bl Regular function MM Instruction Data I Unexnlored External svmbol
[@Functions window 0 # x| @ IDA View-A B [ Pseudocode-A & B Hex View-1 & A Structures © i) Enums (<] %  Imports (<] @  Exports [=
Function name A ° |.data:000000014001C000 ; Segment permissions: Read/Write ~
j__set_fmode .data:000000014001C000 _data segment para public 'DATA' use64
sub_140011019 .data:000000014001C000 assume cs:_data
sub_14001101E .data:000000014001C000 ;org 14001C006h
j__std_type_info_destroy_list .data:000000014001C000 ; char Str2[]
sub_140011028 .data:000000014001C000 Str2 db '{hello_world}',e ; DATA XREF: sub_1400118C@+4Bto
sub_l4001102D .data:000000014001C000 5 sub_1400118C0+67T0
TopLevelExceptionFilter - |.data: 000000014001 COOE align 16h
sub_140011037 : :
sub_14001103C .data:000000014001C010 ; uintptr_t _security_cookie
sub_140011046 .data:000000014001C010 __security_cookie dq 2B992DDFA232h ; DATA XREF: sub_1400118CO+1ETr
sub_14001104B .data:000000014001C010 ; __security_check_cookiefr ...
J__configthreadlocale .data:000000014001C018 qword_14001C018 dq OFFFFD466D2205DCDh  ; DATA XREF: _ report_gsfailure+B4tr
SEE 38838;@ .data:000000014001C018 ; sub_140013E50+2Atw ...
Zub7140011069 .data:000000014001C020 db e
3 et new mode .data:000000014001C021 db e
Sub. 140011078 .data:000000014001C022 db e
sub_14001107D ° |.data:000000014001C023 db 2]
sub_140011082 .data:000000014001C024 db e
sub_14001108C .data:000000014001C025 db e
sub_140011091 .data:000000014001C026 db ]
5_“"71490“096}] 4 local ) * |.data:000000014001C027 db o
jﬂglzgﬁgserea _local_exe_atexit. *|.data:000000014001C028 dword_14001C028 dd 1 ; DATA XREF: .text:000000014001271F1r
Sub_1400110C8 .data:000000014001C028 ; .text:0000000140012FE8T0
i report gsfailure * |.data:000000014001C02C db 1
sub_1400110D7 .data:000000014001C02D db e
sub_1400110DC .data:000000014001CO2E db e
sub_1400110E6 .data:000000014001CO2F db ]
J_inittern_e .data:000000014001C036 dword_14001C030 dd 1 ; DATA XREF: sub_140012780+241r
J.*:s‘;ﬁ:path*s .data:000000014001C034 dword_14001C034 dd 1 ; DATA XREF: sub_140012D10+1FTr
i GSHandlerCheckCommon .data:000000014001C038 dword_14001C038 dd 1 5 DATA XREF: sub_140012520+1ETr
start * |.data:000000014601C03C align 20h
suh 140011113 v .data:000000014001C040 db OFFh
>

EOutput window

0000AA00 000000014001C000: . data:Str2 (Synchronized with Hex View-1)

14001113B: using guessed type __int64 __ fastcall sub_14001113B(_QWORD, _QWORD);
1400111D1: using guessed type __int64 _ fastcall sub_1400111D1(_QWORD);
14001128F: using guessed type __int64 _ fastcall sub_14001128F(_QWORD, _QWORD);

Python H

AU: idle Down Disk: 62GB
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3. Reverse2 JLFHY

Q IDA - reverse_2 C:\Users\lenovo\AppData\Local\Temp\Rar$DRa10244.33300\reverse_2
File Edit Jump Search View Debugger Options Windows Help

HE e
W m

Bty & 3 v MO oot F-FeX > O
(]

No debugger

| e BT

| Librarv function MM Regular function MMl Instruction

[AFunctions window

Function name

_init_proc

| sub_4005E0

_puts

_strlen
__stack_chk_fail

libc_start _main
_strcmp
—__gmon_start__

Data Unexolored External svmbol

@ IDA View-A 8 @ Pseudocode-A £ © Hex View-1 B @ Structures & &) Enums a @  Imports 8
.data:000000000060107A db 2}
.data:000000000060107B db 0
.data:000000000060107C db 0
.data:000000000060107D db 2}
.data:000000000060107E db 0
.data:000000000060107F db 0
.data:0000000000601080 public flag
.data:0000000000601080 ; char flag
.data:0000000000601080 flag db '{hacking_for_fun}',e
.data:0000000000601080 DATA XREF: main+34Tr
.data:0000000000601080 5 main+441r
.data:0000000000601080 _data ends
.data:0000000000601080
.bss: 1092 ;
.bss:0000000000601092
.bss:0000000000601092 ; Segment type: Uninitialized
bss:0000000000601092 ; Segment permissions: Read/Write
.bss:0000000000601092 _bss segment byte public 'BSS' use64
.bs 000000000601092 assume cs:_bss
.bs 000000000601092 ;org 601092h

assume es:nothing, ss:nothing, ds:_data, fs:nothing, gs:nothing

stack chk fail .bs 000000000601092 public _ bss_start
Florintf bss:0000000000601092 _ bss_start db ? ; DATA XREF: __do_global_dtors_auxtr
_ libc_start_main bss:0000000000601092 ; __do_global_dtors_aux+13Tw
f|strcmp bss:0000000000601092 ; Alternative name is '_edata’
f|waitpid bss:0000000000601092 ; completed.6973
—1s0c99_scanf bss:0000000000601092 ; _edata
flfork bss :0000000000601093 align 8
.bss:0000000000601093 _bss ends
.bss:0000000000601093
.prgend: 1098 ;
.prgend:0000000000601098
< >
00001080 0000000000601080: . data:flag (Synchronized with Hex View-1) v
EOutput window _ o 8 x
Function argument information has been propagated ~
The initial autoanalysis has been finished.
400670: using guessed type __int64 _ fastcall _ isoc99_scanf(_QWORD, _QWORD); v
Python ‘
AU: idle Down Disk: 62GB CSDN @weixin 51
9 IDA - reverse_2 C:\Users\lenovo\AppData\Local\Temp\Rar$DRa10244.33300\reverse_2 - X
File Edit Jump Search View Debugger Options Windows Help
BhR ey B & ) o @O dcdtF-FuaX > O - e AR
M, =
Librarv function MM Regular function MM Instruction Data Unexnlored External svmbol
AFunctions window ° ® X @ IDAViewA ®© [E Pseudocode-A B B Hex View-1 & @ Structures @ ®  Enums #  Imports @ Exports
Function name A 1lint _ cdecl main(int argc, const char **argv, const char **envp)
_init_proc 2§
f | sub_4005E0 3| int result; // eax
f|_puts 4| int stat_loc; // [rsp+4h] [rbp-3ch]
_strlen 5 int i; // [rsp+8h] [rbp-38h]
—stack chk fail 6| __pid_t pid; // [rsp+Ch] [rbp-34h]
,prn:ntf - 7| char s2; // [rsp+1@h] [rbp-36h]
___libc_start_main N N
T 8| unsigned __inté4 v8; // [rsp+28h] [rbp-18h]
___gmon_start__ 9
f|_waitpid 10| v8 = __readfsqword(ex28u);
___isoc99_scanf 11| pid = ﬂor‘k();
f|_fork 12| if ( pid )
75tarF 130 {
;izriizie:ﬁ?{zizes 14 argv = (const char **)&stat_loc;
7§0,g10£a1:dtors,aux 15 waitpid(pid, &stat_loc, @);
| frame_dummy 16| }
Flmain 17| else
__libc_csu_init 18
__libc_csu_fini v 19 for (i = @; i <= strlen(flag); ++i )
< > 20 {
21 if ( flag[i] == 'i' || flag[i] == 'r' )
e i Qe 022 flag[i] = '1';
24| }
25| printf("input the flag:", argv);
— 26| __isoc99_scanf("%20s", &s2);
l:” 27| if ( !strcmp(flag, &s2) )
‘ 28 result = puts(“"this is the right flag!");
29| else
‘ I T 30 result = puts("wrong flag!");
| | | 31| return result;
— 32}
[
00000795 main:11 (400795)
EOutput window o & x
The initial autoanalysis has been finished. ~
400670: using guessed type __int64 _ fastcall __isoc99_scanf(_QWORD, _QWORD);
400670: using guessed type __int64 _ fastcall __isoc99_scanf(_QWORD, _QWORD); v
Python |
AU: idle Down Disk: 62GB ixin 51275728
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4. R B
(,‘ IDA - 70125468-0786-4705-bd91-87037f8f3e16.exe E:\TF#\70125468-0786-4705-bd91-87037f8f3e16.exe - X
File Edit Jump Search View Debugger Options Windows Help

HhE ey HEE S 3 o @O

nrt 1

ot F - Fm X >

No debugger

| e EMETEe

' Librarv function MM Regular function MMl Instruction ' Data

Unexplored External svmbol

[FFunctions window 0 & x| [@ IDA View-A O [ Pseudocode-A & @ Hex View-1 © @ Structures B Enums x] @  Imports a Exports a
Function name ~ 2{
Bl main 3| int result; // eax
F | sub_401004 4 char v1; // [esp+4Ch] [ebp-Ch]
f|sub_401010 5/ const char *v2; // [esp+56h] [ebp-8h]
f|_main_0 6| int v3; // [esp+54h] [ebp-4h]
_scanf 7
Z)-printf 8l v3=s;
= Tt 9| v2 = "DBAPP{49d3c93df25caad81232130f3d2ebfad}";
£ e ot 10| while ( v3 >=0 )
f|_fast_error_exit 11
__input 12 printf(&byte_4250EC, v3);
__hextodec 13 sub_40100A();
e 14 --v3;
oot s
 initstdio 16| printf(asc_425088);
f|__endstdio 17| vi = 1, )
F]sub_402A20 18| scanf("%c", &v1);
__CrtSetReportMode 190 if (vl == "Y' )
_ CrtSetReportFile 20
—CrtDbgReport 21 printf(aod);
B |5 Tesrrge e 22| result = sub_40100A();
__stbuf 23
__ftbhuf ¥
F] sub_4033F0 24/ else
F|_write_char 25
write_multi_char 26| if (vl == 'N'
_write_string 27 printf(&byte_425034);
f|_get_int_arg 28 else
; LI 29 printf(&byte_42501C);
e 30| result = sub_40100A();
F|_exit 31}
_ exit 32| return result;
coxit Y| @33}
< >
Line 1 of 206 000010E7 main_0:13 (4010E7)
E Output window
Function argument information has been propagated ~
The initial autoanalysis has been finished.
401010: using guessed type int sub_401010(void); v
Python ‘
AU: idle Down Disk: 191GB

5 FrE R



5. BERE Fresklise, < 5 =D

ﬂ IDA - FréFEiRiR.exe C:\Users\lenovo\AppData\Local\Temp\Rar$DRa3712.25380\frE R .exe - X
File Edit Jump Search View Debugger Options Windows Help
BE e %4 v @0 dadptF-FuX >0 - et EEE
Frm <
2 Librarv function Ml Regular function Ml Instruction Data Unexplored External svmbol
[AFunctions window Be B8 ®  IDA View-A -] @  Hex View-1 ] @  Structures e =) Enums ) =) Imports B & Exports )
Function name PX0:00401000 ; ~
{Z{ start UPX@: 00401000
F|TlsCallback_0 UPX0:00401000 ; Segment type: Pure code
UPX0:00401000 ; Segment permissions: Read/Write/Execute
UPX@:00401000 UPX@ segment para public 'CODE' use32
UPX0:00401000 assume c¢s:UPXe
UPX0:00401000 ;org 401000h
UPX0: 00401000 assume es:nothing, ss:nothing, ds:UPX@, fs:nothing, gs:nothing
UPX0: 00401000 dd eAeh dup(?)
UPX0:00401280 dword_401280 dd @F65h dup(?) ; CODE XREF: start+1A3lj
UPX0:00405014 TlsIndex dd 1FFBh dup(?) ; DATA XREF: UPX1:TlsIndex_ptrio
UPX©:00405014 UPX0Q ends
UPX0:00405014
UPX1:0040D000 ; Section 2. (virtual address ©000D000)
UPX1:0046D000 ; Virtual size 1 00002000 ( 8192.)
UPX1:0040D000 ; Section size in file 1 00001600 ( 5632.)
UPX1:0040D000 ; Offset to raw data for section: 00000200
UPX1:0040D000 ; Flags E0000040: Data Executable Readable Writable
040D000 ; Alignment : default
040D000 ;
040D000
040D000 ; Segment type: Pure code
UPX1:0040D000 ; Segment permissions: Read/Write/Execute
UPX1:0040D000 UPX1 segment para public 'CODE' use32
UPX1:0040D000 assume c¢s:UPX1
UPX1:0040D000 ;org 4eDeeoh
UPX1:0040D000 assume es:nothing, ss:nothing, ds:UPX@, fs:nothing, gs:nothing
UPX1:0040D000 dd 4DA143A6h, ©C4945Ah, 12D90@h, 6COF@eh, 2600h
UPX1:0040D014 db ©B2h
UPX1:0040D015 byte_40D015 db @ECh, @cCh, OFFh ; DATA XREF: start+llo
UPX1:0040D018 dd ©EC8353FFh, 308CA138h, ©C0850040h, 44C71C74h, 7000824h
UPX1:0040D018 dd eDDB60204h, 2404FBF6h, 24DOFFOEh, 1110@BOCh, 6EEDE826h
< >
UNKNOWN 00401000: UPX0:00401000 (Synchronized with Hex View-1) v
E Output window a8 x
Propagating type information... ~
Function argument information has been propagated
The initial autoanalysis has been finished. v
Python ‘
AU: idle Down Disk: 62GB cspi @
‘,‘ IDA - FrEFIRAR_dump_SCY.exe EACRESMRER\FFIREK_dump_SCY.exe - X
File Edit Jump Search View Debugger Options Windows Help
BhE e BfmE S ) o @O ddtF-FuaX > O - e AR
[ n [ =
Librarv function MM Regular function MM Instruction Data Unexnlored External svmbol
A Functions window ° ® X @ IDAViewA © [E Pseudocode-A B S Hex View-1 @ @ Structures & ©  Enums #  Imports @ Exports
Function name A 1lint _ cdecl main(int argc, const char **argv, const char **envp)
F] sub_401000 2
£ TopLevelExceptionFilter 3| int result; // eax
f|start 4| char v4; // [esp+12h] [ebp-3Ah]
f | sub_4012E0 5| __intle v5; // [esp+2@6h] [ebp-2Ch]
£ | sub_40132C 6| __intle v6; // [esp+22h] [ebp-2Ah]
f|SetUnhandledExceptionFilter 7
ExitProcess
;GetModuleHandleA 8 sub_de191e();
7| GetProcAddress 9| strcpy(&v4, "HappyNewYear!™);
sub_401360 16| v5 = @;
sub_4013B0 11| memset(&v6, @, Ox1Eu);
sub_401450 12| printf("please input the true flag:");
sub_401530 13| scanf("%s", &v5);
sub_401540 14| if ( !strncmp((const char *)&v5, &v4, strlen(&v4)) )
sub_401540 15 result = puts("this is true flag!");
sub_4016B0 2
sub_401890 16 else
sub_401910 17 result = puts("wrong!");
sub_401930 18| return result;
sub_401AB0 v 19}
< >
Line 2 of 47
& Graph overview o & x
00001010 _main:16 (401C10)
o0& x

EOutput window

Function argument information has been propagated
The initial autoanalysis has been finished.
401910: using guessed type int sub_401910(void);

Python |

AU: idle Down Disk: 191GB
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6+ Xor A2 &l B ) 7 B

Q IDA - xor C:\Users\lenovo\AppData\Local\Temp\Rar$DRa13568.5240\xor - X
File Edit Jump Search View Debugger Options Windows Help
BE e B 3 v B0 hghetF-FeX > 0O debugger - et EEE
2 Librarv function Ml Regular function Ml Instruction Data Unexplored External svmbol
[AFunctions window o 8 x @ IDA View-A B @ Pseudocode-A © @ Hex View-1 © @ Structures © B  Enums o & Imports © Exports O
Function name data:0000000100001050 public _global ~
f|_get_line data:0000000100001050 ; char *global
f|_main data:0000000100001050 _global dg offset aFKWOXZUPFVMDGH
f|___stack_chk_fail data:0000000100001050 ; DATA XREF: _main+1@DTr
£ _exit data:0000000100001050 __ data ends "FANK\fw&0.@\x11x\rZ;U\x11p\x19F\x1Fv\"M"..
£ | _memset data:0000000100001050
;{Zégtf UNDEF : 0000000100001060 ;
pil|_simicn UNDEF : 0000000100001060 ; Imports from /usr/lib/libSystem.B.dylib
Fl strnemp UNDEF : 0000000100001060 ;
[UNDEF : 0000000100001060 ;
[UNDEF : 0000000100001060
[UNDEF : 0000000100001060 ; Segment type: Externs
JUNDEF : 0000000100001060 ; UNDEF
IUNDEF : 0000000100001060 extrn __ stack_chk_guard:qword
IUNDEF : 0000000100001060 ; DATA XREF: __got:___ stack_chk_guard_ptrto
IUNDEF : 0000000100001068 extrn dyld_stub_binder:qword
IUNDEF : 0000000100001068 ; DATA XREF: __nl_symbol_ptr:dyld_stub_binder_ptrto
IUNDEF : 0000000100001070 extrn __imp__ stack_chk_fail:qword
IUNDEF : 0000000100001070 ; DATA XREF: __la_symbol_ptr:__ stack_chk_fail_ptrto
UNDEF : 0000000100001078 ; void _ cdecl _ noreturn _exit(int)
IUNDEF : 0000000100001078 extrn __imp__exit:qword ; DATA XREF: __ la_symbol_ptr:_exit_ptrto
UNDEF : 0000000100001080 ; void *_ cdecl _memset(void *, int, size_t)
UNDEF : 0000000100001080 extrn __imp_ memset:qword
IUNDEF : 0000000100001080 ; DATA XREF: __la_symbol_ptr:_memset_ptrto
UNDEF : 0000000100001088 ; int _printf(const char *, ...)
IUNDEF : 0000000100001088 extrn __imp_ printf:qword
IUNDEF : 0000000100001088 ; DATA XREF: __la_symbol_ptr:_printf_ptrfto
UNDEF : 0000000100001090 ; ssize_t _ cdecl _read(int, void *, size_t)
IUNDEF : 0000000100001090 extrn __imp_ read:qword ; DATA XREF: __ la_symbol_ptr:_read_ptrto
UNDEF : 0000000100001098 ; size_t _ cdecl _strlen(const char *)
IUNDEF : 0000000100001098 extrn __imp_ strlen:qword
IUNDEF : 0000000100001098 ; DATA XREF: __ la_symbol_ptr:_strlen_ptrfto
< >
00001050 0000000100001050: _ data:_global (Synchronized with Hex View-1) v
o8 x

E Output window

The initial autoanalysis has been finished.

100000CCO: using guessed type __int64 _ fastcall get_line(_QWORD, _QWORD);
100000D70: using guessed type char var_110[264];

Python ‘

AU: idle Down Disk: 62GB

9 IDA - xor C:\Users\lenovo\AppData\Local\Temp\Rar$DRa13568.5240\xor - X
File Edit Jump Search View Debugger Options Windows Help
HhE e K& S ) o @O ddtF-FuaX > O - e AR
Librarv function MM Regular function MM Instruction Data Unexplored External svmbol
AFunctions window o ® x| BIDA View-A O EPseudocode-B B EPseudocode-A & SHex View-1 & BStructures B ©  Enums # Imports | @ Exports
Function name 1fint _ cdecl main(int argc, const char **argv, const char **envp)
f|_get_line 2§
F|_main 3| char *v3; // rsi
F|__ stack_chk_fail 4/ int result; // eax
f|_exit 5| signed int i; // [rsp+2Ch] [rbp-124h]
f—me‘f‘set 6| char v6[264]; // [rsp+46h] [rbp-116h]
;:g:;gtf 7| __inté4 v7; // [rsp+148h] [rbp-8h]
f|_strlen 8
Fl_strncmp 9 memset(vé, ©, Ox1l@0uLL);
10| v3 = (char *)256;
11| printf("Input your flag:\n", OLL);
12| get_line(v6, 256LL);
13| if ( strlen(ve) != 33 )
14 goto LABEL_12;
15| for (i =1; i < 33; ++i )
16 v6[i] A= v6[i - 1];
17| v3 = global;
18| if ( !strncmp(v6, global, @x21uLL) )
19 printf("Success”, v3);
< > 20| else
21LABEL_12:
P evariaT G 22 printf("Failed", v3);
23| result = __stack_chk_guard;
24| if ( __stack_chk_guard == v7 )
25 result = 0;
26| return result;
27
00000D70 _main:1 (100000D70)
o0& x

EOutput window

100000D70: using guessed type char var_110[264];
100000CCO: using guessed type __int64 __ fastcall get_line(_QWORD, _QWORD);
100000D70: using guessed type char var_110[264];
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#include < iostream>

using namespace std;

int main(){

char miwen[34] =

{
Ox66, OXxOA, Ox6B, 0x0C, Ox77, Ox26, Ox4F, Ox2E, 0x40, Ox1l,
0x78, 0x0D, Ox5A, Ox3B, Ox55, Ox1l, 0x70, 0x19, 0x46, Ox1F,
Ox76, ©x22, 0x4D, 0x23, Ox44, OXOE, Ox67, Ox06, Ox68, OXOF,
0x47, 0x32, Ox4F, 0x00

s

for(int i=0;i<33;i++)

{char p=miwen[i] miwen[i+1];

cout<<p;

i3

7 helloworld

7. helloworld FH#g

Android Killer V1.3.1.0 - X
| =@ | IR  Android (2]
# Egﬁ mE =T
sk | mE | A FeEh
A (01|
‘ @ [] AndroidManifestxml |[_] MainActivity.smali ‘
a a 5 = = @
Tome OTexzn O1sex (g |@minnalas|Es =3 =
E#5: helloword ‘ MainActivity.smali - H -
I l : ohoﬂn'!.e:ar:n!:ole.hell ol 18 ¥ virtual methods ~
AEM 19 .method protected onCreate (Landroid/os/Bundle; )V
FEASE: Ver: 1.0(1) SDK: 8 TargetSDK: 21 20 .locals 4
" " i .
5 Activity 2; .param pl, "savedInstanceState # Landroid/os/Bundle;
A MainActivity - .prologue
Receiver 24 .line 13
Service 25 invoke-super {p0, pl}, Landroid/support/v7/app/ActionBarActivity;->»>onCreate (Landroid/os/Bundle;)V
Uses-Permission 26
27 .line 14
28 const v3, Ox7f£030018
29
30 invoke-virtual {p0, v3}, Lcom/example/helloword/MainActivity;->secContentView(I)V
31
32 .line 15
33 const-string v0, "flag{7631a%38259%a00816deda84afb29430a}l"
34
35 .line 1€
3€ .local v0, "a":Ljava/lang/String;
37 const-string v1, "XEXXXXXXXXEXEXRERARXKXKXXK "
38
39 .line 17
40 .loecal vl, "b":Ljava/lang/String;
41 invoke-virtual {v0, vl}, Ljava/lang/String;->compareTo(Ljava/lang/String;)I
42
43 move-result vZ ¥
< >
1 B EA =
| =

‘ CSDN @weixin 51275723
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ﬂ IDA - F—#tfflag.exe C:\Users\lenovo\AppData\Local\Temp\Rar$DRa8144.22773\F—##flag.exe - X
File Edit Jump Search View Debugger Options Windows Help
HE e B 3V v @O chghphrF-FeaX > 0O - et AR
e <
2 Librarv function Ml Regular function MMl Instruction Data Unexplored External svmbol
[AFunctions window o 5 x| @IDA Vi © SStrings wis © EPseudoco* 8 @Stack of _+ O EPseudoco++ & DHex Vir- O EStructe @ EEnums © @Imp- @ @Exp-- O
Function name 2l 1jint __cdecl main(int argc, const char **argv, const char **envp) ~
F] _VinVainCRTStartup 2
f|_atexit 3| char v3; // [esp+17h] [ebp-35h]
__onexit 4| int v4; // [esp+3@h] [ebp-1Ch]
___gee_register_frame 5| int v5; // [esp+34h] [ebp-18h]
Z 7g_cc,dereglster,frame 6| signed int v6; // [esp+38h] [ebp-14h]
main s N
- t i 3Ch bp-106h
f|_ExitProcess@4 ; ?nt 1él/§/[esp+ 483\ e tp) Ch]
F|_GetModuleHand1eA@4 Nt vs; [esp+ 1 [ebp-ch]
F|_GetProcAddress@s ° .
___dyn_tls_dtor@12 10| __main();
f|__dyn_tls_init@12 11| v4 = @;
___tlregdtor 12| v5 = 0; |
—cpu_features_init 13| gmemcpy(&v3, _data_start__, @x19u);
_fpreset N
14/ while ( 1)
___report_error
<P 15 {
___write_memory_part_0 " R "
" pei386_runtime relocator 16| puts("you can choose one action to execute");
___do_global_dtors 17 puts("1 up™);
__do_global_ctors 18 puts(”2 down");
__main 19 puts("3 left");
___mingwthr_run_key_dtors_part_0 20 printf("4 right\n:");
w64_mingwthr_add_key_dtor 21 scanf("%d" &\/6)'
w64_mingwthr_remove_key_dtor 2 i s __’2 ’
__mingw_TLScallback if (ve == )
___getmainargs 23 {
__setmode 24 ++v4;
__p__fmode 25 }
f|__p_environ 26 else if (v > 2 )
__cexit 27 {
_signal 28 if (v6 ==3)
_puts 29 {
f|_printf
_scanf 30) EEH
_exit 31 }
7l furite Yl 32 else
< >
Line 9 of 52 00000763 _main:12 (401363) N
E Output window a8 x
401A90: using guessed type int _ main(void); ~
B: found interdependent unknown calls
401A90: using guessed type int _ _main(void); v
Python ‘
AU: idle Down Disk: 61GB csph @
‘,‘ IDA - A—##fflag.exe C:\Users\lenovo\AppData\Local\Temp\Rar$DRa8144.22773\F—#ffiflag.exe - X
File Edit Jump Search View Debugger Options Windows Help
FE ey HEG S ) o B0 ahghetF - FeX > DO debusger - e EE e
=i =
Librarv function MM Regular function MM Instruction Data Unexnlored External svmbol
[AFunctions window o # x| @EIDA Vi O HStrings wi- [EPseudoco*** BStack of _--* [EPseudocor-* ©Hex Vi--- EStruct--- EBEnums BImp--- O #Exp*
Function name ~ .data:00402000 ; ~
F] _WinMainCRTStartup -data:00402000
F|_atexit .data:00402000 ; Segment type: Pure data
__onexit .data:00402000 ; Segment permissions: Read/Write
—gce_register_frame .data:00402000 _data segment dword public 'DATA' use32
? —_gee_deregister_frame .data:00402000 assume cs:_data
main
= .data:00402000 ;org 402000h
Fil|_Ildreseel .data:00402000 public _ data_start__
f|_GetModuleHand1eA@4 . \
71 GetProcaddresses .data:00402000 _ data_start__ db '*11110100001010000101111#',0
f|___dyn_tls_dtor@12 .data:00402000 ; DATA XREF: _main+25To
__dyn_tls_init@12 .data:0040201A align 4
___tlregdtor o .data:0040201C public _ CRT_glob
—cpu_features_init .data:0040201C __CRT_glob dd OFFFFFFFFh ; DATA XREF: __ mingw_CRTStartup+4AtTr
,fpresei .data:00402020 public __fmode
——report_error .data:00402020 ; int _fmode
___write_memory_part_0 5 _ )
 pei386_runtime_relocator .data:00402020 __ fmode dd 4e00h ; DATA XREF: __ mingw_CRTStartup+86Tw
___do_global_dtors .data:00402020 ; __ mingw_CRTStartup+C71r
___do_global_ctors .data:00402024 _p_1761 dd 401DBCh ; DATA XREF: __ do_global_dtorstr
—main .data:00402024 ; _do_global_dtors+12Tr ...
___mingwthr_run_key_dtors_part 0 .data:00402028 _data_0 dd o ; DATA XREF: __ gcc_register_frametr
:Ziiﬁzgﬁ:?igigtzylzgt'ogtor .data:00402028 ; __ gcc_register_frame+38To
— . - 8 = ey .data:0040202C public data_end
___mingw_TLScallback — -
" getmainargs .data:0040202C __data_end__ db ]
__ setmode .data:0040202D db 2]
i p__fmode .data:0040202E db 0
p_environ .data:0040202F db 2]
—gexit .data:00402030 db ]
;ﬁ‘s‘al .data:00402031 db o
7] _printf .data:00402032 db o
] .data:00402033 db e
Fl_exit .data:00402034 db 2]
Fl furite v .data:00402035 db 2]
< >
Line 9 of 52 00001200 00402000 . data:_data_start__ (Synchronized with Hex View-1) v
EOutput window o & x

401A90: using guessed type int __main(void);
B: found interdependent unknown calls
401A90: using guessed type int __main(void);

Python |
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10SimpleRev

Q IDA - SimpleRev (2) E\T#\SimpleRev (2) - X

File Edit Jump Search View Debugger Options Windows Help

S ) o @O

HH e
L T T

b6 F - Fea X >0

| e AR

No debugger

| Librarv function MMl Regular function MMl Instruction Data

Unexolored External svmbol

[FIFunctions window D # Xx| @ IDA ViewA O @ Pseudocode-A @ @ Hex View-1 & @ Structures @ i) Enums @  Imports x] @  Exports
Function name o ljunsigned __int64 Decry() ~
_init_proc 24
f | sub_760 3| char vi1; // [rsp+Fh] [rbp-51h]
_putchar 4| int v2; // [rsp+leh] [rbp-56h]
_strcpy 5| int v3; // [rsp+14h] [rbp-4Ch]
F/ _mtlti 6| int i; // [rsp+18h] [rbp-48h]
_strlen N . B
= etok chk_fail 7| int vs; // Frsp+1Ch] [rbp-44h]
7l prints 8| char src[8]; // [rsp+26h] [rbp-46h]
iy 9| __inte4 v7; // [rsp+28h] [rbp-38h]
_getchar 10| int v8; // [rsp+3@h] [rbp-3@h]
f|_malloc 11| __int64 v9; // [rsp+4eh] [rbp-20h]
_streat 12| __inte4 vie; // [rsp+48h] [rbp-18h]
Floexit 13| int vi1; // [rsp+56h] [rbp-16h]
fs‘;:j;f“‘al”e 14| unsigned __inté4 vi12; // [rsp+58h] [rbp-8h]
Flderegister_tm_clones 5
Flregister_tm_clones 16/ v12 = _ readfsqword(ex28u);
__do_global_dtors_aux 17| *(_QWORD *)src = 'SLCDN';
| frame_dummy 18| v7 = OLL;
£ |Decry 19| v8 = @;
£Exit 20/ v9 = 'wodah';
£ main 21| vie = eLL;
f|join
. L 22| vil = @;
__libc_csu_init s
libe esu fini 23| text = join(key3, (const char *)&v9);
]| _term_proc 24 strepy(key, keyl);
putchar 25| strcat(key, src);
f|strepy 26/ v2 = 0;
; Diti 27| vz = e;
strlen .
_ stack_chk_fail 28 getchar(); .
f|printf 29| v5 = strlen(key);
__libc_start_main 30| for (1 =10; i< v5; ++i)
f | strcmp 31
floetchar v 32 if ( key[v3 % v5] > '@' &% key[v3 % v5] <= 'Z' )
< >
00000BA7 Decry:10 (BA7) v
E Output window o 8 x
93A: using guessed type __int64 Decry(void); ~
BE4: using guessed type __ int64 Exit(void);
C62: using guessed type _ int64 _ fastcall join(_QWORD, _QWORD); v
Python |
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BH ey K& S ) o @O ddtF-FuaX > O

| %l A

No debugger

LV TR T <
Librarv function MM Regular function MM Instruction Data Unexplored External svmbol
[@Functions window 0 # x| @ IDA View-A B @ Pseudocode-A B8 @ Hex View-1 & @ Structures &) Enums &  Imports #  Exports
Function name 2 36| printf("Please input your flag:", src); ~
_init_proc 37| while ( 1)
£ sub_760 38 |
_putchar 39 vl = getchar();
_strepy 40 if (vl == 10 )
7 —p“ti 41 break;
_strlen 3 —
__ stack_chk_fail 42 if (vi==32)
a 43
f|_printf
_stremp 44 ++V2;
_getchar 45 ¥
F|_malloc 46 else
_strcat 47
£ exit a8 if (vi<=96 || vi>122)
__cxa_finalize 49
_start . _
f|deregister_tm_clones 50 if (vl > 64 8& vl <= 90 )
Flregister_tm clones 51 str2[v2] = (vl - 39 - key[v3++ % v5] + 97) % 26 + 97;
__do_global_dtors_aux 52 }
f| frame_dummy 53 else
£ |Decry 54
£Bxit 55 str2[v2] = (vl - 39 - key[v3++ % v5] + 97) % 26 + 97;
f|main 56
£ join ! \
__libc_csu_init 57 if (1(v3 % v5))
_libe_csu_fini 58 putchar(32);
f|_term_proc 59 ++V2;
putchar 60 }
£ strepy 61 }
;DUtT 62| if ( !strcmp(text, str2) )
strlen " N INn"Y -
" stack_chk_fail 63 puts(“Congratulation!\n");
q 64| else
f|printf " s "
__libc_start_main 65 puts("Try again!\n");
F|stremp 66| return __readfsqword(@x28u) ~ vi12;
Fleetchar MRV
< >
00000BA7 Decry:45 (BA7) v
E Output window o 8 x
93A: using guessed type __int64 Decry(void); ~
BE4: using guessed type __int64 Exit(void);
C62: using guessed type __int64 _ fastcall join(_QWORD, _QWORD); v
Python
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ﬂ IDA - SimpleRev (2) E\T#\SimpleRev (2) - X
File Edit Jump Search View Debugger Options Windows Help

I B Y sa DO skt - FuiX > 0O b <t @
e TR -
2 Librarv function Ml Regular function MMl Instruction " Data B Unexvlored | External svmbol
[AFunctions window 0 & *x @ IDA View-A 8 @ Pseudocode-A © Hex View-1 © @ Structures © B Enums a %  Imports a Exports o
Function name ol .data:0000000000202003 db ] ~
_init_proc .data:0000000000202004 db ]
Flsub_760 .data:0000000000202005 db ]
F| _putchar .data:0000000000202006 db ]
_strepy .data:0000000000202007 db ]
£ puts .data:0000000000202008 public __dso_handle
f“rle';{ . .data:0000000000202008 _ dso_handle dq offset _ dso_handle ; DATA XREF: _ do_global dtors_aux+171r
7 Trsi;afffc SXH .data:0000000000202008 ; .data:__dso_handlelo
s r o .data:0000000000202010 public keyl
F|_getchar .data:0000000000202010 ; char keyl[]
F|_malloc .data:0000000000202010 keyl db 'ADSFK',0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0
_streat .data:0000000000202010 ; DATA XREF: Decry+6DTo
Floexit .data:0000000000202030 public key3
fsiﬁ;f‘“ahze .data:0000000000202030 key3 db 'kills',® ; DATA XREF: Decry+5Ato
Flderegister_tn_clones .data:0000000000202036 db ]
Flregister_tm_clones .data:0000000000202037 db ]
__do_global_dtors_aux .data:0000000000202038 db ]
F| frame_dummy .data:0000000000202039 db ]
F|Decry .data:000000000020203A db ]
7 |Exit .data:000000000020203B db ]
; ';':11: .data:000000000020203C db ]
2 libe_csu_init .data:000000000020203D db ]
Tibe csu fini .data:000000000020203E db ]
“term_proc .data:000000000020203F db ]
F|putchar .data:0000000000202040 db ]
F|strepy .data:0000000000202041 db ]
7 |puts .data:0000000000202042 db ]
E/ Strle‘;{ - * |.data:0000000000202043 db e
v p—rsi:‘thJ et .data:0000000000202043 _data ends
libe start main .data:0000000000202043
¥ stremp - LOAD: 202044 ;
Floatchar v LOAD : 0000000000202044
< >
00002004 0000000000202004: . data:0000000000202004 (Synchronized with Hex View-1) v
EOQutput window o 8 x
93A: using guessed type __int64 Decry(void); ~
BE4: using guessed type __int64 Exit(void);
C62: using guessed type _ int64 _ fastcall join(_QWORD, _QWORD); v
Python ‘

AU: idle Down Disk: 191GB
key#Ht#zsrc ADSFKNDCLS textth & killshadow(/Nii) 2R JEkey#s /NG

#include <iostream>
using namespace std;
int main(){

string p="killshadow";

string key="adsfkndcls";

for(int i=0;i<10;i++)

{for(int j=1;3j<128;j++){
if((j>'a'&&j<'z")||(§>'A'&&j<'Z"))
{if(p[i]==(j-39-key[1]+97)%26+97)
{char pp=j;
cout<<pp;

break;}}}}
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“ IDA - reverse_3.exe C:\Users\lenovo\AppData\Loca\Temp\Rar$DRa15852.12203\reverse_3.exe
File Edit Jump Search View Debugger Options Windows Help
No debugger - el
==

BE e GG S 3 g DO oS -FaX > O i)l

- I 1 ] [ | e | 52
| Library function MM Regular function Ml Instruction [/ Data Bl Unexvlored I External svmbol
[AFunctions window O & x| M@IDA Vi 8 [EPseudoco*+ @ EPseudocor & BStack of _mas- © [@Pseudocor:* ©Hex Vi--- B8 BStructe: B EEnums & #Imp-e B @Exp-e &
Function name ~ 37 ++v13; N
f|j__wmakepath_s 38 s .
f|j__ get_startup_argv_mode_0 39 if (1)
f|i__should_initialize_environment_3 40 break;
f|j___should_initialize_environment_0 41 switch ( i)
f|j__configthreadlocale 42
et initiat nasson_envisomment 43| case 1
713 initialize default precision 44 *(Dst + v7) = aAbcdefghijklmn[byte_41A144[0] >> 2];
f|start 45 V4 = v7 + 1;
F|j_wesepy_s 46 *(Dst + v4++) = aAbcdefghijklmn[((byte_41A144[1] & @xF@) >> 4) | 16 * (byte_41A144[0] & 3)];
f|sub_411055 47 *(Dst + v4++) = aAbcdefghijklmn[64];
Fli sert_fastfail 48 *(Dst + v4) = aAbcdefghijklmn[64];
; JRTC licr;,lsfucrzl,cll1,11)1,use 49 V7 = vad + 1;
_RTC_Failure(void *, int .
F13__NtCurrentTeb g? bre:'f’
F|sub_411073 case 2 .
F1;__except_handlerd_common 52 (Dst + v7) = aAbcdefghijklmn[byte_41A144[0] >> 2];
F]|j__should_initialize_environment_2 53 V5 = V7 + 1;
F|_RTC_AllocaFailure (void *, RTC_ALLOC 54 *(Dst + v5++) = aAbcdefghijklmn[((byte_41A144[1] & @xF@) >> 4) | 16 * (byte_41A144[0] & 3)];
flj_initterm e 55 *(Dst + v5++) = aAbcdefghijklmn[((byte_41A144[2] & @xC@) >> 6) | 4 * (byte_41A144[1] & OxF)];
£ |sub_411091 56| *(Dst + v5) = aAbcdefghijklmn[64];
; j"biﬂg% 57 V7= S o+ 1
i j:getistartupiargvimode 58 break;
F1i_atexit 59 case 3:
F|sub_4110B4 60 *(Dst + v7) = aAbcdefghijklmn[byte_41A144[0] >> 2];
f|j_memset 61 v6 = v7 + 1;
34 sub_4110BE 62 *(Dst + ve++) = aAbcdefghijklmn[((byte_41A144[1] & @xF@) >> 4) | 16 * (byte_41Al144[0] & 3)];
Fli_strlen 63 *(Dst + v6++) = aAbcdefghijklmn[((byte_41A144[2] & @xC@) >> 6) | 4 * (byte_41A144[1] & OxF)];
; :3’;{138‘;2 64 *(Dst + v6) = aAbcdefghijklmn[byte 41A144[2] & Ox3F];
- . . 65 V7 = v6 + 1;
f|_RTC_StackFailure (void *, char const 2
£l report_securityfailure 66 break;
F|j___std_type_info_destroy_list 67 }
Fli set fmode Yl 68l }
< >
Line 9 of 274 00000FF9 sub_411AB0:37 (411BF9) N
E OQutput window a8 x
411154: using guessed type int j report_rangecheckfailure(void); ~
411375: using guessed type _DWORD sub_411375(const char *, ...);
4156E@: using guessed type char Dest[108]; v
Python
AU: idle Down Disk: 61GB CSDN @
“ IDA - reverse_3.exe C:\Users\Ienovo\AppData\LocaI\Temp\Rar$DRa1 5852.12203\reverse_3.exe - X
File Edit Jump Search View Debugger Options Windows Help
HhE e B 3 o @@ ohchitF-FeaX > OO0 debusger - et AR
[ ] i1 I 1 I I I 1 1 =
Librarv function MM Regular function MM Instruction Data I Unexplored External svmbol
AFunctions window o & x| BIDA Vi O EPseudoco** EPseudoco* @ @Stack of _ma- @Pseudocor* OHex Vi ®Structs B DEnums @lmp O FExp-
Function name Gl 10| char v8; // [esp+6h] [ebp-188h] ~
7] j__ wmakepath_s 11 s:i.gned %nt ], // [esp+DCh] [ebp-ACh]
f|J__get_startup_argv_mode_0 12| signed int i; // [esp+E8h] [ebp-Ach]
f|j___should_initialize_environment_3 13| signed int vi1l; // [esp+E8h] [ebp-ABh]
F|i__should_initialize_environment_0 14| char Dest[108]; // [esp+F4h] [ebp-94h]
Fi J_iconflgtl;readloﬁali 15| char Str; // [esp+160h] [ebp-28h]
; jig::t;n(iet‘;ﬁe;;rzgw environment 16/ char vi4; // [esp+17Ch] [ebp-Ch]
f|i__initialize_default_precision 17 . . )
7 start 18 for (i =0; i < 100; ++i )
f|i_wesepy_s 19
F] sub_411055 20 if (i >= ex64 )
fli scrt_fastfail 21 j report_rangecheckfailure();
;jﬁ;c?iiisf(uc?siiuiix;?use 22 Dest[i] = @;
ailure (voi int
i ’ 23
; gmixfﬁ;gentTeb 24| sub_41132F("please enter the flag:", v7);
£ j__except_handler4_common 25 LODWORD(V@)I: &SEP;
F]j__should_initialize_environment_2 26| sub_411375("%20s", &tr, *(&0 + 1));
f|_RTC_AllocaFailure(void *, RTC_ALLOC 27| vl = j_strlen(&str);
f]i_initterm e 28| v2 = sub_411@BE(&Str, vi, &vl4);
£ |sub_411091 29| strncpy(Dest, v2, ©x28u);
; jL‘bg:ﬁ?gB 30| vil = j_strlen(Dest);
F1|3___get_startup_argv_mode 31) for ( J= 9; J < VIL; ++])
fli__atexit 32 Dest[j] += J;
f|sub_4110B4 33| v3 = j_strlen(Dest);
£ j_memset 34/ if ( !strncmp(Dest, Str2, v3) )
£ | sub_4110BE 35 sub_41132F("rigth flag!\n", v8);
f|j_strlen 36| else
; Zﬁgﬁi}ggg 37 sub_41132F("wrong flag!\n", v8);
F|_RTC_StackFailure (void *, char const 38| HIDWORD(vS) = v4;
F]j___report_securityfailure 39| LODWORD(VvS) = @;
F|ji___std_type_info_destroy_list 40, return v5;
‘ Fli set fmode MR
< >
Line 9 of 274 00004B8F _main_0:28 (41578F) v
ooe x

EOutput window

411154: using guessed type int j report_rangecheckfailure(void);
411375: using guessed type _DWORD sub_411375(const char *, ...);
4156E0: using guessed type char Dest[108];

Python |

AU: idle Down Disk: 61GB

#include <iostream>

using namespace std;

int main(){
string p="e3nifIH9b_C@n@dH";
for(int i=@;i<p.length();i++)
p[i]-=1i;
cout<<p;

CSDN @weixin_51275728




Fbase64 fEhg BT
11 java

11 java WA EHE %, Hgui

%> Reverse.class - Java Decompiler - X
File Edit Navigation Search Help
Besics
= Rar$DRa9644. 29666
[Ty wReverse. class®
=import java.io.PrintStream; ~

import java.util.Arraylist;
import java.util.Scanner;

public class Reverse

public static void main(String[] args)

Scanner s = new Scanner(System.in);

B System.out.println("Please input the flag : ");
M String str = s.next();

m System.out.println("Your input is : ");

i System.out.println(str);

B char[] stringArr = str.toCharArray();

M Encrypt(stringArr);
}

public static void Encrypt(char[] arr)

1 ArrayList<Integer> Resultlist = new ArrayList();
» for (int i = @; i < arr.length; i++)

e {
|21 int result = arr[i] + '@' ~ @x2@;
= Resultlist.add(Integer.valueOf(result));
}
int[] KEY = { 18e, 136, 137, 147, 191, 137, 147, 191, 148, 136, 133, 191, 134, 148, 129, 135, 191, 65 };
ArraylList<Integer> KEYList = new ArraylList();
for (int j = @; j < KEY.length; j++) {

KEYList.add(Integer.valueOf(KEY[3]));
}
29 System.out.println("Result:");
we  if (Resultlist.equals(KEYList)) {

. System.out.println("Congratulations! ");

= }else {
s System.err.println(“Error! ");

}

#include < iostream>
using namespace std;
int main(){
int key[] = { 180, 136, 137, 147, 191, 137, 147, 191, 148, 136, 133, 191, 134, 140, 129, 135, 191, 65 };
for(int i=0;i<18;i++){
char p=key[i]-'@'"0x20;
cout<<p;

}

12 luckgay
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Q IDA - luck_guy C:\Users\lenovo\AppData\Local\Temp\Rar$DRa13104.11293\luck_guy

File Edit Jump Search View Debugger Options Windows Help

HhE e HEE S § o @O dddetF-FuwX >0

| e EETEe

| Librarv function MM Regular function MMl Instruction

Data Unexplored

External svmbol

[FIFunctions window o # x| @ IDA ViewA ©® @ Pseudocode-A © @ Hex View-1 & @ Structures © i) Enums x] @  Imports x] Exports (5]
Function name @ .data:0000000000601078 ; char f1[]
init_proc .data:0000000000601078 f1 db 'GXY{do_not_',@ ; DATA XREF: get_flag+9Eto
F| sub_4005F0 .data:0000000000601078 _data ends
_puts .data:0000000000601078
___stack_chk_fail LOAD: 1084 ; |
£ _printf LOAD : 0900000000601084
F; “‘"‘ﬁ:z oot et LOAD : 0000000000601084 ; Segment type: Pure data
el - LOAD :0000000000601084 ; Segment permissions: Read/Write
Fl_time LOAD: 0000000000601084 LOAD segment byte public 'DATA' use64
__isoc99_scanf LOAD : 9000000000601084 assume c¢s:LOAD
strcat LOAD : 9000000000601084 ;org 601084h
f|_rand LOAD : 0000000000601084 public _ bss_start
—gmon_start__ LOAD : 0000000000601084 _ bss_start db ?; ; Alternative name is '__bss_start’
z HZE:gster n elones LOAD : 0000000000601084 ; _edata
_tm_ . 5 .
Flregister tm clones LOAD : 0000000000601085 db > H
" do_global dtors. aux LOAD : 0900000000601086 db 2
f | frame_dummy LOAD : 0000000000601087 db ?
£ |welcome LOAD : 0000000000601087 LOAD ends
get_flag 000000000601087
£ |patch_me 1088 ;
J|main . 000000000601088
__libc_csu_init P,
Libe osu fini 0000061088 ; Segment type: Uninitialized
F| _term proc bss:0000000000601088 ; Segment permissions: Read/Write
F|puts bss:0000000000601088 ; Segment alignment 'qword' can not be represented in assembly
__stack_chk_fail bss:0000000000601088 _bss segment para public 'BSS' use64
f|printf bss:0000000000601088 assume cs:_bss
7 |memset ) bss:0000000000601088 ;org 601088h
F7? ;;sc,startimaln bss:0000000000601088 assume es:nothing, ss:nothing, ds:_data, fs:nothing, gs:nothing
il bss:0000000000601088 completed_7594 db ? ; DATA XREF: deregister_tm_clones+6To
) st bss:0000000000601088 ; deregister_tm_clones+20To
F|strcat bss:0000000000601088 ; Alternative name is '__ TMC_END__'
#lrand v bss:0000000000601089 db ?;
< >
UNKNOWN 0000000000601084: LOAD:__bss_start (Synchronized with Hex View-1) ©
E OQutput window a8 x
4007A6: using guessed type __int64 _ fastcall welcome(_QWORD, _QWORD, _QWORD); ~
400670: using guessed type __int64 _ fastcall _ isoc99_scanf(_QWORD, _QWORD);
4007CB: using guessed type __int64 get_flag(void); v
Python ‘
AU: idle Down Disk: 61GB
9 IDA - luck_guy C:\Users\lenovo\AppData\Local\Temp\Rar$DRa13104.11293\luck_guy - X
File Edit Jump Search View Debugger Options Windows Help
HhE ey BfmE S ) o @O ddtF-FaX > O - e AR
NEHEESSI =
Librarv function MM Regular function MM Instruction Data Unexnlored External svmbol
[@Functions window 0 % *x @ IDA ViewA © @ Pseudocode-A @ O Hex View-1 & @ Structures © B Enums &  Imports @  Exports
Function name ~ 18 case 1: A~
_init_proc 19 puts("OK, it's flag:");
£ | sub_4005F0 20 memset(&s, @, Ox28ull);
_puts 21 strcat((char *)&s, f1);
AAj}aCKﬁhKfail 22 strcat((char *)&s, &f2);
£ printf 23 printf("%s", &s);
E7 St . 24 break;
___libc_start_main
| 25 case 2:
F| time 26 printf("Solar not like you");
___isoc99_scanf 27 break;
_strcat 28 case 3:
f|_rand 29 printf("Solar want a girlfriend");
__gmon_start__ 30 break;
—start 31 case 4:
f|deregister_tm_clones
. 32 V6 = 0;
f|register_tm_clones 2
do._global_dtors. aux 33 s = OX7F666F6067756369LL;
7| frame_dummy N 34 strcat(&f2, (const char *)&s);
F | welcome 35 break;
get_flag 36 case 5:
£ patch_me 37 for (3 =0; <= 7; ++j )
S |wain . 38 {
__libc_csu_init 39 (%2 1)
__libc_csu_fini . R
_term_proc 40, vl = *(&f2 + 3) - 2;
Flputs 41 else
__stack_chk_fail 42 vl = *(&F2 + j) - 1;
f|printf 43 *(&f2 + j) = vi;
f|memset 44
__libc_start_main 45 break;
f|srand
Fltime 46 default:
_ is0c99_scanf 47 puts(“emmm,you can't find flag 23333");
f|strcat 48| break;
Flrand Y| a9 }
< >
00000869 get_flag:30 (400869) v
ooe x

EOutput window

40067

4007A6: using guessed type __int64 __ fastcall welcome(_QWORD, _QWORD, _QWORD);
using guessed type __int64 __ fastcall __isoc99_scanf(_QWORD, _QWORD);
4007CB: using guessed type __int64 get_flag(void);

Python

AU:  idle

Down Disk: 61GB

CSDN @weixin_51275728




#include <iostream>
using namespace std;
int main(){
int p[]={0x69,0x63,0x75,0x67,0x60,0x6f,0x66,0x7f};
for(int i=0;i<8;i++){
if(i%2==1)
pli]-=2;
else p[i]-=1;
char x=p[i];
cout<<x;

13 ®BFHFR
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“ IDA - 8f80610b-8701-4c7f-ad60-63861a558a5b.exe E:\T#;\8f80610b-8701-4c7f-ad60-63861a558a5b.exe - X
File Edit Jump Search View Debugger Options Windows Help
HE >~ B ¥ sa @O chhiif ot~ FeaX P OON debuger - et &R
orrm I 2
2 Librarv function Ml Regular function MMl Instruction Data Unexplored External svmbol
[DFunctions window nf* B O @Ps B8  @Stack ofr @  @Pse O BPs- O B Ps-- B B Stre © @ Hew B @ st BEnums © @ Ime- @ @ Exe B
Function name a 45 vl4 = 72; @
F] sub_401000 46 vis = 515
£ | sub_4010F0 47 v1ie = 1105
f|WinMain (x, x, x, x) 48 v1l7 = 103;
£]DialogFunc ) 49 sub_4010F0(&v7, 0, 10);
__security_check_cookie (x) 50| memset (&v26, @, OXFFFFu);
A |l 51 V26 = v23;
- E
__crtCorExitProcess 52 28 = v25:
__ crtExitProcess v = vess
__lockexit 53 V27 = v24;
__unlockexit 54 v4 = sub_401000(&v26, strlen(&v26));
__init_pointers 55 memset (&v26, @, OXFFFFu);
__initterm e 56 v27 = v21;
—cinit 57 V26 = v20;
;fd"ei"t“ 58 V28 = v22;
e 59 V5 = sub_401000(&v26, strlen(&v26));
— oot 60 if ( String == v7 + 34
_ c_exit 61 && v19 == vil
f|_amsg_exit 62 && 4 * v20 - 141 == 3 * V9
F|_fast_error_exit 63 && v21 / 4 == 2 * (vi4 / 9)
___tmainCRTStartup 64 && !strcmp(v4, "aklw")
Lilsa ) 65 && !strcmp(vs, "VIAX") )
___report_gsfailure 66
__GET_RTERRMSG { R R
NVSG_WRITE 67 MessageBoxA(hDlg, "U g3t 1T!", "@_@", ©);
__FF_MSGBANNER 68 }
__heap_init 69 }
__get_errno_from oserr 70 return 0;
__errno 710 3}
| sub_401070 72 if (a3 1= 188 a3 !1=2)
__callnewh 73 " 0;
__mtinitlocks return ©;
" rinlsialonhs 74| EndDialog(hDlg, a3);
__unlock 75/ return 1;
mtinitlocknim M)
< >
Line 3 of 144 00000790 DialogFunc:61 (401390) v
E Output window a8 x
hx:GenPseudo (Generate pseudocode) ~
Executing last-registered action: hx:GenPseudo (Generate pseudocode)
401000: using guessed type _DWORD __ cdecl sub_401000(_DWORD, _DWORD); v
Python ‘
AU: idle Down Disk: 191GB
Q,‘ IDA - 8f80610b-8701-4c7f-ad60-63861a558a5b.exe E:\F#\8f80610b-8701-4c7f-ad60-63861a558a5b.exe - X
File Edit Jump Search View Debugger Options Windows Help
BE e B 3 o B0 ehadlhF-#FeiX > DD debusger - e EEE
T 1rm I =
Librarv function MM Regular function MM Instruction Data Unexnlored External svmbol
@ Functions window o8& x| ®BID- @ EPs B B Stack of*: © @ Pse | @ Ps- @ P B Stree @ He' ® St DEnums & Im- B # Ex
Function name ~ .rdata:00407827 db @F7h ~
7] sub_ 401000 .rdata:00407828 db oFsh
¥ sub_4010F0 .rdata:00407829 db ©FSh
f|WinMain (x, x, X, X) .rdata:0040782A db oFAh
f|DialogFunc .rdata:0040782B db @FBh
__security_check_cookie (x) .rdata:0040782C db OFCh
2 i . .rdata:0040782D db eFDh
" crtExitProcess .rdata:0040782E db OFEh
“Tockexit .rdata:0040782F db @FFh
_unlockexit .rdata:00407830 ; char byte_407830[]
__init_pointers .rdata:00407830 byte_407830 db 41h ; DATA XREF: sub_4e1e00+COTr
Aiﬁiﬁermﬁ .rdata:00407831 aBcdefghijklmno db 'BCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/=",0
= .rdata:00407872 align 4
E; f‘i‘fi"t” .rdata:00407874 aAklw db 'akiw',@ ; DATA XREF: DialogFunc+24Dto
" exit .rdata:00407879 align 4
et .rdata:0040787C aVlax db 'ViAx',0 ; DATA XREF: DialogFunc+27DtTo
¢ exit .rdata:00407881 align 4
f|__amsg_exit .rdata:00407884 ; CHAR Caption[]
F|_fast_error_exit .rdata:00407884 Caption db '@_@"',0 ; DATA XREF: DialogFunc+2AEto
—_tmainCRTStartup .rdata:00407888 ; CHAR Text[]
Jilletany ) .rdata:00407888 Text db 'U g3t 1T!',0 ; DATA XREF: DialogFunc+2B3%To
___report_gsfailure N
GET RTERRVMSG .rdata:00407892 align 8
" NMSG_WRITE .rdata:00407898 __ load_config_used dd 48h Size
__FF_MSGBANNER .rdata:0040789C dd o Time stamp
__heap_init .rdata:004078A0 dw 2 dup(@) Version: 0.0
__get_errno_from_oserr .rdata:004078A4 dd o ; GlobalFlagsClear
ERCLLNO) .rdata:004078A8 dd o ; GlobalFlagsSet
E; mﬁ;ﬁ?ﬁzlg .rdata:004078AC dd o ; CriticalSectionDefaultTimeout
" ntinitlocks .rdata:004078B0 dd o ; DeCommitFreeBlockThreshold
e .rdata:004078B4 dd o ; DeCommitTotalFreeThreshold
"unlock .rdata:004078B8 dd o ; LockPrefixTable
mtinitlocknum v .rdata:004078BC dd o ; MaximumAllocationSize
< >
Line 3 of 144 0000662B 0040782B: . rdata:0040782B (Synchronized with Hex View-1) v
ooe x

EOutput window

hx:GenPseudo (Generate pseudocode)
Executing last-registered action: hx:GenPseudo (Generate pseudocode)
401000: using guessed type _DWORD __cdecl sub_401000(_DWORD, _DWORD);

Python |

AU: idle Down Disk: 191GB

27 A +base64
sub_4010c0

#tinclude<stdio.h>
#tinclude<iostream>

using namespace std;

int sub(char a1[], int a2, int a3)

ixin_51275728



int result; // eax
int i; // esi

int v5; // ecx

int v6; // edx

result = a3;
for (i =a2; i<=a3; a2=1)

{

//v6 = *(DWORD *)(4 * i1 + al);
v6 = al[il;
if ( a2 < result & i < result )
{
do
{
//1f ( v6 > *(DWORD *)(al + 4 * result) )
if ( v6 > all[result] )
{
if (i >= result )
break;
++1;
//*(DWORD *)(v5 + al) = *(DWORD *)(al + 4 * result);
al[v5] = al[result];
if (i >= result )
break;
//while ( *(DWORD *)(al + 4 * 1) <= v6 )
while ( al[i] <= v6 )
{
if ( ++1i >= result )
goto LABEL_13;
¥
if (i >= result )
break;
v5 = i;
//*(DWORD *)(al + 4 * result) = *(DWORD *)(4 * 1 + al);
al[result] = al[i];
¥
--result;
¥
while ( i < result );
}
LABEL_13:
//*(DWORD *)(al + 4 * result) = vé6;
al[result]= v6;
sub(al, a2, i - 1);
result = a3;
++1;
}

return result;

int main()
{
char a[11]={990,74,83,69,67,97,78,72,51,110,103};
cout<<">>>>sub"<<endl;
sub(a,0,10);
for (int i=0;i<11;i++)
{

ot sl o237, 12 2ali0os" "ssdint(ali1 Vs z7and] -
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//cout<<ali]<<"”
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“ IDA - attachment (1).exe E:\F&k\attachment (1).exe - X
File Edit Jump Search View Debugger Options Windows Help
EE e B 3 v MO whghahF-FeiX P> DO debusger - el AR R
T
Librarv function B Regular function Bl Instruction Data Unexplored External svmbol
[AFunctions window 0 & x| [@IDA View-A B [EPseudocode-B & HStrings window @ [EPseudocode-A @ B Hex View-1 @ A Structures B EEnums & # Imports B @ Exports ©
Function name 2 .data:00407027 db 2]
F|WinMain (x, x, X, X) .data:00407028 unk_407028 db 2] ; DATA XREF: _doexit:loc_401FDDTo
f | sub_4010C0 .data:00407029 db 2]
£ |sub_401150 .data:0040702A db 0
£ | sub_4011C0 .data:0040702B db 0
£ |DialogFunc .data:0046762C db )
S| _sprintf .data:0040702D db o
f|start
T .data:0040702E db 0
Fl Fast_error_exit .data:0040702F db e
Flnullsub1 .data:00407030 ; char aBjdDD2069a4579[]
f|__flsbuf .data:00407030 aBjdDD2069a4579 db ' BID{%d%d2069a45792d233ac}",0
34 sub_4016B6 .data:00407030 ; DATA XREF: DialogFunc+5ATo
F| write_char .data:0046704B align 4
;f”?tef"“t’l?lf‘:har .data:0040704C ; char byte_40704C
7 -‘;Zt e ;;‘;g .data:0040704C byte_40704C db ecah ; DATA XREF: DialogFunc+35To
g | et o g .data:0040704D db @FAh
F|_get_short_arg .data:0040704E db en2h
f|__cinit .data:0040704F db epih
£ exit .data: 00407050 db @BEh
F| _exit .data:004670651 db @ADh
; S .data:00407052 db eB5h
v T .data:00407053 db @E3h
_ XcptFilter
| el .data:00407054 db ecih
F|_wincmdln .data:00407055 db ecBh
f|__setenvp .data:00407056 db 206h
f|_setargy .data:00407057 db 25h ; %
#]_parse_cmdline ) .data:00407058 db 64h ; d
;izﬁ?itEnwronmentStrlngsA .data:00407059 db  20h
¥ ;bJ}OZﬂJE .data:0040705A db eB4h
1 sub_402808 .data:0040705B db ecth
F| sub_402953 .data:0040705C db ©A3h
F1_olohal nnwind? v .data:0040705D db ©ACh
< >
Line 7 of 112 00005C2B 0040702B: . data:0040702B (Synchronized with Hex View-1)
E Output w1ndow_ _ _ ; o s
409A14: using guessed type int dword_409A14;
409A18: using guessed type int dword_409A18;
40AF38: using guessed type int dword_40AF38;
Python |
AU: idle Down Disk: 191GB CSDN @weixin 51275
| k‘éattachment (1).exe - PID: 8196 - &k attachment (1).exe - £42: 42 11880 - x32dbg — O X
XHEE  HMEGV ERO REN @EAE) Bk #EWO)  FEIH  Nov 3 2021 (TitanEngine)
S5 E =0l ¥ 9§ Tl &2 @fi# 4.0 H@
Bov [beEx [Hzr ews mpawrs OAFsR =sseE o EEd S8 OBERE L3m war &aF B
48 dec eax
__________ ~ 75 7B jne attacdhmerét (1).401%E0 1 . FEfFPU
884424 70 mov eax,dword ptr ss:[[esp+70
74';3 0100 g i)t( hment (1).4013E8 Egi 88%2:588
B2 one g;paaxag men ECX 00401462 <attachment (1).Ent
______ v 74 73 je attachment (1).4013E8 EDX 00401462 <attachment (1).Ent
Al F0994000 mov eax,dword ptr ds:[4099F0] EBP 0019FF80
40 inc eax ESP 0019FF74 ey
A3 F0994000 mov dword ptr ds:[4099F0],eax ESI 00401462 <attachment (1).Ent
50 push eax EDI 00401462 <attachment (1).Ent
8D4424 04 lea eax,dword ptr ss:[esp+4]
(;(8) 4C704000 pusE attachment (1).40704C 40704C:"EEEST %d K, 1 EIP 00401462 <attachment (1).Ent
push eax
E8 80000000 call attachment (1).401410
Al F0994000 mov eax,dword ptr ds:[4099F0] EFL?_GS ?_00002%4
83c4 0OC add esp,C zF PF AF
83F8 01 cmp eax, 1 OF 0 SF 0 DF O
90 nop CFO TFO IF 1
90 nop
—— ~ 75 31 jne attachment (1).4013D0 LastError 00003687 (ERROR_SXS_KEY_NOT.
6A 00 push 0 LastStatus C€0150008 (STATUS_SXS_KEY_NO'
68 1F4E0000 push 4E1F
8D4C24 08 lea ecx,dword ptr ss:|[[esp+8] ecx:EntryPoint GS 002B FS 0053
68 30704000 push attachment (1).407030 407030:" BID{%d%d2069245 | s 0028 DS 0028
51 push ecx ecx:EntryPoint Cs 0023 SS 0028
E8 58000000 call attachment (1).401410 < 5
884424 78 mov eax ,dword ptr ss:[esp+78]
83c4 10 add esp,10 B z 8
8D5424 00 lea edx.dword ptr ss:[Fespl edx:EntrvPoint v | #A (stdeall) 5 [ D%ﬁ
@ > 1: [esp+4] 003c3000
2: [esp+8] 7584FAl0 <kernel32.BaseThrea
3: [esp+C] 0019FFDC
4: [esp+10] 77667A9E ntd11.77667A9E
5: [esp+14] 003¢3000
.text:00401398 attachment (1).exe:$139B #59B
) N [T 7584FA29 | 5 || kernel132.7584FA29 ??7?
AT Ware Wrrs WRrs WREs B BN - REREE ;Elﬂw[oomooo — -
R 0019FF7C || 7584FA10 | kerne132.7584FA10
e T T R R T T T T A??T§|‘w.. 00IOEEea [roosarhoc | & mal med11. 7766708 & 227
77601010 (00 00 02 00 (EC 5 /7/|0E 00 10 00(00 7 7 L0 Tw. 0o1orFag || 003¢3000 = g :
77601020 |0C 00 OE O0|(EO /D 60 77(08 00 OA 00|D8 73 60 /7 .. 0} w. oo1oersc || 0aacsB97
77601030 | 06 00 08 00 /D 60 77(06 00 08 00(EQO_/D ’7 ..D} w. 0019££90 || 00000000
77601040 | 06 00 08 00 /D 60 7706 00 08 O0|E8 /D I7 .0} w.. 0019FF94 || 00000000
77601050 | 1c 00 1E 00|D4_7/4 60 77|6B 4C 73 45|00 00 00 OLl|....0t w 0o0icrFos || 003c3000
77601060 | 00 39 72 77|00 00 00 00|60 17 60 77(90 D8 66 77|.9rw.... 0015FFoc || 00000000
77601070 (20 00 22 00|Z 60 77|84 00 86 O0(EQ_/F 60 /77| .".x. w.. 0019rF20 || 00000000
77601080 |90 6B 63 77|AQ 46 /0 /7|30 B4 62 77|EQ 44 70 //|.kcw FpwO~ bwaDpw 001oeEA4 || 00000000
77601090 (90 1F 63 772 63 77|80 45 70 77|20 46 70 77|..cw icw Epw Fpw i ||| R
776010A0 | 00 57 63 77|AQ 46 70 77|20 25 63 77(20 69 63 77|.wWcw Fpw %cw icw vll< 5
77601080 |BO 45 70 77120 46 70 771CO0 CE 66 771A0 46 70 7 Eow FowAIfw Fow
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% MainActivity.class - Java Decompiler - X
File Edit Navigation Search Help

BlosIcs

©smali®

== android/simnort
+/5 annotation

o

WMainActivity. class®

F’a:‘g“’“*‘fﬁ"”‘ﬁ’f‘wd" paramanonynousView = new char(381; A
i 1dConfie. class int i = e;
S if (i >= 17)

N {

if (IString.valueOf(arrayOfChar).equals(paramBundle.getText().toString())) {
s break label312;
ss
T ass 3
i=oe;
if (i< 38) {
break label200;
}
paramAnonymousView = String.valueOf(paramAnonymousView);
localTextView.setText(paramAnonymousView)

vie.oo ol
104 Gab1e class
class

for (53)

return;

if (((this.val$a[i] < 'I') & (this.val$a[i] >= 'A')) || ((this.val$a[i] < 'i') && (this.val$a[i] >= 'a'))) {
arrayofchar[i] = ((char)(char)(this.val$a[i] + '\@22'));

}

for (53)

{

P4
break;
if (((this.val$a[i] >= 'A') 8& (this.val$a[i] <= 'Z')) || ((this.val$a[i] >= 'a’') 8& (this.val$a[i] <= 'z'))) {
arrayofchar[i] = ((char)(char)(this.val$a[i] - '\b'));
} else {
arrayofchar[i] = ((char)this.val$a[i]);

}
label2e0:
if (((this.val$b[i] >= 'A') && (this.val$b[i] <= 'Z')) || ((this.val$b[i] >= 'a') 8& (this.val$b[i] <= 'z')))
{
paramAnonymousView[i] = ((char)(char)(this.val$b[i] + '\e20'));
if (((paramAnonymousView[i] > 'Z') && (paramAnonymousView[i] < 'a')) || (paramAnonymousview[i] >= 'z')) {
paramAnonymousView[i] = ((char)(char)(paramAnonymousview[i] - '\@32'));
}
for (55)
it
break;
paramanonymousView[i] = ((char)this.val$b[il);
}
label312:
localTextView.setText ("W &M MM ATre o« o FARAALTER. o o BUFLFALTR~nn");
}
}
Hs

CSDN @weixin_5127570%

#include < iostream>
using namespace std;
int main(){
char a[]={0x70,0x76,0x6b,0x71, 0x7b, Ox6d, 0x31,0x36,0x34, Ox36,0x37,0x35,0x32,0x36,0x32,0x30, 0Ox33,0x33,0x6C,0x
34,0x6d,0x34,0x39,0x6C,0x6e,0x70,0x37,0x70,0x39,0x6d,0x6e,0x6b,0x32,0x38,0x6b,0x37,0x35,0x7d};
for(int i=0;i<38;i++){
cout<<ali]; }

BRI BB~ FRS B FAER TN, RUER L3RI
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(%> MainActivity.class - Java Decompiler -
File Edit Navigation Search Help
Bles e
Gsmali%
N HE&ﬂVSldr.nS‘f:?f‘faq Gaindetivity. class®
111 | i
L B R TI EL class
e m"m”ﬁ“’“?"' class protected void onCreate(final Bundle paramBundle)
-+ RS
+ RS
i+l RS super.onCreate(paramBundle);
IRS setContentView(2130903063);
1% d e.class if (paramBundle == null) {
+§E 1 ass getSupportFragmentManager () .beginTransaction().add(2131634172, new PlaceholderFragment()).commit();
o ass
-+t RSment. s
iRE < ne. class Button localButton = (Button)findViewById(2131834175);
-+ RS kiv s.‘af'ﬁs: Slass paramBundle = (TextView)findViewById(2131634174);
R class localButton.setOnClickListener(new View.OnClickListener()
{
public void onClick(View paramAnonymousView)
{
int i =1;
paramAnonymousView = this.val$editview.getText().toString();
if ((paramAnonymousView.length() != 32) || (paramAnonymousView.charAt(31) != 'a') || (paramAnonymousView.charAt(1) != 'b') || (paramAnonymou:
is= :H
}
if (i ==1)
{
paramAnonymousView = "dd294@c@4462b4dd7c450528835ccal5" . toCharArray();
paramAnonymousView[2] = ((char)(char)(par iew[2] + par iew[3] - 50));
paramAnonymousView[4] = ((char)(char)(par iew[2] + par iew[5] - 48));
paramAnonymousView[3@] = ((char)(char)(par y iew[31] + par iew[9] - 48));
paramAnonymousView[14] = ((char)(char)(p iew[27] + p iew[28] - 97));
i=e;
if (i >= 16)
paramAnonymousView = String.valueOf(paramAnonymousView);
paramBundle.setText("flag{" + paramAnonymousView + "}");
}
for (55)
return;
int j = paramAnonymousView[(31 - i)];
paramanonymousView[ (31 - i)] = ((char)paramAnonymousView[i]);
paramAnonymousView[i] = ((char)j);
it
break;
paramBundle. setText ("4 AJENHEE ") ;
}
}
b
}
public boolean onCreateOptionsMenu(Menu paramMenu)
<

#include < iostream>
using namespace std;
int main(){

string p="dd2940c04462b4dd7c450528835ccal5";

p[2]=p[2]+p[3]—50;
pl4]=p[2]+p[5
p[30]=p[31]
p[14]=p[27]

cout<<p;

}

1-4
+p[9 ]
+p[2 8]

17 pyre

17 pyre pythonx gs % - #E£& T & (tool.

#!/usr/bin/env python
https://tool.lu/pyc/ for more information

Iu)




print 'Welcome to Re World!'

print 'Your inputl is your flag~'

1 = len(inputl)

for i in range(l):
num = ((input1[i] + i) % 128 + 128) % 128
code += num

for i in range(l - 1):
code[i] = code[i] " code[i + 1]

print code

code = |
"\x1f"',
"\x12',
"\x1d',
('
0,
‘A,
"\x01"',
"\x06",
'"\x14"',
‘A,

[
)

"\x1b",
v,
Y

)

"%',?0x13’ ]

#include <iostream>

using namespace std;

int main(){

char coder[]={0x13,'%"',"';"','D',0x01,"':","*"' ,'6"','0","?","'U",0x1b,",", '4",0x14,0x06,0%x01, '4"','0", "' (',0x1d,0x12,0X

1f};

char code[23];

for(int i=0;i<23;i++)

code[i]=coder[22-i];

for(int i=22;i>0;i--)
code[i-1]"=code[i];
for(int i=0;i<23;i++){
code[i]=(code[i]-1i)&Oxff;
cout<<code[i]; }

18 easyre
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¥ IDA - easyre_dump_SCY.exe E\CEHES AR \easyre_dump_SCY.exe - X
File Edit Jump Search View Debugger Options Windows Help
HhE e BEE S 3 o @0 oHahetF-FeX > 0O debugger - et EEE
(] 1} nr I [ | | =2
2 Librarv function Ml Regular function MMl Instruction Data [ Unexplored External svmbol
[FIFunctions window 0 & x| @ IDA ViewA 8 @ Pseudocode-A B Hex View-1 © @ Structures £ [} Enums (<] @ Imports & @ Exports O
Function name ~ UPX0:00401D38 ~
sub_401000 0401D38 5 - oo oo ooo oo sooooosoooooooooooooooooooooooooooooos
TopLevelExceptionFilter 0401D39 align 16h
start UPX@:00401D40 ; int dword_401D40[]
sub_4012E0 UPX©:00401D40 dword_401D40 dd OFFFFFFFFh ; DATA XREF: sub_401A10-4CTr
sub_401330 UPX0:00401D40 ; sub_401A10:loc_4019D31r ...
—main UPX0: 00401D44 dd offset sub_401D20
sub_401460 lUPX@:00401D48 dd o
sub_4014B0 N
sub_401550 * luPXe:e0401D4C dd @FFFFFFFFh
sub_401630 ° |UPX@:00401D56 dword_401D50 dd @ACh dup(@) ; DATA XREF: UPX@:off_402088l0
sub_401640 - UPX@:00402000 ; char byte_ 402000 ]
sub_4016A0 © UPX©:00402000 byte_402000 db 7Eh ; DATA XREF: _main+ECTr
sub_4017B0 * UPX0:00402001 aZyxwvutsrgponm db '} |{zyxwvutsrgponmlkjihgfedcba’ _~]\[ZYXWUTSRQPONMLKIIHGFEDCBA '
Zﬁ‘;{ig}i‘;g * lUPX@: 00402001 db '<;:9876543210/.-,+*)(",27h, ‘&%$# 1" ,0
sub_401A30 ° |UPX0:00402060 align 46h
sub_401BB0 UPX0:00402080 dword_402080  dd OFFFFFFFFh ; DATA XREF: sub_401000+4ATr
__getmainargs ° UPX 0402084 dword_402084 dd 4eeeh ; DATA XREF: sub_401000+86Tw
_setmode ° UPX 0402084 ; sub_401000+C71r
Jffmm_ﬂe ° UPX 0402088 off_402088 dd offset dword_4@1D5@ ; DATA XREF: sub_4019901r
—b__environ ° UPX 0402088 ; sub_4e1990+121r ...
;’;“*f‘;; - |UPX@:0040208C dword_40208C dd e ; DATA XREF: sub_4@12E@Tr
Dr‘igntf * lUPX@:0040208C ; sub_4@12E0+40%0
scanf * lupxe:ee402090 align 1006h
S - UPX@:00403000 ; CHAR ModuleName[]
vfprintf ° |UPX@:00403000 ModuleName db 'libgcj-13.d11',e ; DATA XREF: sub_4012E0+FTo
abort - UPX@:0040300E ; CHAR ProcNamel[]
memcpy ° |UPX@:0040300E ProcName db '_Jv_RegisterClasses',®
;::l“ * |UPX@:0040300E ; DATA XREF: sub_4012E@+27%0
SetUnhandledExceptionFilter : UPX@: 00403022 align 4
[ D UPX@:00403024 ; char aPleaseInput[]
f|GetModuleHandleA © |UPX@:00403024 aPleaseInput db 'Please input:',@ ; DATA XREF: _main+4ATo
#1GetProcAddress v ° |UPX@:00403032 ; char aS[]
< >
Line 2 of 45 00001401 00402001 : UPX0:aZyxwvutsrgponm (Synchronized with Hex View-1) v
E OQutput window o & x
401990: using guessed type int sub_401990(); ~
401D40: using guessed type int dword_401D40[];
405024: using guessed type int dword_405024; v
Python ‘
AU: idle Down Disk: 191GB
ﬂ IDA - easyre_dump_SCY.exe E\CRESRRE R \easyre_dump_SCY.exe - X
File Edit Jump Search View Debugger Options Windows Help
HE ey G & 3 o B0 FoiEr et FmX P O DON debugeer | e AR
[T = | n 1l 1 P L —
' Librarv function MM Regular function MMl Instruction Data I Unexplored External svmbol
[@Functions window 0 ® * @ IDA ViewA © @ Pseudocode-A © G Hex View-1 @ @ Structures © B Enums [x] & Imports © @ Exports @
Function name Gl 24| int v25; // [esp+37h] [ebp-9h] a
F] sub_401000 25| char v26; // [esp+3Bh] [ebp-5h]
F| TopLevelExceptionFilter 26| int i; // [esp+3Ch] [ebp-4h]
f|start 27
f | sub_4012E0 0 28| sub_4e1A10();
F? 521;,1101330 ® 29| v4 = 42;
Sub_401460 N g? Vz - ;g{
sub_4014B0 - Ve =33
sub_401550 32 v7 = 345
sub_401630 933 v8 = 78;
sub_401640 ® 34| v9 = 44,
sub_401640 ® 35/ vie = 34;
sub_4017B0 %36 Vil = 40,
sub_401990 237 vi2 = 73;
sub_401A10 ) 38 13 = 63:
sub_401A30 - Ve = 635
sub_401BB0 039 via = 43;
__getmainargs 940 vi5 = 64;
_setmode ® 41| printf("Please input:");
—p_fmode 0 42| scanf("%s", &v19);
7L 943 if ( (_BYTE)v19 = 'A' || HIBYTE(v19) != 'C' || v2e != 'T" || v21 1= "F' || v22 1= "{' || v26 1= '}' )
*Gen: ® 44 return 0;
- ey ® 45/ vie = v23;
printf ) 4
scanf ® 46| v17 = v24;
fwrite ® 47| vi18 = v25;
vfprintf 48| for (i =0; i<=11; ++i )
abort 49
e 08 ® 50| if ( *(&v4 + i) != byte_402000[*((char *)&v16 + i) - 1] )
eallae ® 51 return 0;
free 5o
SetUnhandledExceptionFilter . " "
[T ——— ® 53| printf("You are correct!");
GetModuleHandleA @ 54/ return 0;
FlGetProcAddrass Y|®ss
< >
Line 2 of 45 0000074E _main:29 (40134E) v
EQutput window o &8 x
401D40: using guessed type int dword_401D46[]; ~
405024: using guessed type int dword_405024;
Command "ChartXrefsTo" failed v

Python |

AU: idle Down Disk: 191GB




#include < iostream>
using namespace std;
int main(){
string p="~}|{zyxwvutsrgponmlkjihgfedcba" ~]\[ZYXWVUTSRQPONMLKIIHGFEDCBA@?>=<; :9876543210/.-,+*) ('&%$# 1\"";
int v4 [12]={ 42,70,39,34,78,44,34,40,73,63,43,64};
for(int i=0;i<12;i++)
{for(int j=0;j<p.length();j++){
if(p[jl==va[i]){
char pp=j+2;
cout<<pp;
break;

P33}
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19.Rsa& %

| BUUC| & rsat|fE ot |[[@ @R @ ¢ x |& AcF|[@ x| & W@ & [ | % wi@ ex | @ e @ ex|E Bo| @ es - a X
& @] A %% | www.hiencode.com/pub_asys.html aQ v8 0 =
a
CHELTE SESSUE  SSLETR  IEM HRIESH v
***** BEGIN PUBLIC KEY———
MDwwDQY JKoZThvcNAQEBBQADKwAWKAThAMAZLFxkrkeYL2wch21CM2kQVFpY9+7+
AvKrlrzQczdAgMBAAE=
fffff END PUBLIC KEY-—-—- o RR S — C
: factoring 86934482296048119190666062093494800588905656017203025617216654058378322103517
H ing pletedtlng plan: normal
fo: using gs/gnfs crossover of 95 di:
iterations on C77
iterations on C?7
rations on C?77
mp—ecm default on C77
, B2=gmp—ecn default
: ?4/74 curves on GC77, Bl= B2=gmp—ecn default
: 149,149 curves on C?77, Bi= SBN B2=gmp—ecn default, ETA: B sec
tarting SIQS on c?77: 86934482296048119199666062003494800588905656017203025617216654858378322103517
sieving in progress (1 thread): 36224 relations needed
Press ctrl-c to abort and save state
36219 rels found: 18838 full + 17389 from 185805 partial,. <1628.20 rels/sec
5198 elapsed time = 127.6148
otal factoring time = 149.6F
- actors foundseee
HFHER

304008741604601924494328155975272418463
285268468890451637235629440372639283459

=

&

AR RSA

E

TIEEE 256
PN(e) 65537
PN(n)
8693448229604811919066606200349480058890565601720302561721665405
8378322103517

DERi#E 303¢300d06092a864886£70d0101010500032b003028022100¢0332c5c64ae47182f6c1c876d42336910545a58f TeefefcObcaaf5af341ccdd0203010001

CSDN @weixin_51275728

BN iR - python - O X —a

icrosoft Windouws EEL
e Nicroselt Corparations LBl

Sallserncy QUo P UL

P 3 18. B (tags vl :h494f59,. Oct 4 2321 12:88:18> [MSC v.1%929 64 bit <AMD64>]1 on win32
] Ve AL RN 2 edite' or "license' for more information.

1mpurt »rsa

e= 65537

n= 869344822%604811917066606200349480A5889P56560172030256172166548583783221A3517
p= 285960468898451637935629440372639283459

g= 3040887416046012724494328155975272418463
d=811761688601699910278468781 785276075621 79635470395365333547868786251080991441

key = rsa.PrivateKevin.e.d.qg.p>
with upen("E:\\flag enc'”,."rbh"> as f:
L. 1<

.decrypt{f keyl>

| :l-‘lag{decrypt_;‘SB}\n *
>>

import rsa

e= 65537

n= 86934482296048119190666062003494800588905656017203025617216654058378322103517
p= 285960468890451637935629440372639283459

q= 304008741604601924494328155975272418463
d=81176168860169991027846870170527607562179635470395365333547868786951080991441

key = rsa.PrivateKey(n,e,d,q,p)
with open("E:\\flag.enc","rb") as f:

f = f.read()
print(rsa.decrypt(f,key))

20 rome



20 rome

ﬁ IDA - rome.exe C:\Users\lenovo\AppData\Local\Temp\Rar$DRa16400.34365\tmp\rome.exe - X
File Edit Jump Search View Debugger Options Windows Help
BE e B3 o @@ okt F-FeX > 0O debugger - et &R
_Il_;lrarlv fluncliioln Ml Recular function MM Instruction Il Data M Unexolored | External svmbol
[AFunctions window o 5 * [@IDA ViewA B EPseudocode-B B EPseudocode-A & S Strings window © GHex View-1 & @Structures £ EEnums © @ Imports O FExports ©
Function name 2l 60 if (ve == 'C") @

£ | _mainCRTStartup 61 {
F]_WinMainCRTStartup 62 result = v7;

f|_atexit 63 if (v7 =="'T")
__onexit 64 {
___gee_register_frame 65 result = v8;
___gee_deregister_frame 66l if (v8 == 'F')
f| _func 67 1
_main
__dyn_tls_dtor@12 68 result = vo;
f|___dyn tls_init@12 69 if (vo == "{")
___tlregdtor 70 {
___cpu_features_init 71 result = vi14;
_fpreset 72 if (vi4 == '}')
___report_error 73 {
___write_memory_part_0 = .
__pei386_runtime_relocator 74 vl = vie;
__do_global_dtors 75 v2 = vil;
__do_global_ctors 76 v3 = v12;
___main 77 v4 = v13;
__ mingwthr_run_key_dtors_part_0 v 78 for (i =@; i <= 15; ++i )
> 79 {
Line 3 of 52 80 if ( *(&v1 + i) > 64 && *(&v1 + i) <= 90 )
G ovaic " 81 ) *(&v1 + 1) = (*(&v1 + i) - 51)‘% 26 + 65;
82 if ( *(&v1 + i) > 96 && *(&v1 + i) <= 122 )
83 #(&v1 + i) = (*(&1 + i) - 79) % 26 + 97;
84 }
85 for (i =0; i <= 15; ++i )
86
87 result = *(&v15 + i);
88 if ( *(&v1 + i) != result )
89 return result;
1l 90
NEEan 91 result = printf("You are correct!");
00000740 _func:76 (401340) v
E OQutput window o & x
401A90: using guessed type int __do_global_ctors(void); ~
405024: using guessed type int initialized;
402008: using guessed type int p_1761; v
Python ‘
AU: idle Down Disk: 61GB CSDNGTeIEE

#include < iostream>
using namespace std;
int main(){
int vi15[16]={81,115,119,51,115,106,95,108,122,52,95,85,106,119,64,108};
for(int i=0;i<=15;i++){
for(int j=1;j<128;j++){
int k=j;
if ( j> 64 && j <= 90 )
k = (k - 51) % 26 + 65;
if (j > 96 && j <= 122 )
k (k - 79) % 26 + 97;
if(k==v15[i]) {
char p=j;

cout<<p;
break;

Y31}

21 crackrtf

21 crackrif cryptcreatehash b /2 H S H & X

Q,‘ IDA - d817b3ad-28c1-443a-bbca-eda65276bce9 (1).exe E:\T#;\d817b3ad-28c1-443a-bbca-eda65276bce9 (1).exe - X
File Edit Jump Search View Debugger Options Windows Help

BH e~ By o A SFFF-FumX > No debugger - % AR
il m 1 m [ ] [ I | — L2
Librarv function MM Regular function MM Instruction Data ¥ Unexplored External svmbol
[AFunctions window 9 % *| @ IDA View-A © @ Pseudocode-A B @ Hex View-1 © A Structures £ [} Enums <] ®  Imports (<] Exports e
Function name a 7| DWORD pdwDatalLen; // [esp+68h] [ebp-Ch] A
sub_401005 8| HCRYPTHASH phHash; // [esp+6Ch] [ebp-8h]
sub_401004 S| HCRYPTPROV phProv; // [esp+78h] [ebp-4h]
sub_40100F 10
_main 11| if ( !CryptAcquireContextA(&phProv, @, @, 1lu, ©xFOG00000) )
sub_401019 12| return 0;
sub_401040 5
b 401230 13| if ( CryptCreateHash(phProv, @x8e04u, @, @, &phHash) )
sub_
sub_401420 14 .
sub_4014D0 15 if ( CryptHashData(phHash, pbData, dwDatalen, @) )
_main_0 16
__chkesp 17 CryptGetHashParam(phHash, 2u, v6, &pdwDatalen, 0);
_strepy 18 *1pStringl = @;
_streat 19 for (i = 0@; i < pdwDatalen; ++i )
_atol 20 {
j;‘:tlyiﬁ‘i 21 wsprintfA(&String2, "%02X", v6[i]);
e 22 IstrcatA(lpStringl, &String2);
_scanf 23 }
_printf 24 CryptDestroyHash(phHash);




| T | _memset vi®2s CryptReleaseContext(phProv, ©);
| < > 26 result = 1;
27| }
& Graph overview oos x| 28 else
29 {
30 CryptDestroyHash(phHash);
31 CryptReleaseContext(phProv, @);
32 result = 0;
33 }
34/ }
35/ else
36
37 CryptReleaseContext(phProv, 0);
38 result = @;

00001230 sub_401230:7 (401230)

EOutput window

Function argument information has been propagated
The initial autoanalysis has been finished.
401230: using guessed type BYTE var_20[20];

Python ‘

AU: idle Down Disk: 191GB
Q IDA - d817b3ad-28c1-443a-bbca-eda65276bce9 (1).exe E\T#;\d817b3ad-28c1-443a-bbca-eda65276bce9 (1).exe
File Edit Jump Search View Debugger Options Windows Help

CSDN @

BE v B Vg @O chghphrF-FeX p - et EEE
in LI | [ ] ] L I | =
2 Librarv function Ml Regular function Ml Instruction Data I Unexnlored External svmbol
[@Functions window 0 & x| [ DA View-A O [ Pseudocode-A & @ Hex View-1 © @ Structures © i3] Enums (<} B  Imports (x] @  Exports
Function name 4l 1fint _ cdecl sub_401040(BYTE *pbData, DWORD dwDatalLen, LPSTR 1lpStringl) ~
sub_401005 2
sub_401004 3| int result; // eax
sub_40100F 4| DWORD i; // [esp+4Ch] [ebp-24h]
_main 5| CHAR String2; // [esp+56h] [ebp-26h]
sub_401019 6| BYTE v6[16]; // [esp+54h] [ebp-1Ch]
:33{18}2‘3‘8 7| DWORD pdwDatalen; // [esp+64h] [ebp-Ch]
<ub 401420 8| HCRYPTHASH phHash; // [esp+68h] [ebp-8h]
sub_4014D0 9] HCRYPTPROV phProv; // [esp+6Ch] [ebp-4h]
F] _main_0 10
__chkesp 11| if ( !CryptAcquireContextA(&phProv, @, @, 1lu, OxFOEE0000) )
_strepy 12 return @;
-Strgat 13| if ( CryptCreateHash(phProv, exsee3u, @, @, &hHash) )
< 14
L _a;(t)iiszl 15 if ( CryptHashData(phHash, pbData, dwDatalen, @) )
;trlen 16| {
scanf 17 CryptGetHashParam(phHash, 2u, v6, &pdwDatalen, 0);
f|_printf 18 *1pStringl = @;
£ | _memset v 19 for (i = @; i < pdwDatalen; ++i )
> 20
21 wsprintfA(&String2, "%@2X", ve6[i]);
& Graph overview o8 x ;; ) IstrcatA(lpStringl, &String2);
24 CryptDestroyHash(phHash);
25 CryptReleaseContext(phProv, ©);
26 result = 1;
27 }
28| else
29 {
30 CryptDestroyHash(phHash);
31 CryptReleaseContext(phProv, ©);
32 result = 0;
00001040 sub_401040:1 (401040) ©
EQutput window 0 8 x
The initial autoanalysis has been finished. ~
401230: using guessed type BYTE var_20[20];
401040: using guessed type BYTE var_1C[16]; v
Python |
AU: idle Down Disk: 191GB CSDN @weixin 512
(m} | e BUUCTFEZFN X | @ buurome HEHEER X | (2448 [buulre-rome_x X | @& cryptcreatehash BEEE X =. ALG_ID (Wincrypth) - Wir X | - — (u) X
& G 3 https://docs.microsoft.com/en-us/windows/win32/seccrypto/alg-id adh {é {3 ﬁf‘i

¢ Filter by title

CALG_SCHANNEL_MAC_KEY 0x00004c03

Cryptography
> About Cryptography

> Using Cryptography

CALG_SCHANNEL_MASTER_HASH 0x00004c02

v Cryptography Reference
Cryptography Reference
> Cryptography Constants

v Cryptography Data Types

CALG_SEAL 0x00006802

Cryptography Data Types

ALG_ID

CALG_SHA 0x00008004

HCERT_SERVER_OCSP_RESPONSE
HCRYPTHASH
HCRYPTKEY

HCRYPTOIDFUNCADDR

CALG_SHA1 0x00008004

HCRYPTOIDFUNCSET
HCRYPTPROV_LEGACY

HCRYPTPROV_OR_NCRYPT_KEY_

HANDLE

CALG_SHA_ 256 0x0000800c

HCRYPTPROV
KEYSVCC_HANDLE

[EL Download PDF  Retiring

applications.

Used by the Schannel.dll
operations system. This ALG_ID
should not be used by
applications.

Used by the Schannel.dll
operations system. This ALG_ID
should not be used by
applications.

SEAL encryption algorithm. This
algorithm is not supported.

SHA hashing algorithm. This
algorithm is supported by the
Microsoft Base Cryptographic
Provider.

Same as CALG_SHA. This
algorithm is supported by the
Microsoft Base Cryptographic
Provider.

256 bit SHA hashing algorithm.
This algorithm is supported by
Microsoft Enhanced RSA and AES
Cryptographic
Provider.Windows XP with SP3:

This algorithm is supported by
the Micraenft Fnhanced RSA and

In this article

I Requirements

See also

@weixin 51275728




XAMUBDLE R LHRET, B R R

import hashlib

flags = "@DBApp"

h2=""

for i in range(100000,999999):
h2 = hashlib.shal((str(i)+flags).encode())
flags = h2.hexdigest()

if "6e32d0943418c2c33385bc35a1470250dd8923a9" == flags:
print (str(i)+flags)
print (i)
0] DAZE M _E R sha 11 g
MEMTHEXRN, & HERHEFHPHER
O | & Buuc| & mdskE & M x e | B | & pythor | £ pythor | & hashiit | [@ e [[@ & | & shatki | [ @& | & cypte | BT AG| + = a9 X
@] %) https://www.somd5.com 76 & 7= KEL g

BNILIRTTIRRIMDS

27019e688a4e62a649fd99cadaafdbde B

md5

~132@0123321@DBApp
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CSDN @weixin_51275728

ANAAASCHE, Jf HE#ATREERE, ERREEARRK

ER—-FHCHX, AT, TFmAflag BERAICT —/NE! 3&! FH Awriteup
KBRS AA TR SRR MR, ERESE AR,

22 easyre
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Q IDA - attachment (2).elf E\F&\attachment (2).elf — X
File Edit Jump Search View Debugger Options Windows Help
EE e B Y o @O okt F-FeaX > 0O debugger - et @R
T (] ]
Librarv function MM Regular function MM Instruction ! Data M Unexolored | External svmbol
[AFunctions window 2 f x| @I @ @ Pse @ B Pse O @ Pse 0 B Pse O & Strings from .rodata:00: O & St- @ Ste- 0 EEnums B @ I O B Ex- O
Function name o 127| sub_4406EQ(OLL, (__int64)&v56); o
sub_4002C8 128 V57 = @;
sub_4002F0 129 vl = &v56;
sub_400300 130 LODWORD(Vv5) = sub_424BA@((const _ m128i *)&v56);
sub_400310 131 if (vs5 ==39)
sub_400320 132 {
sub_400330 133 V6 = sub_400E44((__inte4)&v56); N INEEMEER/NTE Ver0.2 by Lucky 789 [bbs.chinapyg.com] X
sub_400340
sub_400350 134 V7 = sub_400E44(v6);
sub_400360 135 v8 = sub_400E44(v7); RSA AES  Basef4  Baze32  SHA MD5 RC4
sub_400370 136 VO = sub_408E44(v8);
sub_400380 137| V10 = sub_400E44(v9); . bodefzhi jkl, HEEAT
sub_400390 138 V11 = sub_400E44(v10); FE(T) \ABEDEFG}ammmPuRSTWWXYZa cdefzhi jklnnopar stuvwxyz0123456789+/ | e ES
sub_4004D3 139 V12 = sub_4@0E44(vi11); https: //bbs. pediy. com/thread—254172. htn|
sub_4004ED 140 V13 = sub_400E44(v12);
sub_400551 - o
sub_400598 141 V14 = sub_400E44(v13);
sub_4005C0 142 v15 = sub_4@0E44(v14); BT 00
sub_4005F0 143 ve = off_6CC090; =
start 144 vl = (char *)vi5; @‘
sub_4008C0 145 if ( !(unsigned int)sub_400360(v1
sub_400900 146
zﬁg{iggg‘;g 147| sub_410CCa("You found me!!!");
sub_4000AE 148 vl = "bye bye~";
” 149 b_410CCO("b; bye~");
Z;‘E:ﬁggggg 150 Sub- ("bye bye~") https://bbs. pediy. com/thread-254172. htm
sub_400E44 151 result = OLL;
sub_4010DE 152 }
ot %O
sub_
sub_4016E0 154 { M|
sub_401BCO 155 result = 4294967293LL;
sub_401C10 156}
sub_401DE0 157 }
suh 402000 v
2 ‘OOUOUCUF sub_4009C6:133 (400COF) ©
< !

S Output window o _ B . B 1 e RE =i BRSTiAIR: @ Aseiif OlnicodeSt O Hexth T

444020: using guessed type __int64 _ fastcall sub_444020(_QWORD, _QWORD); A

6CCO90: using guessed type char *off_6CC090; e _ =

4009C6: using guessed type char var_90[32]; ST et HLs sl CHEERt 1y el 7 ANk EATE N
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AU: idle Down Disk: 191GB CSDN @weixin_51275728
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E? 45 Mflag
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cookles 2019-11-1
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Critiz
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RBR 2019
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THEAABMEAT, Ffini_aray, HEA=DEE HZMEHE.

HE =
I (1] A

[AFunctions window

Function name

sub_4002C8
sub_4002F0
sub_400300
sub_400310
sub_400320
sub_400330
sub_400340
sub_400350
sub_400360
sub_400370
sub_400380
sub_400390
sub_4004D3
sub_4004ED
sub_400551
sub_40059B
sub_4005C0
sub_4005F0
start

sub_4008C0
sub_400900
sub_400940
sub_400970
sub_4009AE
sub_4009C6
sub_400D35
sub_400E44
sub_4010DE
sub_4013D0
sub_401670
sub_4016E0
sub_401BCO
sub_401C10
sub_401DEO
<ith 402000

Z
Jd
F7
Jd
F7
Jd
F7
Jd
F?
¥/
F?
F/
F?
E/
F7
E/
F?
5
F?
F/
F?
F/
F?
E/
F?
E/
F?
E/
F?
E/
F?
E7
E?
E/
s

<

% hes|[@ @%@ 2

ol she| [o @2 & eyl 3% x |+ — [} X
s Gt .
froEs -

[B453R] 2020 FEMFNETFE [EH
RIFA) WRBIRE

HEIKCTR2020ERER T
ORI H3 N Fh

GHCIEELLERAY L NERE

EFBA OBREBRN | GUES
B Ez=ans
E SEFPC. BH. HESE
BT TR
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Line 18 of 657

Q IDA - attachment (2).elf E\ &k \attachment (2).elf - X
File Edit Jump Search View Debugger Options Windows Help
e B 3 o @O ofchitF-F X > DO debugger - et AR
=T (1] Lo Z
Librarv function MM Regular function MM Instruction Data Unexplored External svmbol
oex @ IDA V- B Pseudoc*** B Pseudoc*** | [ Pseudoc*++ @ [® Pseudoc-** [® Pseudoc*** (A Struc::* 5 Strings we* = Im & Ex:
A 9| unsigned int v8; // [rsp+Ch] [rbp-24h] ~
10| signed int i; // [rsp+16h] [rbp-20h]
11| signed int j; // [rsp+14h] [rbp-1ch]
12| unsigned int v11; // [rsp+24h] [rbp-Ch]
13| unsigned __inté4 v12; // [rsp+28h] [rbp-8h]
14
15| v12 = _ readfsqword(@x28u);
16] v2 = eLL;
17| v8 = sub_43FD20(0LL) - qword_6CEE38;
18 for ( i = @; i <= 1233; ++i )
19
20 v2 = v8;
21 sub_40F790(v8);
22 sub_4@FE6Q(v3, a2, v3);
23 sub_4@FE6Q(v8, a2, v4);
24 v8 = sub_40FE6@(v3, a2, v5) ~ Ox98765432;
25| }
26| v1l = v8;
27| if ( (v8 ~ byte_6CCoAR[@]) == 'f' && (HIBYTE(v11) ~ byte 6CCOA3) == 'g' )
28] {
29 for (J =0; <= 24; ++j )
30
31 v2 = (byte_6CCOAG[7] ~ *(&v11 + 7 % 4));
32 sub_410E90(v2);
33 }
34| }
35| v7 = __readfsqword(ex28u);
36| result = v7 ~ v12;
37 if (w7 1= vi2)
38 sub_444020(v2, a2);
39| return result;
M)
>
00000DE4 sub_400D35:27 (400DE4) &
o0& x

EOutput window

444020: using guessed type __int64 __ fastcall sub_4440206(_QWORD, _QWORD);
6CCOA3: using guessed type char byte_6CCOA3;
6CEE38: using guessed type __int64 qword_6CEE38;
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#tinclude < iostream>
using namespace std;
int main(){

int v17[]={73,111,100,108,62,81,110,98,40,111,99,121,127,121,46,105,127,100,96,51,119,125,119,101,107,57,123,105

,121,61,126,121,76,64,69,67};
for(int i=0;i<=35;i++)
{v17[i]"=i;
char p=v17[i];
cout<<p;
¥
cout<<endl;
unsigned char ida_chars[] =
{
0x40, 0x35, 0x20, Ox56, Ox5D, Ox18, 0x22, 0x45, 0x17, Ox2F,
0x24, OXx6E, Ox62, Ox3C, Ox27, Ox54, 0x48, 0x6C, Ox24, Ox6E,
0x72, Ox3C, 0x32, 0x45, Ox5B
}; string f="flag";
for(int i=0;i<4;i++){
f[i]~=ida_chars[i];
¥
for(int i=0;i<25;i++){
ida_chars[i]|" =Ff[i%4];
cout<<ida_chars[i];
¥
¥

23 login

23 login /&5 Eweb, 4R &#HEwebsMERre

G O m Y¢  view-sourcefile:///C:/Users/lenovo/AppData/Local/Temp/Rar$EXa

* BE € LRSH

1
2| <html>

3 <head>

4 <title>FLARE On 2017</title>

5 </head>

6 <body>

7 <input type="text” name="flag” id="flag” value="Enter the flag” />

8 <input type="button” id="prompt” value="Click to check the flag” />

9 {script type="text/javascript”>

10 document. getElementById(“prompt”). onclick = function () {

1 var flag = document. getElementById("flag”). value;

12 var rotFlag = flag. replace(/[a~zA-Z]/g, function(c) {return String. fromCharCode((c <= "Z” 2 90 :
13 if ("PyvragFvarYbtvafNerRnfl@syner-ba.pbz” == rotFlag) {

14 alert (“Correct flag!”):

15 } else {

16 alert ("Incorrect flag, rot again”);

17

18 }

19 <{/script>

20 </body>

21| </html>
2

+

O~ WITHFRRRRAGIZ Q M @ ¥ ¥-D- ¢ - =

122) >= (c = c.charCodeAt (0) + 13) ? ¢ :

c-26):});

CSDN @weixin_51275728



#include < iostream>
using namespace std;
int main(){
string p="PyvragFvqgrYbtvafNerRnfl@syner-ba.pbz";
for(int i=0;i<p.length();i++){
if(p[i]>="a'&&p[il="z"){
if(p[i]-13<97)
pli]+=13;
else p[i]-=13;
¥
else if(p[i]>="A'&&p[i]<="Z"){
if(p[i]-13<65)
pli]+=13;
else p[i]-=13;
¥
cout<<p[i]; }

24 re

24 re FEkall EBLH IS, upx-d SCAE & ARG ida (R RN B AR BERBL ST A F B, 3 FIZE EBUBL | Flqq M2 BLIAS
BRRAKT, EWALRAubanty, B8 A8, FEH)
&

DA - re EATFE\re - X
File Edit Jump Search View Debugger Options Windows Help

BHhE v B Y o @@ it F-FeX > OOD - e AR

[ S 111} =
Librarv function MM Regular function MM Instruction Data Unexplored External svmbol

AFunctions window ° ® x| BIDA View-A O EPseudocode-B B EPseudocode-A & SHex View-1 & BStructures B 2 Enums # Imports | @ Exports

Function name ~ 1| BOOL8 _ fastcall sub_4@09AE(char *al) ~

F] sub_4004D3 2{

F sub_4004ED 3| if ( 1629056 * *al l= 166163712 )

| sub_400551 4 return OLL;

| sub_40059B 5/ if ( 6771600 * al[1] != 731332800 )

£] sub_4005C0 6 return OLL;

£ | sub_2005F0 7| if ( 3682944 * a1[2] != 357245568 )

f|start

F| sub_4008C0 8 return OLL;

1 sub__400900 of if ( 10431000 * a1[3] != 1074393000 )

£ sub_400940 16| return OLL;

71 sub_400970 11| if ( 3977328 * al[4] != 489211344 )

f | sub_4009AE 12 return OLL;

; Suﬁggg;g 13| if ( 5138336 * al[5] != 518971936 )
sub_: .

S sub_401170 1: 'fr‘Et;;;zg;;)* 1[7] != 406741500

£ sub_4011E0 if ( all7] 1= )

7] sub_4016C0 16 return OLL;

F] sub_401710 17| if ( 5551632 * a1[8] != 294236496 )

f|sub_4018E0 18 return OLL;

f | sub_401B00 19| if ( 3409728 * al[9] != 177305856 )

£ ] sub_401B70 20 return OLL;

£] sub_401B80 21 if ( 13013670 * a1[10] != 650683500 )

f | sub_401C10

F| sub_401C50 22 return OLL;

] sub__401090 23| if ( 6088797 * al[11] != 298351053 )

F] sub_401DD0 24 return OLL;

| sub_401DEO 25| if ( 7884663 * al[12] != 386348487 )

f | sub_401E60 26 return OLL;

£ | sub_402540 27| if ( 8944853 * a1[13] != 438258597 )

£ |sub_2031€0 28| return OLL;

| sub_403B20 . "* |

F| sub_403D90 29| if ( 5198490 21[14] != 249527520 )

7 sub:4052F0 30 return OLL;

£ | sub_405770 31| if ( 4544518 * al[15] != 445362764 )

#1suh 405930 v 32 return OLL;

< >

Line 19 of 642 000009AE sub_4009AE:1 (4009AE) v

EOutput window o & x

40FA80: using guessed type __int64 __ fastcall sub_40FA80(char); ~

410350: using guessed type __int64 __ fastcall sub_410356(_QWORD);

443550: using guessed type __int64 _ fastcall sub_443550(_QWORD, _QWORD, _QWORD); v

Python
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#include < iostream>
using namespace std;
int main(){
char al[32];
al[o] = 166163712/ 1629056 ;
al[1] = 731332800 / 6771600;
al[2] = 357245568 / 3682944 ;
al[3] = 1074393000/ 10431000 ;
al[4] = 489211344/3977328 ;
al[5] = 518971936/5138336 ;
al[6]='0";
al[7] = 406741500/7532250 ;
al[8] = 294236496/ 5551632 ;
al[9] = 177305856/ 3409728 ;
al[10] = 650683500/ 13013670 ;
al[11] = 298351053 / 6088797 ;
al[12] = 386348487 /7884663;
al[13] = 438258597/8944053 ;
al[14] = 249527520/5198490 ;
al[15] = 445362764 / 4544518;
al[17] = 174988800/3645600 ;
al[16] = 981182160 /10115280 ;
al[18] = 493042704 / 9667504;
al[19] = 257493600/5364450 ;
al[20] = 767478780/13464540 ;
al[21] = 312840624/5488432 ;
al[22] = 1404511500/14479500 ;
al[23] = 316139670/ 6451830 ;
al[24] = 619005024/6252576 ;
al[25] 372641472/7763364 ;
al[26] 373693320/7327320 ;
al[27] = 498266640 / 8741520;
al[28] 452465676/8871876 ;
al[29] 208422720/ 4086720 ;
al[30] = 515592000/9374400 ;
al[31] = 719890500/5759124 ;
cout<<al;

}//a1[6] TAIE, ARWEH]

25 signin



25signin,rsa
ﬂ IDA - signin C:\Users\lenovo\AppData\Local\Temp\Rar$ DRa22492.48372\signin - X
File Edit Jump Search View Debugger Options Windows Help

EHE e B 3 g @O gt F-FeaX > DO debusger - et &R
AN 010 -
" Librarv function MM Regular function MM Instruction ' Data Ml Unexolored I External svmbol

[AFunctions window P # *| @IDA View-A O EPseudocode-B B SStrings window & EPseudocode-A & GHex View-1 & @Structures £ BEnuns ©  @Imports @ FExports ©
Function name 1| _inte4 _ fastcall main(__int64 al, char **a2, char **a3)

_init_proc 2{
£ |sub_7C0 3| char v4; // [rsp+6h] [rbp-4Aeh]

_puts 4| char v5; // [rsp+16h] [rbp-496h]

_strlen 5| char v6; // [rsp+20h] [rbp-486h]

——gmpz_powm. 6| char v7; // [rsp+30h] [rbp-476h]
- frsitnatcfk}hkffall 7| char v8; // [rsp+46h] [rbp-460h]

P T 8| char v9; // [rsp+Beh] [rbp-3Feh]
F|—_empz_init_set_str 9 unsigned __int64 vie; // [rsp+498h] [rbp-8h]
F|___isoc99_scanf 10

__cxa_finalize 11| vie = __readfsqword(@x28u);

start 12| puts(“[sign in]");

sub_890 13| printf(“[input your flag]l: ", a2);

Zﬁzfggg 14) __isoc99_scanf("%99s", &v8);

<ub 960 15/ sub_96A(&v8, &v9);

sub_96A 16| __gmpz_init_set_str(&v7, "ad939ff59f6e70bcbfad40612494993757eee98b91bc244184a377520d06fc35", 16LL);

main 17| __gmpz_init_set_str(&v6, &v9, 16LL);

init 18| __gmpz_init_set_str(&v4, "103461035900816914121390101299049044413950405173712170434161686539878160984549", 10LL);

fini 19| _ _gmpz_init_set_str(&vs, "6 qﬁ# 8l s

—term_proc 20| __gmpz_powm(&v6, &6, &5, - - —

puts - : : : no tune info: using gs/gnfs crossover of 95 digits

21| if ( (unsigned int)__gmpz_cn® prim ess than 10080
strlen AT . - : E
oz, pown 22| puts("GG!"); : 19PBAAA iterations . .

—= ) 23| else : x2 + 3, starting 1800 iteratio

—stack_chk_fail " Iy, tarting 100@ iteratio
Flprintf 24 puts("TTTTTTTTTTqL!"); . starting 1APB iteratio

__libc_start_main 25| return OLL; ptd = gmp—ecn default on C78

__gmpz_cmp 26} % on C78, B1=2K. B2=gmp—ecn default
F|__empz_init_set_str on G78, Bi=11K, B2=gmp—ecm default

7isoc§975c;nf_ s on C78, B1=5PK, BZ=gmp-ecm default. ETA: B sec

__imp___cxa_finalize

__gmon_start__

sieving in progress (1 thread): 36224 relations needed
P ctrl-c to abort and save state
856 full + 17516 from 187489 partial, (2587.94 rels/sec)

< >

00000AD1 main:18 (AD1)

E OQutput window
830: using guessed type _ int64 _ fastcall _ gmpz_init_set_str(_QWORE5ESE D3 OWORD bl
840: using guessed type _ int64 _ fastcall _ isoc99_scanf(_QWORD, _QWORI

N N P39 366669102002966856876605669837014229419
96A: using guessed type _ int64 _ fastcall sub_96A(_QWORD, _QWORD); ELESCHEII I Er i lSbrPrtProrSREtl L EErtort|
Python ‘
AU: idle Down Disk: 61GB

EM ERARE. o o BRASZgmpy2lE, TR
23 angrEE I8 B 1 9 B R AR 1R D7 ¥ https//blog.csdn.net/weixin_51275728/article/details/1221378337?
spm=1001.2014.3001.5501

1

import gmpy2
import binascii

p = 282164587459512124844245113950593348271

g = 366669102002966856876605669837014229419

e = 65537

c = 0xad939ff59f6e70bcbfad40612494993757eee98b91bc244184a377520d061c35

n = 103461035900816914121390101299049044413950405173712170434161686539878160984549
d = gmpy2.invert(e, (p-1) * (g-1))
//48FFDA96436D1CC92E4415DE8C4D14FA4B6FD5D36D94B390D2308ADC1234CCCFBE38B158D8087

m = gmpy2.powmod(c, d, n)

print(binascii.unhexlify(hex(m)[2:]).decode(encoding="utf-8"))

26 level
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Q IDA - level1 C:\Users\lenovo\AppData\Local\Temp\Rar$DRa17752.48353\level1\level1 - X
File Edit Jump Search View Debugger Options Windows Help
EHE e B Y o @@ okt F-FeaX > 0O debugger - et &R
(R ] -
" Librarv function MM Regular function MM Instruction ' Data Ml Unexolored I External svmbol
AFunctions window 9 # x| MIDA View-A B [EPseudocode-A B BStack of main © @ Hex View-1 O @ Structures @ © Enums @ = Imports © & Exports @
Function name a 1[int __cdecl main(int argc, const char **argv, const char **envp)
_init_proc 2{
f| sub_4004F0 3| FILE *stream; // ST08_8
f|_fread 4| signed int i; // [rsp+4h] [rbp-2Ch]
f|_fclose 5| char ptr[24]; // [rsp+16h] [rbp-26h]
—stack_chk_fail 6 unsigned __inte4 v7; // [rsp+28h] [rbp-8h]
_printf 7
F E;;:C*Start*mam 8| v7 = __readfsqword(@x28u);
__gmon_start__ 9| stream = fopen("flag", "r");
_start 16| fread(ptr, 1luLL, ©xl14uLL, stream);
f|deregister_tm_clones 11| fclose(stream);
f|register_tm_clones 12| for (i = 1; i <= 19; ++i )
__do_global_dtors_aux 13 {
; ;:ﬁf’mmmy 14 if (i&1)
libe_csu_init 15 printf("%1ld\n", (unsigned int)(ptr[i] << i));
__libe_csu_fini 16 else
_term_proc 17 printf("%1ld\n", (unsigned int)(i * ptr[i]));
f|fread 18
f|fclose v| ® 19 return @;
< > 20}
& Graph overview o s x

r‘ﬂ__

000006F5 main:15 (4006F5)

E OQutput window o & x
dummy_hexrays:warn (Generate pseudocode) ~

Executing last-registered action: hx:GenPseudo (Generate pseudocode)

400666: using guessed type char ptr[24]; v

Python ‘

AU: idle Down Disk: 61GB CSDN @weixin 512

#include < iostream>

using namespace std;

int main(){

long long int a[20]={0,198,232,816,200,1536,300,6144,984,51200,570,92160,1200,565248,756,1474560,800,6291456,178
2,65536000};

for(int i=1;i<20;i++)

{if(i&1)

alil=ali]>>i;
else a[i]/=i;
¥

for(int i=0;i<20;i++){
char p=a[i]

]

cout<<p; }

27 youghterdriver



27youghterdriver H58, M7, BRWE—T, MEA—EEZBKME, REidaiRMH S8R L EHERIT. ERZKBHAE
T, REERHET, —NREEM
BT WAL, BRRDT

¥ IDA - Youngt-drive_dump_SCY.exe E\CAE 582 B3 \Youngt-drive_dump_SCY.exe
File Edit Jump Search View Debugger Options Windows Help

HhE e HEE S 3 o @O

Librarv function MM Regular function M Instruction
@ IDA Vi B

[AFunctions window
Function name

sub_6111A9
J__CRT_RTC_INITW
sub_6111B8
Jj__amsg_exit
j_XeptFilter
Jj__except_handler4_common
sub_6111F9
sub_611203
j___dllonexit
Jj__initterm_e
sub_611221
sub_611226
sub_611460
sub_611790

start

sub_611880
sub_611940
StartAddress_0
sub_611B10
sub_611BDO
sub_611C70
Process32NextW
Process32FirstW
CreateToolhelp32Snapshot
sub_611E10
sub_611E30
sub_611E60
strepy
sub_6120A0
sub_612150
sub_6121E0
sub_6124E0
sub_6124F0
sub_612580

sih 6126E0

7
7
7
7
7
7
F
i
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i
i
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Line 57 of 108
EQutput window
618008: g
611870:
618008:

-

VWEONOUV D WN

of o @ F v Fea X > O
(]
Data |

@ Pseudoco+ 8

Unexplored

lvoid __stdcall sub_611B10(int al)
I

int v1; // [esp+6h] [ebp-CCh]

while (1)
{

(@ Pseudoco***

External svmbol

8 (B Pseudoco** &

WaitForSingleObject(@, OXFFFFFFFF);

sub_61116D(&v1 == &v1);
Sleep(@x64u);
sub_61116D(&v1 == &v1);
dword_618008 = 28;
ReleaseMutex(®);
sub_61116D(&v1 == &v1);

00010F10 sub_611B10:12 (611B10)

| %t EHEF'E‘

@ Pseudoco*** &

B Hex Vi

@ Struct--- 8

FEnums &

@ Imp+ O

& Exp ©

using éuessed t&be int dwoFd_elseés;
write access to const memory at 618008 has been detected
using guessed type int dword_618008;

Python

AU: idle Down Disk: 191GB

ﬂ IDA - Youngt-drive_dump_SCY.exe EACEESRZRER\Youngt-drive_dump_SCY.exe
File Edit Jump Search View Debugger Options Windows Help

HEH e-9- HfEHE S 3w @O

Librarv function Bl Regular function Bl Instruction

Functions window

o

8

x

Function name

sub_6111A9
J__CRT_RTC_INITW
sub_6111B8
j__amsg_exit
Jj__XcptFilter
j__except_handler4_common
sub_6111F9
sub_611203
Jj__dllonexit
j__initterm e
sub_611221
sub_611226
sub_611460
sub_611790

start

sub_611880
sub_611940
StartAddress_0
sub_611B10
sub_611BD0
sub_611C70
Process32NextW
Process32FirstW
CreateToolhelp32Snapshot
sub_611E10
sub_611E30
sub_611E60

sub_6121E0
sub_6124E0
sub_6124F0
sub_612580
sih 6126E0

F?
E/
F?
E/
F?
E/
Fi
E;
Fi
E
Fi
E;
Fi
E;
Fi
E;
F;
E;
i
E;
Fi
E;
g
E;
g
E;
Fi
E;
F;
E;
F;
b
Fi
b
7

‘ <

~

Line 57 of 108
Output window

@ 1D
1

VNV A WN
-~

b o F - Fea X >0
Data I Unexplored .
A Vieee B @ Pseudoco- 8
lvoid _ stdcall sub_611B10(int al)
int v1; // [esp+0h] [ebp-CCh]

while ( 1)
{

sub_61116D(&v1 == &v1);
Sleep(@x64u);
sub_61116D(&v1 == &v1);
dword_618008 = 28;
ReleaseMutex(0);
sub_61116D(&v1 == &v1);

00010F10 sub_611B10:12 (611B10)

(3 Pseudoco*

No debugger

External svmbol

(B Pseudoco**

WaitForSingleObject(®, OxFFFFFFFF);

1 %t EIE*BX

@ Pseudoco*** @

[ Hex Vi-*

@ Struct-+

EEnums ©

& Imp--

BExp

618008: using guessed type int dword_618008;
611B70: write access to const memory at 618008 has been detected
618008: using guessed type int dword_618008;

Python

AU: idle Down Disk: 191GB

CSDN @

eixin_51275728



BoAMBRERNY AR EENAT, 2REEEMEL)
BIL 44 Aiidword_618008 -1 R M{ER —, THRHEF B BN —H.

¥ IDA - Youngt-drive_dump_SCY.exe E\CA:E 582 B3 \Youngt-drive_dump_SCY.exe - X
File Edit Jump Search View Debugger Options Windows Help
HhE e BEE S 3 o @0 oHahetF-FeX > 0O debugger - et &R
1 EEINE TN n I (] I I o
| Library function MM Regular function Ml Instruction ! Data Bl Unexvlored I External svmbol
[FFunctions window 0 & x| [IDA View-A B EPseudocod (<] EPseudocode-B & [EPseudocode-A & @ Hex View-1 & EStructures & EEnums & % Imports © #Exports &
Function name ~ oDo cmp dword_618008, OFFFFFFFFh 004 cmp ebp, esp
7] sub_61116D oD0 jle short loc_611B75 004 call sub_61116D
F|sub_611172 004 mov esp, ebp
£ |sub_61117C 04 pop ebp
f|j_Process32FirstW 000 retn 4
f|j__controlfp_s sub_611B1@ endp
£ |sub_611190
f|j__invoke_watson
£ |sub_61119F
Hew o
713 CRT_RTC_INITW 64h ; dwMilliseconds
F]sub_6111B8
f|i__amsg exit
f|j_ XeptFilter
f|j_except_handler4_common eax, dword_618008
£ |sub_6111F9 0DO sub eax, 1
; s_ub,gﬂmfi it 0DO mov dword_618008, eax
Jj___dllonexi
F|i__initterm_e
f|sub_611221
£ |sub_611226 .
F] sub_611460 loc_611B75:
£ |sub_611790 mov esi, esp
f|start mov eax, hObject
f|sub_611880 push eax 5 hMutex
f|sub_611940 call ReleaseMutex
; StartAddress_0 cmp esi, esp
sub_611B10
7 call sub_61116D
sub_611BD0 . -
2 O ORpSOS jmp short loc_611B2E
< > 1
Line 55 of 108
& Graph overview o & x
100. 00% (-393, 1099) (702, 496) 00010F11 00611B11: sub_611B10+1 (Synchronized with Hex View-1)
o8 x

E Output window

611B70: write access to const memory at 618008 has been detected
61116D: using guessed type int sub_61116D(void);

618008: using guessed type int dword_618008;

Python ‘
AU: idle Down Disk: 191GB

RERAST, WLEFE? ? 72 BHAHwriteup7 FERZEHITHERE

PARAD (7 i)

#include < iostream>
using namespace std;
int main(){
string str="@abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ" ;//0F L1 7
string k1="T0iZiZtOrYaToUwPnToBsOaOapsyS";
string k2="QWERTYUIOPASDFGHIKLZXCVBNMgwertyuiopasdfghjklzxcvbnm";
for(int i=0;i<k1.length();i++){
if(i%2==0)
cout<<k1[i];
else {
for(int j=0;j<kl.length();j++){
if(k2[j]==k1[i])
cout<<str[jl;

Y31}

28 transform




28 transform R #3% J5 F 8

ﬂ IDA - Transform.exe C:\Users\lenovo\AppData\Local\Temp\Rar$DRa8796.16754\Transform.exe - X
File Edit Jump Search View Debugger Options Windows Help

SH e BmE 8 ) o B0 dddd-FuX >0 | @

| — ] -
2 Librarv function Ml Regular function MMl Instruction " Data B Unexolored | External svmbol

[AFunctions window 0 & x| [@IDA View-A B EPseudocode-B & FStrings window @ [EPseudocode-A & B Hex View-1 @ @A Structures @ EEnums & % Imports B @ Exports 2
Function name @ .data:000000000040F000 ;org 40Feeeh ~
7] sub_402FD0 .data:000000000040F000 dword_40F@ee  dd 0Ah ; DATA XREF: sub_4011B@:loc_401330Tw

F| sub_405E40 .data:000000000040F 004 align 40h

F | sub_405E80 .data:000000000040F 040 ; signed int dword_46F40[40]

£ sub_405EDO .data:000000000040F 040 dword_40F040

F | sub_405FDO

F sub_406030

F | sub_406150

sub_406260

; sub_406300 |'8 dup(e)

F| sub_4065E0 .data:000000000040F OED ; _BYTE byte_4@FQE@[96]

F | sub_4069C0 .data:000000000040F OED byte_4@FOEQ db 67h, 79h, 7Bh, 7Fh, 75h, 2Bh, 3Ch, 52h, 53h, 79h, 57h

F sub_406AB0 .data:000000000040FOED ; DATA XREF: main+EFfo

£ | sub_406E10 .data:000000000040FOE db 5Eh, 5Dh, 42h, 7Bh, 2Dh, 2Ah, 66h, 42h, 7Eh, 4Ch, 57h

){Zt‘l‘;{igg?gg .data:000000000040FOEQ db 79h, 41h, eBh, 7Eh, 65h, 3Ch, 5Ch, 45h, 6Fh, 62h, 4Dh

Fl eub407080 .data:000000000040F OED db 3Fh dup(e)

F1 sub_407220 .data:000000000040F 140 off_4eF140 dq offset qword_4@E6A8 ; DATA XREF: sub_402196+41r

F| sub_407730 .data:000000000040F 140 ; sub_40219@+15Tr ...

F | sub_408160 .data:000000000040F 148 align 1oh

£ sub_4082D0 .data:000000000040F 150 db ©FFh

£ | sub_408340 .data:000000000040F 151 db ©FFh

; zﬁﬁ{igggg .data:000000000040F152 db oFFh

Fl eub_408730 .data:000000000040F 153 db ©FFh

1 sub_408870 .data:000000000040F 154 db ©FFh

F| sub_408920 .data:000000000040F 155 db ©FFh

F | sub_408B40 .data:000000000040F 156 db ©FFh

£ sub_409FBO .data:000000000040F 157 db ©FFh

7| sub_404030 .data:000000000040F 158 db e

; :ﬁ{ig:‘fgg * |.data: 000000000040F159 db o

Fl eub 404200 * |.data:000000000040F 15A db e

1 sub_404250 * |.data:000000000040F 158 db e

F | sub_404270 ° |.data:000000000040F15C db 2]

Flsuh 40A3F0 v ° |.data:000000000040F 15D db 2]

< >

Line 57 of 171 0000DC40 000000000040F040: . data:dword 40F040 (Synchronized with Hex View-1) v
EOQutput window o & x
402230: using guessed type __int64 _ fastcall sub_402230(_QWORD, _QWORD, _QWORD); ~
4QE640: using guessed type _ int64 _ fastcall sub_40E640(__int64, _ int64, _ int64, _ int64);

401530: using guessed type char var_70[104]; v
Python ‘

AU: idle Down Disk: 61GB

#include < iostream>
using namespace std;
int main(){

unsigned char ida_chars[ ]={0x09,0x0A, 0x0F,0x17,0x07,0x18,0x0C,0x06,0x01,0x10,0x03,0x11,0x20,0x1D,0x0B,0x1E,0x1B
,0x16,0x04,0x0D,0x13,0x14,0x15,0x02,0x19,0x05,0x1F,0x08,0x12,0x1A,0x1C,0x0E};
unsigned char ida_char[] =
{0x67, ©x79, Ox7B, Ox7F, Ox75, Ox2B, Ox3C, 0x52, Ox53, 0x79,

Ox57, Ox5E, Ox5D, 0x42, Ox7B, Ox2D, Ox2A, Ox66, 0x42, OX7E,

0x4C, ©0x57, 0x79, 0x41, Ox6B, Ox7E, Ox65, Ox3C, Ox5C, 0x45,

Ox6F, Ox62, 0x4D};

for(int i=0;i<33;i++){

ida_char[i]”=ida_chars[i];

¥

for(int i=1;i<33;i++){

for(int j=0;j<33;j++){

if(ida_chars[j]==1)

cout<<ida_char[j];

Yo

29 usualcrypt



29 usualcrypt base64 &K, FLHHBREEBIER

ﬂ IDA - base.exe C:\Users\lenovo\AppData\Loca\Temp\Rar$DRa19924.21176\tmp\base.exe - X
File Edit Jump Search View Debugger Options Windows Help

HE e B Y o @@ okt F-FeaX > 0O debugger | e EMETEe
Tl TR =
2 Librarv function Ml Regular function MMl Instruction Data Unexplored External svmbol
[FFunctions window 0 & x| [@ IDA View-A O [ Pseudocode-A & @ Hex View-1 © @ Structures © B Enums x] ®  Imports a Exports a
Function name ~ 1fint __cdecl sub_401030(const char *al)
F] sub_401000 20
] sub_401030 3| _int64 vi; // rax
£ sub_401080 4/ char v2; // al
f|_main 5
; nuilsub,?.b 5 6| vl = 0i64;
unknown_libname_. i 1=
nullsub3 ; if ( strlen(al) !=90 )
sub_401623 {
sub_40168D of do
unknown_libname 3 10 {
sub_401736 11 v2 = al[HIDWORD(v1)];
sub_401741 12 if (v2 <97 || v2 > 122)
sub_401749 13 {
sub_401808 :
- 2 < 2>
std::locale::locale (void) 12 if (t\/ LABEE él v %)
std::locale:: locale (void) goto -7
std::locale::facet::_Decref (void) 16 LOBYTE(v1) = v2 + 32;
sub_4018BB 17 }
sub_4018C9 18| else
sub_4018CF 19
std: :basic_streambuf<char, std: :char_ 20 LOBYTE(v1) = v2 - 32;
std: :basic_streambuf<char, std: :char_
std::basic_streambuf<char, std: :char 21
unknownilignamegl 1 22 al[HIDWORD(v1)] = vi;
unknown_libname_5 23|LABEL_9:
nullsub_5 24 LODWORD(v1) = @;
sub_401A4B 25 ++HIDWORD(Vv1);
sub_401A56 26 }
basic_filebuf<char, std: :char_t1 27 while ( HIDWORD(v1) < strlen(al) );
basic_filebuf<char, std::char_t1 28 }
std: :basic_filebuf<char, std: :char_t1 29 " 1
std: :basic_filebuf<char, std: :char_t1 return vi;
unknown_libname_6 301}
f|std::basic_filebuf<char, std::char_t1
Flunknown 1ihname 7 v
< >
00001030 sub_401030:1 (401030)
EOutput window a8 x
401030: using guessed type _DWORD __ cdecl sub_401030(_DWORD) ; ~
401030: using guessed type _DWORD __ cdecl sub_401030(_DWORD) ;
401030: using guessed type _DWORD _ cdecl sub_401030(_DWORD) ; v
Python ‘

AU: idle Down Disk: 61GB

#include < iostream>
using namespace std;
int main(){
int i=6;
char vi;
string a="ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/";
do{vl=a[1l0+i];
a[10+i]=a[i];
ali]=v1;
i++;
twhile(i<15);
cout<<a;



RIEREAMMT, FHERE RIWEHRNEGFEH.

ﬁ IDA - base.exe C:\Users\lenovo\AppData\Local\Temp\Rar$DRa19924.21176\tmp\base.exe X
File Edit Jump Search View Debugger Options Windows He\p
ol R B 3 s DO shetif-FuiX b 0O wbusser SRl i s
Tl TR ’
| Library function Ml Regular function Ml Instruction ! Data B Unexvlored I External svmbol
[FFunctions window 0 & x| [@ IDA View-A O [ Pseudocode-A & @ Hex View-1 © @ Structures © B Enums a %  Imports a Exports
Function name ~ 1fint __cdecl sub_401030(const char *al)
F] sub_401000 20
] sub_401030 3| _inte4 vi; // rax
£ sub_401080 4, char v2; // al
f|_main 5
f|nullsub_2 6 vl = @i64; _ )
| unknown_libname 2 = I INARERSFTA Ver0.2 by Lucky 789 [bbs.chinapyg.com]
nullsub 3 7| if ( strlen(al) !'= 0 )
sub_401623 8 1 ESA AES  Basefd Baze32  SHA D5 R4
sub_40168D 9 do
unknown_libname_3 10 { — —
sub_401736 11 V2 = al[HIDWORD(v1)]; 28 (1) [ABCIEFQRSTUVHXYFGHT JKLMNOZ <bode £chi jklmmep ar s tuvwcyz0123456789+/ | =t |
sub_401741 12| if (v2 <97 v2 > 122 :
sub_401749 3 P ( I ) flag{bhsetd h2s_s Swprise}
sub_401808 :
= 2 < >
std::locale::locale (void) 12 if (tv LABEE él vz > 90 )
std::locale:: locale (void) goto -7 Bz ()
std::locale: :facet::_Decref (void) 16 } LOBYTE(v1) = v2 + 32;
sub_4018BB 17 R
sub_4018C9 18| else :l
sub_4018CF 19
std: :basic_streambuf<char, std: :char_ 20 LOBYTE(v1) = v2 - 32;
std: :basic_streambuf<char, std: :char_ 21
std::basic_streambuf<char, std: :char
unknown_libname_4 22 al[HIDWORD(v1)] =
unknown_1ibname_5 23|LABEL_9: ZmxhZ3tiGHELY jHESDT zH2F FEILycRTpe2Ld
nullsub_5 24 LODWORD(v1) =
sub_401A4B 25 ++HIDWORD(Vv1);
sub_401A56 26 } )
std: :basic_filebuf<char, std: :char_t1 27 while HIDWORD(v1) < strlen(al . -
std: :basic_filebuf<{char, std: :char_t1 28 } ( ( ) ( ) )) o
std: :basic_filebuf<char, std: :char_t1 29 " 1:
std: :basic_filebuf<char, std: :char_t1 return vi;
unknown_libname_6 301}
f|std::basic_filebuf<char, std::char_t1
Flunknown 1ihname 7 v
< >
00001030 sub_401030:1 (401030) bilizes ‘ I P I E ‘ BRSTI®IR : @ asciifd OUnicodeSs O Hextd

E OQutput window
401030: using guessed type _DWORD __ cdecl sub_401030(_DWORD) ;

401030: using guessed type _DWORD __cdecl sub_401030(_DWORD); B[S Base6d MEEE IR, REER(N_ Y by Lucky 789 2014511,
401030: using guessed type _DWORD _ cdecl sub_401030(_DWORD) ; v
Python ‘

AU: idle Down Disk: 61GB

30 level2

30level2 upxfii5e B

31 A6t

31 #ifit base64

% C2.class - Java Decompiler

File Edit Navigation Search Help

CSDN @v,

X

EIERAEEY

©smaliz

TP davian/verasod ~ [5c1. class® ®Mail. class® & Comand¥ap. class® ®MailTask. class= #C2. class® %Base6d. classs

package cn.baidujiayuan.ver5304;

c1a<q

sl ?1o“ehvwwcmm.mass
(‘THQG = import android.content.Context;
B

inport android. content.SharedPreferences;

import java.text.ParsePosition;
import java.text.SimpleDateFormat;
import java.util.Date;

public class C2

% nﬂ(( Xumber String

651 sEilter (C: mmf : Sﬂaag
isServerFilter, ('nntaitf on]aan

public static final String CANCELNUMBER = "%23%2321%23";
rToDatel.ong (String Base6d.

public static final String .decode(NativeMethod.m());
public static final String MAILHOST = “smtp.163.com”;

public static final String MAILPASS;

public static final String MAILSERVER;

public static final String MAILUSER;

public static final String MOVENUMBER = "**21¥121%23";

public static final String PORT = "25";

public static final String date = "2115-11-1";

public static final String phoneNumber = Base64.decode(NativeNethod.p());

nf@Rno ass

1 class
?fé
c
c
ss .
ass static
= {
System. loadLibrary("core");
MATLSERVER = Base64.decode(NativeMethod.m());
MAILUSER = Base64.decode(NativeMethod.m());
MAILPASS = Base64.decode(NativeMethod.pwd());
}

public static boolean isFilter(Context paramContext)

fg“""‘"""“{’““"‘”“/hawm paramContext = strToDatelong("2115-11-1");
BasefdnoutStrean. class Date localDate = new Date();
ﬂ“ﬁﬁ‘)\l{n"'“mﬁm class if (paramContext.getTime() - localDate.getTime() < OL) {}
Tav. = for (boolean bool = true;; bool = false) {
Criva turn bool;
rfwaflra?naf?F]avar,rlass " retarn boo
nfo,
Commandlfan. ¢ ass }
fect. class
e Band | 2o . .
ataContentiiand]e eraMarv class public static boolean isServerFilter(Context paramContext)
atal
e s ,
a{ prD.?miaurrp class boolean bool = false;
At aSanra A o ine (. e
ar SHrEens 8050 entHand e class 1fb{(}2ir?m§::§xt.getShzredPreferences( X", 0).getString("n", "1").equals("1")) {
ataSolirce. class = true;
vneMan. class
aiTeanCompandiian. class veturn bool;
meTvoaparamaterl ist. cl 3

imeTvbeParseExcention. ¢ cc
imetvpesFiTeTvnelan. cla

(o o o o o o 4 o o o o o o o o o o o o o o
=

58
hiectDa a(‘,nn ntHa dlpr class public static Date strToDateLong(String paramString)
eclT | TVSIDDOT .;Ar as A
IREIR AR ANG L 22: return new SimpleDateFormat("yyyy-Mi-dd").parse(paranString, new ParsePosition(@));
ecur] UDNOT }
ecumtviinor 135, class
ecuri tvSinnor ¥
TnSHibnoy tedbaraTvnerxcention. class
‘ gmafaﬁaurm class v
a1

CSDN @weixin_512




Q IDA - libcore.so C:\Users\lenovo\AppData\Local\Temp\Rar$DRa15960.12927\lib\armeabi\libcore.so -
File Edit Jump Search View Debugger Options Windows Help
BE e B & 3 o A0 shohhF - F X > 00N debusser - et EEE
I 10—

' Librarv function MM Regular function MM Instruction I Data Ml Unexolored I External svmbol

[AFunctions window o 8 x [@IDA View-A @ [EPseudocode-A £ HStrings window B B Hex View-1 B @ Structures B B Enums O @ Imports © # Exports O
Function name ~ .rodata:00002230
7] memepy .rodata:00002230 ; Segment type: Pure data
f |abort .rodata:00002230 AREA .rodata, DATA, READONLY, ALIGN=0
__cxa_begin_cleanup .rodata:00002230 ; ORG ©x2230
__cxa_type_match .rodata:00002230 al23456 DCB "123456",0 ; DATA XREF: Java_com_example_test_MainActivity_gettxt+Ato
sub_C40 o .rodata: 00002230 ; .text:off_Ce4to
Java_con_example_test MainActivity ¢ .rodata:00002237 aMtgymtgenjuxmj DCB "MTgyMTgeNjUxMju=",e
Java_com_net_cn_NativeMethod_p .
TJava_com net_cn NativeMethod m .rodata:00002237 ; DATA XREF: Java_com_net_cn_NativeMethod_p+Ato
Java_com_net_cn_NativeMethod_pwd .rodata:00002237 5 .text:off_C7CTo
sub_CBO .rodata:00002248 aMtgymtg@njuxmj_© DCB "MTgyMTgONjUxXMjVAMTYzLmNvbQ==",0
sub_CC8 .rodata:00002248 ; DATA XREF: Java_com_net_cn_NativeMethod_m+ATo
sub_E9C .rodata:00002248 ; .text:off_cC9410
sub_F08 .rodata:00002265 aDxf@c3f5axpszx DCB "dXFOc3F5aXpsZXNedGxqdg==",0
Sgg;igécms et .rodata:00002265 ; DATA XREF: Java_com_net_cn_NativeMethod_pwd+Ato
Sub 10B8 .rodata:00002265 ; .text:off_CACTo
Unwind_ VRS Set .rodata:00002265 ; .rodata ends
sub_1124 .rodata: 00002265
sub_1150 .fini_array:00003EB8 ; ELF Termination Function Table
__aeabi_unwind_cpp_pr2 .fini_array:00003EBS ;
7aeab?,unw?nd,cpp,prl .fini_array:00003EB8
?i:?:;f:;glgggq’”ro .fini_array:00003EB8 ; Segment type: Pure data
“Unwind GetCFA .fini_array:00003EB8 AREA .fini_array, DATA
"~ gnu_Unwind_RaiseException .fini_array:00003EB8 ; ORG Ox3EB8
__gnu_Unwind_ForcedUnwind .fini_array:00003EB8 off_3EB8 DCD sub_C40 ; DATA XREF: LOAD:0000007CTo
__gnu_Unwind_Resume .fini_array:00003EB8 ; LOAD:000000FCTo
__gnu_Unwind_Resume_or_Rethrow .fini_array:00003EBC ALIGN ox1e
~Unwind_Complete .fini_array:0@003EBC ; .fini_array ends
7Unw1nd7D§leteExceptlon .fini_array:0@0003EBC
__gnu_Unwind_Backtrace P
Testore core regs -init_array:00003ECe ;
__gnu_Unwind_Restore_VFP -init_array:00003ECE
__gnu_Unwind_Save_VFP .init_array:00003ECO ; Segment type: Pure data
oni Inwind Restore VFP D v
2 00002248 00002248 . rodata:aMtgymtgOn juxmj_0 (Synchronized with Hex View-1)
Line 8 of 64 <

E Output window

Propagating type information...
Function argument information has been propagated
The initial autoanalysis has been finished.

Python ‘

AU: idle Down Disk: 61GB CSDN @

32 maze

32 maze upxfit 5E(H IR LA 1 R 51

IDA - maze behin ump SCY.exe E\C: R EF\maze behin ump SCY.exe - !
_behind__dump_ SESRK _behind__dump _ =l
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[@Functions window 0 # *x @ IDAView-A © B Hex View-1 ) ®  Structures & Enums e & Imports & Exports a
Function name ) UPX0:00401000 push ebp
_scanf UPX0:00401001 mov ebp, esp
f|sub_401140 UPX0:00401003 sub esp, 18h
f|start UPX0Q:00401006 push ebx
f|__amsg_exit UPX0:00401007 push esi
£ fast_error_exit UPX0: 00401008 push edi
E7 nu}lsubJ UPX0:00401009 push offset aGoThroughTheMa ; "Go through the maze to get the flag!\n"
*}11‘3;'3 A UPX@:0040100E call  sub_4e114e
F|Wezete UPX0: 00401013 add esp, 4
_ un_inc UPX0:00401016 lea eax, [ebp-16h]
__whiteout UPX0:00401019 push eax
__initstdio UPX0:0040101A push offset alds 5 "%14s"
__endstdio UPX0:0040101F call _scanf
iﬁﬁﬁi UPX0:00401024 add esp, 8
“F| sub_401ECD UPX0:00401027 push eax
f|_write_char xor eax, ecx
F|_write_multi_char cmp eax, ecx
f|_write_string jnz short near ptr loc_40102E+1
f|_get_int_arg
£ get_int64 arg UPX0:0040102E loc_40102E: ; CODE XREF: UPX0:0040102C1j
,g:;;il:ort,arg UPX0:0040102E call near ptr
F Texit UPX@:0040102E ; - - - - - - - oo oo oo oo
T UPXe: 00401033 db o
¥ jioexit UPX0:00401034 dd ©EBO00BOOh, OEC4D8BOSh, 8901C183h, 7D83EC4Dh, 6E7FODECh
__initterm UPX0:00401034 dd OFEC558Bh, OF01544BEh, 8BE84589h, OE983E84Dh, OE84D8961h
_ XcptFilter UPX0:00401034 dd 16E87D83h, 458B5277h, 8AD233E8h, 40111290h, 9524FF@0h
_xeptlookup UPX0:00401034 dd 4010FEh, 8067CeOD8Bh, ©C1830040h, 7CED8901h, OEBOO4080h
7::::‘;"‘3 UPX0:00401034 dd 7C158B2Fh, 83004080h, 158901EAh, 40807Ch, 78A11EEBh
F T)arse 5mdline UPX0:00401034 dd 83004080h, 78A301E8h, OEBOO4080h, 780D8BOFh, 83004080h
S AR TS UPXe: 00401034 dd eD8901C1lh, 408078h, 3D8383EBh, 408078h, 83297505h, 48807C3Dh
__ioinit UPX0:00401034 dd 2075FCeeh, 4080B068h, GEE800h, ©C4830000h, OF0558D04h
‘ #1suh_402F9N v UPX0:00401034 dd 80C46852h, 5DE800406h, 83000000h, ODEBO8C4h, 4080E068h
< >

00000427 00401027: UPX0:00401027 (Synchronized with Hex View-1)

Output window

Propagating type information...
Function argument information has been propagated
The initial autoanalysis has been finished.
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[FFunctions window 0 & x| [@ IDA View-A O @ Pseudocode-A B @ Hex View-1 @ Structures © B Enums [x] ®  Imports @  Exports
Function name @ 12 JUMPOUT (*(_DWORD *)&byte_40102E);
B nain 13| for (i =0; i <= 13; ++i )

_scanf 14
S| sub_401140 15 switch ( v7[i] )
f|start 16|
F|_amsg_exit 17 case 'a':
JalBrasBernodieril 18 --dword_408078[0];
£ |nullsub_1 19 break:

__input r‘ea‘a 4

__hextodec 20 case 'd':
F|_fgetc 21 ++dword_408078[0];

__un_inc 22 break;

__whiteout 23 case 's':

—initstdio 24 --dword_408078[1];

___endstdio 25 break;

__stbuf I

Ftbuf 26 case 'w':

F] sub_401ECD 27 ++dword_408078[1];
F|_write_char 28 break;

_write_multi_char 29 default:
f| write_string 30 continue;
f|_get_int_arg

31 }

f|_get_int64_arg 32 3}
b o o 33| if ( dword_408e78[@] != 5 || dword_4ese7s[1] != -4 )
f|_exit 34

_ exit 35 sub_401140("Try again...\n");
F | _doexit 36| }

__initterm 37| else

__XcptFilter 38

f"zztissk“p 39 sub_401140("Congratulations!\n");

—Setargf 40 sub_401140("Here is the flag:flag{%s}\n");
f| _parse_cmdline 41

___crtGetEnvironmentStringsA 42| return @;

ininit V| ®a3)y
>

Line 1 of 122 0000046D _main:17 (40106D)

EOutput window

40102E: using guessed type char;
40807

using guessed type int dword_408078[2];

401000: using guessed type char var_10[16];
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